QUESTIONS & ANSWERS_RFP_REQ-KY1-25-0042

Q. 1: /Ina gpopmysanns npono3zuyii na niyen3ii npozpamuux npooykmie nompiona ingopmauis,
XxXmo (aKa wpocobda) 6yoe manudymmuim aiyeH3iamom.
A.: Jlinen3iaToM Oy/ie OJUH 13 3aKJIaJiB BUIIOi OCBITH Y KpaiHHU.

Q. 2: HJooo CISCO: no3uuii 1-2 — yu nompioni konmpaxmu Smart Net?
A.: TloTpiOeH To¥ KOHTPAKT, kUi 3a0e3neuye oHoBneHHs [13. [1IBuaka 3aMina 00 IHaHHS, SK TS
0i3Hecy, He MOTpiOHA.

Q. 3: Eaton 3kVA — sika kongizypauis nompiona, «oauwma) uu 01 6CHAHOGIEHHA Y CHIIKY?
A.: HeoOximHa koHirypamiss s BCTaHOBJICHHS y CTiMKy (rack-mounted), mo6 3abe3neunTtn
IHTETpaIliio i3 CepBEpHOIO iHHPACTPYKTYPOIO.

Q. 4: Server Dell PowerEdge R250, Intel Xeon, 32 GB RAM, 2 TB HDD: is there more precise
requirements for the processor?

A.: Regarding the processor for the Dell PowerEdge R250, we offer the following configuration:
Processor: Intel Xeon E-2336 (6 cores / 12 threads, 3.4 GHz base, up to 5.0 GHz turbo, 12 MB cache,
65W TDP)

The model is compatible with the R250, has high reliability, and is recommended for log servers,
SIEM systems, and monitoring tasks.

Q. 5: Lenovo ThinkSystem SR630 server. Please specify requirements for:

- RAM volume

- disk space and types of disks, what network interfaces are needed, one or two power supplies

- network interfaces

- quantity of power supplies (1 or 2)

A.: Processors: 2 x Intel Xeon Scalable (Silver/Gold, Gen 2 or 3, up to 28 cores per processor)
RAM: Supports up to 3 TB DDR4, 24 DIMM slots

Storage: Up to 10 SFF drives (SSD/HDD/NVMe), with the ability to connect up to 2 TB drives for
large data volumes

RAID controller: ThinkSystem RAID 930-8i (with support for RAID 0, 1, 10, 5)

Management system: Lenovo XClarity Controller (remote management, status monitoring, firmware
updates)

Power supplies: 2 x 750W (Redundant, to ensure uninterrupted operation)

Cooling: Supports active cooling with automatic fan speed adjustment

Virtualization: Supports VMware, Hyper-V, Proxmox for running virtual machines

Interfaces: 2 x 10GbE for high-speed server-to-server connectivity, supports 1GbE and 10GbE
adapters

Expansion: Up to 2 x PCle Gen 3 slots for additional expansion cards (e.g. for cloud or compute
tasks).

Q. 6: Taking in account that “Prices must include all costs, logistics, and final delivery to the
recipients” and that the recipients are located in 4 different cities (Chernihiv, Lviv, Zhytomyr, and
Sumy) which are different in the sense of distance and logistics costs, could you clarify which
product and to which location (city only, no address) should be delivered?

A.: Due to security reasons, CCI cannot disclose such information at this stage of the tender.
However, understanding the constraints and peculiarities of the logistics cost composition, we
suggest that your company utilize a unified approach and convene the necessary calculations based
on the overall weight of the required items and the 4 geographic locations specified in the RFP.



Q. 7: Yu € yeit 3anum mynbminomosum aoo HeodXioHo nooasamu RPONO3UUII0 HA YEeCh CRUCOK
oonaonanna?

A.: Please be advised that CCI will only accept full applications for this solicitation. Hence, only
the Pricelists with 100% of the required items should be submitted.

Q. 8: Yu oonyckaromvca 00 po3enady aumanozu 001A0OHAHHA, Ue O0COOAUBO CHMOCYEMbCA
HOymoyKie.

A.: Yes, similar equipment may be considered as replacements, including laptops, but only under
specific conditions. Replacements are allowed if the originally requested items are unavailable in
stock and the proposed alternatives have comparable technical characteristics. Any substitutions
must be approved in advance by the recipient's higher education institution. Please coordinate with
the Activity team to initiate the approval process in such cases.

Q. 9: B npoueci niozomoeku 00 yuacmi ¢ menoepi 6UHUKAU HACMYNHI NUMAHHA RO JIIWEeH3IAM:

AKi came sepcii, ockinvbku dysaroms piznoeuou mapughie?
Mooicnueo, € napmuomepu abo apmuxynu aiyeH3ii, aKi nompioni, abo ix noena nazea?

A.:

IDA Pro, malware
analysis tool

OCHOBHI BUMOTH BKITFOYaIOTb:

- Onepariitaa cucrema: Windows 10/11 (64-bit), Linux (momupeni
aucTpuOyTHBH), a00 macOS (miATPUMYIOTECS Cy4acHi Bepcii).

- IIponiecop: bararosaepuuii mporecop (pekomenayethes Intel Core i5 abo Buirie).
- OneparuBHa nam'ste: Minimym 4 I'B, ane pekomenayetscst 8 I'b abo Ginbie,
0cO0JIMBO I pOOOTH 3 BENMKUMHU OiHapHUMU (aitnamu.

- Micue Ha gucky: [Tpuonuzao 500 MbB aiist 6a30BOro BCTaHOBIICHHS, aJie LIS
30epeXeHHS BENMKUX (DaiiiliB MPOEKTIB MOXKE 3HATOOUTHCS OLIBIIIE.

- I'pagiunnii intepdetic: IDA Pro mae rpadivnmii iHTepdeiic, ToMy HEOOXiTHO
cepenoBuine, mo miarpumye OpenGL mi1st BimoOpaxeHHs rpadis Ta iHITHX
€JICMEHTIB.

ESET EDR license
or equivalent

ITo ESET EDR license BaxxmBo mutanHs OC Ta Ha KWl Tepiof TieHs3is (pik 9u
oinmpie). OpierTyBanucs Ha HOyTOyKH 3 OC Windows i oo mepioy kparmie,
1100 BiH OyB Ha 1-3 pokw.

NetAlly
EtherScope nXG

nXMopuens: NetAlly EtherScope® nXG

Kommnekramist: ba3oBuit koMIurekT i3 pigHoto miarpumkoro AllyCare Support
[MpusHauenns: [IpoBeneHHs aHANI3Y MEPEXi, AiarHOCTUKA, BUSBIICHHS
BPa3JIMBOCTEH, TPEHYBaHHs HABUYOK pearyBaHHs Ha MEPEXKeBi IHIUICHTH.

Splunk

Splunk Enterprise (On-Premise)

Tun minensii: [HcTansis Ha OJUH CepBep i3 MATPUMKOK 00pOOKH HE MEHIIIE HiXkK
1 I'B noriB Ha 100y.

[Mpusnauenns: LentpanizoBanuii 30ip, aHaii3, KOpENsLis Ta Bi3yasri3alis Hoail i3
20 HaBYaIbHUX KOMII'IOTEPIB y paMKaXx CleHapiiB KiOepiHIMIEHTIB.

SolarwWinds
NPM

Bepcis: NPM SL100 a6o ekgiBaneHT (10 100 ejeMeHTIB MOHITOPHHTY).

Jlinen3ia: OxHa cepBepHa ninensis [IpusHaueHHs: AHai3 TPOAyKTHBHOCTI
MepeXi, MOHITOPHHT BY3JIiB Ta BUSIBIICHHS IIE€PEBAHTAXKEHb Y NOTEHIIHHUX TOUOK
BIIMOBH.

Graylog/ELK
Stack

Open-source nporpamue 3a6e3neuenns Jlinensis: He Bumaraerscs [IpusHaueHHs:
LenrpanizoBane 30upaHHs, 30epiranus Ta 00poOKa JIOTiB, KOPEJSLis OiH,
MATPUMKA MPAKTHYHUX 3aHTh Y KiOEpIoiroHi.

TheHive, MISP

Open-source iHCTpyMEHTH

Jlinensist: be3komTOBHI, i3 IOKaTEHUM PO3TOPTAHHIM

[pu3Hauenns: AHani3 kibep3arpos, ynpasiliHHs iHIUAEHTaMH Oe3reKd, OOMiH
iHpOpMaIi€elo PO iHANKATOPH KOMIIPOMETAIT].

Trend Micro
EDR/XDR

Kinbkicts nminensiii: 20 (110 o/1HIN HA KOKHY HaBUaJbHY pOOOUY CTaHIIIIO)




[Tpu3nayenns: YHipikoBaHHH 3aXUCT KIHLEBUX TOYOK, IHTETPaLlisl 3 HAsIBHOIO
CHCTEMOIO 3a0e3IeueHHs KibepOe3Iekn YHIBEpCHUTETY.

e  Acronis Backup Tun ninewn3ii: JlineH3is Ha pe3epBHE KOMIFOBAHHS ISl OHOTO (DI3HYHOTO CepBepy
[Tpu3HayeHHs: 3axycT 1 BIAHOBICHHS KPUTUYHUX JaHHUX (JIOTH, KOH(Iryparii,
HaBYaJbHI CEPEIOBHUINA) IUIIXOM CTBOPEHHS PE3EPBHUX KOTIIH.

Q. 10: Could you give some more information about the requirements for the server? We need the
following information for both Lenovo and Dell:

- RAM Volume

- Specific type of disks - SSD/HDD/NVMe?

- Disks/RAID configuration

Also

- minimum quantity of cores/threads per processor for Lenovo Server

A.: Lenovo ThinkBook 16 G7 ARP (21IMWO003CRA)
Screen diagonal - 16"

Processor:

CPU model - AMD Ryzen 5 7535HS
Number of cores - 6

Number of threads - 12

Nominal frequency, GHz - 3.3
Maximum frequency, GHz - 4.3
Operating frequencies, GHz - 3.3 - 4.55
L3 cache, MB - 16

Power, W - 54

Operational Memory:

RAM Type - LPDDR5x-4800 MHz
RAM Capacity, GB - 32

Maximum RAM, GB - 64

Number of Slots - 2/ Free - 0
Permanent Memory:

M.2 SSD - 1024 GB

SATA SSD - No

HDD - No

HDD RPM - Device without HDD

Lenovo ThinkSystem SR630

Processors: 2 x Intel Xeon Scalable (Silver/Gold, Gen 2 or 3, up to 28 cores per processor)

RAM: Supports up to 3 TB DDR4, 24 DIMM slots

Storage: Up to 10 SFF drives (SSD/HDD/NVMe), with the ability to connect up to 2 TB drives for
large data volumes RAID controller: ThinkSystem RAID 930-8i (with support for RAID 0, 1, 10, 5)
Management system: Lenovo XClarity Controller (remote management, status monitoring, firmware
updates) Power supplies: 2 x 750W (Redundant, to ensure uninterrupted operation)

Cooling: Supports active cooling with automatic fan speed adjustment

Virtualization: Supports VMware, Hyper-V, Proxmox for running virtual machines

Interfaces: 2 x 10GDbE for high-speed server-to-server connectivity, supports 1GbE and 10GbE
adapters

Expansion: Up to 2 x PCle Gen 3 slots for additional expansion cards (e.g. for cloud or compute
tasks)



Dell

- RAM Volume: 32 GB DDR4 ECC (2x16 GB), expandable to 128 GB. Error-correcting memory
(ECC) for stable system operation without data loss.

-Disks / Storage Type: 2x 1 TB SSD, SATA, 2.5" — recommended for quick access to logs and
SIEM systems. If necessary, it can be replaced with NVMe SSD if active database use or
virtualization is planned.

- RAID Configuration: RAID 1 (Mirroring) — to ensure fault tolerance and data preservation.
Controller: PERC H355 or similar with RAID 0/1 support.



