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Provision of services for diagnostics of the cybersecurity level of critical
infrastructure objects according to the NIST Cybersecurity Framework 2.0 for the
USAID Cybersecurity Activity

HadaHHsi nocnye 3 diazHOocmyeaHHs1 pieHsi Kibepbe3dneku o06’cekmie Kpumu4HoOi
iHgppacmpykmypu 32i0Ho NIST Cybersecurity Framework 2.0 dnsi [Ipoekmy USAID
Kibepbesneka

Issued by: DAI Global, LLC
BudaHo: DAl Global, LLC

Issue Date: September 17, 2024
Lama: 17 eepecHs 2024

WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCI_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NOMNEPEOXXEHHA: MNoTeHUinHI YyacHUKK TeHaepy, ki oTpumanu Len AOKYMEHT 3 [Kepesa iHLWoro,
HiXX komnaHisa « DAly», noBuHHI HeranHo 3BepHyTuca oo UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta agpecy CBO€I KoMnaHil, Wob NpsiMo Ha uto agpecy iM MoxHa Byrno HagcunaT 3miHu 40 Lboro
3annty abo iHWi noBigoMneHHs. byab-akun NOTEHUINHUI Y4YacHUK TeHOEPY, AKA TakMM YMHOM He
BUABUTb CBOK 3alikaBneHicTb, Gepe Ha cebe NOBHy BigMOBIAANbHICTE Y pasi HeOTPUMaHHS
noBigOMNEeHb [0 KiHUEBOro TepMiHy MofaHHA npono3uuii. byab-aki 3miHM 0o uboro 3anuty

HANCIAANATIAMVITIACGA AMNAKTNNHHNIKN ANITIITOAKN

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)
Ctucnum ornapg 3anuTy Ha HagaHHA npono3uuii (3anuT)

1.RFP No. REQ-KY1-24-0209
2. Issue date: September 17, 2024
3.Title

Critical  Infrastructure  Cybersecurity  Incident
Preparedness Assessment (CICIPA) for the State of
Archival Service of Ukraine.

Procurement of services to conduct a diagnosis of the
cybersecurity system of the State of Archival Service
of Ukraine to assess the level of cyber maturity in
accordance with the requirements of the NIST
Cybersecurity Framework and provide
recommendations for improving the state of cyber
readiness under USAID Cybersecurity Activity.

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCl_Proposals@dai.com.

5. Deadline for Receipt of Questions

October 03, 2024, Kyiv, 2 p.m. Ukraine Time to the
e-mail address UkraineCCI_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
questions and answers will be posted publicly on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

October 10, 2024 4 p.m., Kyiv, Ukraine Time to the
e-mail address UkraineCCl Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR THE RECEIPT OF QUESTIONS AND THE E-

1. 3anut Ne REQ-KY1-24-0209
2. lata naganus 3anuty: 17 Bepecusi 2024

3. Ha3Ba

3aKkymiBisg TOCIYr [JiarHOCTYBaHHS TIOTOYHOTO PIBHA
kibepOe3neku aist JepxkaBHOI apXiBHOI CITy:KOM YKpaiHH.

3aKymiBig TOCIYr [JiarHOCTYBaHHS TIOTOYHOTO PpIBHA
kibepOesneku [ep:kaBHOI apxiBHOI ciy>kOM YKpaiHu Ta
HaJaHHS PEKOMEHJAIH i1 TOKPAIICHHS Ta MOCHUJICHHS
piBHA 3axuCTy Bix kibep arak B pamkax [Ipoekty USAID
Kibepbesneka.

4. EnexTpoHHa ajgpeca Jjs NOJaHHS MPONO3UIIii

[Ipormo3urlii MarOTh 1MOIaBaTHUCh HA a/IPECY:
UkraineCCI Proposals@dai.com

5. KinueBuii TepMin OTpUMAHHS 3aNIUTAHD

14.00 3a MicrieBUM KHIBCHKUM YacoM B YKpaifi 03 :xoBTHS
2024 poxy, Ha aapecy: UkraineCCl_Procurement@dai.com
[MuTaHHs Ta 3aMUTH Ha PO3'ICHEHHS - 1 BIAMOBIAI Ha HUX
OyayThb HaJlaHI B IICBMOBIH (opMi ISt BCIX OepKyBadiB
3anuTy HA  HAAAHHA  TPONO3WIi, SAKi  BKa3aH
3aIliKaBJICHICTh y BIAMOBIAI HA HBOTO. [TUTaHHS 1 BiIOBI I
OyayTh mommpeHi, 6e3 ienTudikanii 3anurysada (iB), 1Jis
BCiX TOTeHIIMHUX npono3umid. Kpim Toro, muraHHs Ta
BiMMOBiMI OyayTh po3MimieHi myOmiyHO Ha TiH Xe
wiatdopmi, e po3MilleHuH 3anuT Ha HaJaHHS TTOTIO3HIIIi

6. KinneBuii TepMiH 0TPUMaHHS MPOMO3UIIii

16.00 3a MiciieBUM KUIBCHKUM uacoM B Ykpaini 10 :koBTHS
2024 poxky Ha anpecy: UkraineCCl_Proposals@dai.com

3BEPHITL VYBAI'Y, L0 AJIPECA EJEKTPOHOI
[OoTH 11 OTPUMAHHSA 3ATIMTAHD TA AJIPECA

MAIL ADDRESS FOR RECEIPT OF PROPOSALS EHEKTPOHOE [MOLITHU JJ1 OTPUMAHHA
ARE DIFFERENT TTPOITO3UILIIN BIAPI3BHAKOTHCA
7. Point of contact 7. Axpeca nJist 3anuTiB
UkraineCCIl Procurement@dai.com UkraineCCI Procurement@dai.com
— DAI PAGE ii
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8. Anticipated Award Type
Firm Fixed Price Purchase Order

9. Basis for Award

An award will be made based on the Trade Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility”.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

8. OuikyBaHMii B KOHTPAKTy

Jorogip Ha 3aKyHiBIIO i3 (iKCOBaHOIO LIHOIO

9. ITiacraBa JuIsl yKJIaJeHHS KOHTPAKTY

Pimenns nmpo yknagaHHs KOHTPakTy Oyle MpuiMaTHCh Ha
OCHOBI MeTOAy MOPiBHAIbHOrO aHamizy. Konrpakr Oyme
YKJIaJCHO 3 BIANOBINAIBHUM Ta NPUHHATHUM Y4YaCHHUKOM
TEHIepy, SKWH mojacTe Haiikpamry mpomnosuuiro DAl Ta
KIIIEHTY KOMIIaHii, BAKOPUCTOBYIOUHN TIOETHAHHS TEXHITHUX
Ta IIHOBUX/BapTICHUX ITOKA3HHKIB.

Hns toro, mio0d NPUHHATH y4yacTh y TeHOAEpi, Y4aCHHKH
TEHJIepy TOBUHHI BiANOBiAaTH BUMOTaM, BU3HAYCHUM Y
Po3nini «BuznaueHHs BiANOBiAaIbHOCTD.

DAI Bene cBOIO AiSUTBHICTh BIAMOBITHO JO HAHCYBOPINIUX
€TUYHUX CTaHJapTiB, MO0 3a0e3Me4YnTH YECHICTh
KOHKYPEHIIii, IPUAHATHI I[iHA Ta yCIiITHEe HaJaHHs TOCITyT
abo J0CTaBKy sKiCHUX ToBapiB Ta oOmagHanHs. DAI He
TEPIUTh KOPYIIi, XabapHHUITBA, 3MOBH YU KOHQIIIKTY
inTepeciB. [Ipo Oymp-ski 3anuTu Ha omimaTy abo MOCITyTH
cuipoOiTHUKIB DAI ciif sskoMora MIBUIIIIE TOBLIOMISTH
Ha ethics@dai.com a6o BiJIBiZIaBIIN
www.dai.ethicspoint.com. Kpim Ttoro, Oymb-siki crpoOu
KOHTpaKTepa 49  CyONiApsIHUKA  3alpONOHYBaTH
cniBpoOiTHHKaM DAI 3a0x04eHHSs Ta BIUIMHYTH Ha PillICHHS
He OyAyTh JONMYyCKAaTHUCS 1 CTaHyTh IIiJICTABOIO IS
TUCKBaTi(iKkalii, IPUIUHEHHS Ta MOKIIUBOTO OJIOKYBaHHSL.

=DAlI
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Introduction and Purpose / Bctyn ta MeTta

Purpose

Merta

The purpose of this RFP is to obtain proposals from
suppliers that can provide services to USAID
Cybersecurity Activity (the Activity) DAI Global
LLC to carry out diagnostics for the State of Archival
Service of Ukraine as _per the requirements
included in the Scope of Work of this RFP.

MeToro mBOTO 3alMUTy € OTPUMAHHA MPOMO3MUINH Bixg
MOCTaYaNbHUKIB, SKi 3MOXYTh HaIaTH MOCIYTH JUIs
[Tpoexty USAID KiGepbesneka (mami — IIpoekr), sikuii
Bukonyetbcsi DAI Global LLC, 3 miarHOCTYBaHHS
MoTOYHOTO piBH KiGepOesmeku [lep:kaBHOI apxiBHOI
cayx0u YKpainum, 3riiHO BHMOI, 3a3Ha4YeHHX B
TexHiuHOMY 3aB/IaHHI 10 ILOro 3anuTy.

Issuing Office

Odic, n1o BHIAE 3aNIMT HA HATAHHS MPOMO3UILii

The Issuing Office and Point of Contact noted in the
above synopsis are the sole points of contact at DAI
for the purposes of this RFP. Any prospective Offeror
who fails to communicate their interest with this office
assumes complete responsibility if they do not receive
direct correspondence and relevant information
(amendments, answers to questions, etc.) before the
closing date.

Odic, mo Bumae 3anuT HA HATAHHA IPOTO3WIIH, Ta
KonTakTHa oco0a, 3a3HaueHa y CTUCIIOMY OTJISIIi BHIIE, €
€IMHOIK0 KOHTakTHOIO 0co00r0 B kommauii «DAID» mis
iJel IboTo 3anuTy Ha HaJlaHHS MPOTO3Ullid. by nb-sxuit
MOTCHIIHHUN YYacHUK TEHJIEpY, SKUH HE 3apeecTpyBaB
CBOIO 3alliKaBJICHICTh B IbOMY 0dici, Oepe Ha ceOe MoBHY
BIJIMOBIABHICTG y BWIIAJKY, SKIIO BIiH HE Oyne
ONlep)KyBaTH TpsAMi TIOBIIOMIIEHHS Ta  BIATIOBIAHY
iHdopMalito (3MiHH, BIAMOBiJI HA 3allUTaHHS TOLIO) /IO
JIaTH 3aKPHUTTS.

Type of Award Anticipated

OuikyBannii BUJI KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price for the provision of specific
services, goods, or deliverables. It is not adjusted if the
actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all direct and
indirect costs into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

Kounrtpakr i3 ¢ikcoBaHOW LiHOW — II€ BUHAropona 3a
3arayibHy (DiKCOBaHy IliHY, 3a HaJaHHS KOHKPETHHX
HIOCITyT, TOBapiB YW Pe3yJbTaTiB, SIKa HE KOPHIYETHCH,
AKII0 (aKTUYHI BUTPATH BUII a00 HIDKYI 32 (ikcOBaHY
1iny. O4iKyeThCsl, M0 YYaCHUKH TEH/IEPY BKIIOYATUMYTh
yci  mpAMi  Ta HEOpsMi BHTpPAaTH JO  3arajbHOi
3aIpOIIOHOBAHOI IiHU.

Hapnanus 1poro 3anurty B jKOJHOMY pa3si HE 3000B’s3ye
kommaHito «DAI» ykmagatu A0TOBip Ha 3aKyIiBIFO, i
Y4acHWKaM TeHJepy He BIiIIIKOJAOBYIOThCS OYIb-Ki
BUTPATH, TIOB’S13aHi 3 TATOTOBKOIO TIPOTIO3HIIii.

=DAlI
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General Instructions to Offeror/3aranbHi iHCTPyKUil

General Instructions

3arajbHi iHCTpYKUIii

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

o Offerors wishing to respond to this RFP must submit
proposals in English in accordance with the RFP
instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions
not modified in the amendment shall remain unchanged.

e Issuance of this RFP in no way obligates DAI to
award a subcontract or purchase order. Offerors will not
be reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

e Proposals are due no later than October 10, 2024, 4
p.m., Kyiv, Ukraine Time.

¢ Please note that Offerors shall submit complete
proposals in electronic form only to
UkraineCCI_Proposals@dai.com.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicate the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the right
not to evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the
subject line of e-mails.

o Offerors shall sign, seal, and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

e «YuacHUK TeHAepy» Ta/abo «CyOmigpsaHuK» O3Hayae
¢bipMy, sIKa TIPOTIOHYe BUKOHATH POOOTH B paMKax IHOTO
3anuTy Ha HazaHHs npomo3uniid. «lIpomo3uuis» o3navae
MakeT JOKYMEHTIB, sKi (bipMa mojae, mo0 3anporoHyBaTH
BHKOHAHHS pOOIT.

e VY4UacHWKH TEHIepy, AKi O0akaroTh BiJMOBICTH Ha Iel
3amuT Ha HaJaHHS NPOMO3MILIM, IOBHHHI MOJaBaTH
MPOMO3UII AHTJIIHCHLKOW BIAMOBIAHO 10 I1HCTPYKIIii,
BKAa3aHUX Yy LbOMY JOKYMEHTi. YYacCHUKU TEHAEPY
3000B's13aHI TMEPErNIAHYTH BCl 1HCTPYKIii Ta TEeXHIYHI
XapaKTEePUCTUKH, 1[0 MICTATHCS B IbOMY 3alUTi Ha HaJaHHS
MPOTO3UIi. Pu3ukn He3mifiCHEHHS IhOTO Hece YYaCHUK
TeHAepy. SIKIIo 3anpoIneHHs 10 HalaHHS MPOTOo3HIii Oy/ie
3MIHEHO, TOJI BCi TOJOXKEHHs Ta yMOBH, SIKi He Oynu
3MIHEHI, 3aHIIaTHEC HE3MIHHUMU.

e OnpwiroHEHHS BOr0 3aNUTy Ha HAJaHHS MPOTO3MIIIN
JKOJTHUM YHHOM He 3000B's13ye kommaniro «DAID» yximamati
CyOKOHTpakT a0o JOroBip Ha 3aKyIiBIK. YYaCHUKaM
TeHaepy He OyIyTh BiJIIKOIOBYBaTHCS OyIb-SKi BHTPATH,
MOB'sI3aHi 3 MATOTOBKOIO 200 MOAaHHAM X mpomno3wuiii. 3a
JKOOHHUX  oOctaBuH, KommaHit «DAI» He  Hece
BiJIMIOB1IaJIbHOCTI 3a I1i BUTPATH.

o [Ipono3unii matoTe OyTH monani He mizHime 16:00 3a
MICIIEBUM KHiBCBKMM 4YacoM B Ykpaini 10 :koBTHsi 2024
POKY.

e 3BepHiTH yBary, MO0 MPONO3ULIl MarOTh IOAABATHCS
JIiMlle B eJIEKTPOHHOMY BHIJISUIi Ha E€JIEKTPOHHY aJipecy
UkraineCCI_Proposals@dai.com.

e Ilpono3umii, momani mi3Hime, OyayTh BiIXWICHi, 3a
BUHATKOM BHIAJAKIB HaJ3BUYAHUX OOCTaBMH Ha PO3CYIl
koMmmaHii «DAI».

o Jlomanus npomno3utii kommanii «DAI» y BiamoBias Ha
nedl 3anmuT Ha HAJaHHSA TPOTIO3UIIH Oyne SBISATH COOO0
MIPOTIO3UIIIIO Ta CBIAYUTHME PO 3roAy YUacHHUKa TEHAEPY 3
MOJIOKECHHSIMHU Ta YMOBAMH, SIKI MICTATLCS y 1[bOMY 3amuTi
Ha HaJIaHHs MPOIO3MLIN Ta OyAb-IKUX J0AATKaX 10 HbOTO.
Kommanis «DAI» 3aimmiae 3a co060r0 nmpaBo HE OLIHIOBATH
HEBIIOBIIHY 200 HEMOBHY MPOIIO3UILIIO.

o Y memi nogidomnenna e1eKmpoHHoI0 ROWImOI MalOTh
OyTH 3a3Ha4yeHi HOMep 3anuTy Ta Ha3BY.

e Yci npono3uIlii MOBHHHI MICTUTH CYTIPOBITHHUM JTUCT, IO
Mae JaTy, TTLITHC Ta MeYaTKy
YyacHuKa TeHAEpY. YYaCHHUK TEHJEPY INOAAE LEH JUCT y
¢dopmarti .pdf.

=DAlI
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e Offerors shall complete Attachment C: Price
Schedule. Offerors should indicate the total and all-
inclusive price for services, roll them up, and distribute
them across the listed deliverables in the USD or
Hryvnia (UAH)

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAD’s bank exchange rate on the transfer day.

e Value Added Tax (VAT) shall not be included in
the Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract
Ne72012120C00002 registered with the Cabinet of
Ministers of Ukraine, having the registration card
Ned464-24 of August 12, 2024,

e Each Offeror and any of its subsidiaries shall submit
only one proposal.

e VYuyacHUKHM TeHJepy 3anoBHIOOTH JdomaTok C: Ilpaiic-
JUCT. YYacHUKU TEHAEpY MOBHHHI BKa3aTH 3arajibHy Ta
BCEOCSKHY I[IHY Ha TIOCIYTH, 3arajlbHY LIHY Ta PO3IIOAITUTH
LiHY 10 BKa3aHUX pe3ynbraTrax B fojiapax CLLIA abo rpuBHi.

YyacHuky TeHAepy MOBUHI OyTH mpoiHdopMoBaHi, Mo yci
TIaTeX1 3AIHCHIOBATUMYTHCS B MiCHEeBiil BaJXIOTI 3riHO 3
3aKOHOZAaBCTBOM Y Kpainu. SKio 1oroip Oyje mianucaHo B
momapax CHIA, i paxyHOK-pakTypy HaJZaHO B Jojlapax
CHIA, mporpaMa CIUIaTUTh IMOCTAYaJbHUKY B MicLeBii
BANIOTI (TPUBHSAX) 32 0AHKIBCBKHM KypcoM  OaHKY
IIpoekTy Ha 1eHb nepeKasy.

e Ilomarox nHa nomany Bapticth (IIJIB) He mae OyTu
3a3HaveHuil y mpaiic-qucri. L[i mocmyrm mianmsAraroTh
3BUIBHEHHIO Bij omojatkyBanHs [1JIB BignmoBimHo 10
OCHOBHOTO KOHTpakTy Kommanii «DAI» 3 USAID
Ne72012120C00002 3apeectpoBanum y KabineTi MiHicTpiB
VYkpainu, peectpaniiina kaprka Ned464-24 Bix 12 cepnus
2024 poky.

e Koxen YuacHuk TeHzmepy, Ta Oynb-sKi Horo xodipHi
KOMTIIaHii, MOJKe TTOJJaTH JIUIIE OHY TTPOTIO3HIIIFO.

Proposal Cover Letter

CynpoBigHmii JTUCT 10 NPono3uii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall
include the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

o Acknowledge the solicitation amendments received,
if applicable.

[Ipomo3uriss Mae BKJIIOYATH CYNPOBITHWHA JIHCT Ha
¢ipMoBoMy OnaHKy VYuacHHKa TEHIEpPY, CKPIIUICHUN
MiANMACOM HAJIIC)KHUM YHMHOM YIOBHOBA)XKEHOI 0OCOOM Ta
MITAMITOM/TIEYaTKOK KOMITaHii 3 BUKOPUCTaHHAM JlogaTKy
B B sxocti mabnoHHoro ¢opmary. CynpoBinHHil JHCT
MTOBHHEH MICTUTH TaKi TyHKTH:

e VYYacHMK TeHJlepy TOBHHEH IiJTBEpAUTh IEPioj
YUHHOCTI 3aIPOIIOHOBAHMX LiH NPOTIroM 60 KajdeHIapHUX
JIHIB.

e [lixTBep/)KEHHSI OTPUMAHHS TEHJICPHUX MPABOK, SKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHs CTOCOBHO 3aNUTYy

Each Offeror is responsible for very carefully reading
and fully understanding the terms and conditions of this
RFP.

All communications regarding this solicitation must be
submitted via e-mail to
UkraineCCIl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions SHOULD NOT be submitted to
UkraineCCI_Proposals@dai.com.

No questions will be answered by phone. Any verbal
information received from a DAI or USAID
Cybersecurity Activity employee or other entity shall

Koxen YyacHUK TEHIEPY € BIANOBIJAIBHUM 33 JyKe
YBa)XHE MPOYUTAHHS LOTO0 3alUTy Ta MOBHE PO3YyMIiHHSI
Horo ymMoB. Yce CHIKYBaHHS CTOCOBHO IThOTO 3aIlUTy Ma€
HAQJICWIATHCh  €JICKTPOHHOK  TOIITOK  HAa  ajpecy:
UkraineCCIl_Procurement@dai.com we mi3Hime parw,
3a3Ha4yeHoi Buule. Bei otpumani 3anutannas OyayTh 3i0paHi,
1 BiATIOBi HA HUX OyXyTh Ha/liCIaHi €JIEKTPOHHOIO TIOIITOO
yCiM 3aIiKaBJICHUM YYacCHUKaM TCHJIEPY.

3anutanas HE MAIOTDb mnoapaBatucs 3a aapecoro
UkraineCClI_Proposals@dai.com

Bignosigi Ha Oyap-ski 3amMTaHHA HE OyAyTh HagaHi IO
tenedony. byap-ska BepbanbHa iH(pOpMalis, OTpUMaHa Bijg
npariBaika kommnadii «DAI», a6o Ilpoexkty USAID
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not be considered an official response to any question
regarding this RFP.

KibepOesrmeka um iHImIOI opraHizamii, HE BBaKAETHCI
odimiitHOI0 BIANOBIAAI0 Ha OyAb-KEe 3alHUTaHHS II0JI0
FOTO 3aNUTy HAa HAJAAHHS TTPOMO3HIII.

Instructions for the Preparation of Technical
Proposals

IncTpykuii 11070 MiArOTOBKH TeXHIYHUX NPONO3ULii

Technical proposals shall be sent in a separate
attachment from cost/price proposals and clearly labeled
as “VOLUME I: TECHNICAL PROPOSAL”.

Technical
contents:

proposals shall include the following

1. A document in MS Word of approximately maximum
3-5 pages that responds to the evaluation sub-criteria
“Technical Approach”. Description of the proposed
services which meet or exceed the stated technical
specifications or scope of work. The proposal must
show how the Offeror plans to complete the work
(specific steps that will be taken to produce the outputs
listed in attachments A and C) and describe an approach
that demonstrates the achievement of timely and
acceptable Performance of the work. In this section, the
Offeror must also show an understanding of the services
desired and how they intend to design a product that will
satisfy their client.

2. Management approach — Description of the
Offeror’s staff who will be assigned to the project and
their roles and responsibilities. The proposal should
describe how the proposed team members have the
necessary experience and capabilities to carry out the
Technical Approach. This section should also include
the Offeror’s Approach to communicating with DAI as
well as a timeline for delivering the required services.
CVs and Certificates for each team member are
mandatory to be provided.

3. Past Performance — Provide a list of at least three (3)
recent awards of similar scope and duration. The
information shall be supplied as a table and shall include
the legal name and address of the organization for which
services were performed, a description of work
performed, the duration of the work and the value of the
Contract, a description of any problems encountered and
how it was resolved, and a current contact phone number
of a responsible and knowledgeable representative of
the organization. See Attachment G.

4. Experience in addressing the needs stipulated
under “Additional task to task B at the request of
the OCI. Offerors to provide information related

TexHiuHI Mpono3uIii MOBUHHI OyTH HaJlICIaHI B OKPEMOMY
JTOJIATKY OKPEMO BiJI IIIHOBOT POMO3HIIii 1 MAFOTh OYTH YiTKO

MapkoBaHi K «TOM I: TEXHIYHA ITPOIIO3UILS.

TexHiuHI MPOTO3UILiT TOBUHHI MICTHTH TaKi TIOJI0KCHHS:

1. Joxyment y MS Word, of'emom mpubnmsHo 3-5
CTOpPIHOK, SKHUW  BIANOBIZa€  MIAKPUTEPIIM  OIIHKH
«Texniunmii minxin»y. VY mnpomo3unii MOBHHHO OyTH
NOKAa3aHo, K YYaCHUK TEHJEePY IUIAHy€e 3aBEPIIUTH POOOTY
(KOHKpEeTHI KpOKH, sIKi OyAyTh BXHTI A OTPUMAaHHS
pe3yinbraTiB, nepenidyenux y Jlogarkax A ta C), Ta onmcaHo
X1, SKUH JeMOHCTPYBaTHMe 3a0€3MeUYeHHS CBOEYaCHOTO
Ta TPUHAHATHOTO BUKOHAHHA poOIT. Y WBOMY pO3IiTi
YyacHUK TeHIIEpy NOBUHEH MPOJEMOHCTPYBATH PO3YMIHHS
Oa’kaHMX TMOCIYT Ta TOTO, SIK BOHU MalOTh HaMip CTBOPUTHU
HPOIYKT, SIKUH 330BOJIEHUTH 1X KITIEHTA.

2. Yupaaincbkmii miaxin — Onmc mepcoHany YdacHHKa
TEHJIEpY, KUK OyJie 3aKpilIeHO 3a MPOEKTOM, sika Oyze iX
POJIb Ta BIAMOBIMAIBHICT. Y MPOIO3UIT CIIiJl OTIMCATH, 110
3aMpOIIOHOBAHI YICHH KOMaHIM MalOTh HEOOXiTHUH TOCBI
Ta MOXJIMBOCTI Ui BUKOHaHHs TexHiuHoro mimxoxay. Lleit
pO3/AUT TMOBMHEH BKIIOYATH MiAXiJ Y4YacHUKA I0JI0
komyHikarii 3 DAI, a Takox rpadik HamaHHS HEOOXiTHUX
nmociyr. OOOB’sS3KOBO TOTPIOHO Hajatu Pesrome s
KOXKHOTO 4JieHa koMaHau Ta CepTudikary.

3. JocBin podorm — Hapaiite crmmcok mioHaiMeHme 3
(TppOX) OCTaHHIX KOHTPAaKTiB AaHAJIOTIYHOTO O0OCsTY Ta
TpuBajiocTi. [Hpopmalliss momaeTbess y BHIIISAAL TaOmumi i
BOHa IIOBUHHA MICTUTH IOPHIMYHY Ha3By Ta ajpecy
opraizariii, AKiii HaJaBajIKCs IOCIYT'H, OINKUC BHUKOHAHUX
po0IT, TPUBAIICTH POOOTH Ta BapTIiCTh KOHTPAKTY, OIHC
Oyapb-fKuX MpoOjeM, 10 BUHHUKAIM, 1 SK BOHM Oyin
BUPILIEH], a TAKOXK AIHNCHUNA KOHTAaKTHUH HOMep TenedoHy
BIJIMIOBIZAJIBHOTO  Ta  KOMIIETEHTHOTO  TIpEJICTABHUKA
oprasizarii. lusucs [lomatok G.

4. Nocein ansi 3a10BOJIeHHS NOTpPed, BU3HAYEHHMX Y
po3aini «/logaTkoBe 3aBIaHHsI 10 3aBAaHHs B Ha 3amut
OCl». YyacHuku HaaalTh iH(poOpMAalil0 CTOCOBHO
JA0CBiny, CBOIX CMiBPOOITHUKIB i 3aBepiIeHNX 3aBIaHb.
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to the specific experience the company and its
employees have and the tasks completed.

Services Specified

BuzHauyeHHs MOCJHyr

For this RFP, DAI needs the services described in
Attachment A.

VY 3B’a3Ky 3 muM 3anuTtoM Ha HagaHHS mnpomosuiid DAI
moTpeOye MOCHyT, siKi onmcani B JlomaTky A.

Technical Evaluation Criteria

Kpurepii TexHiuHOI oliHKH

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors and cost/price,
when combined, are considered significantly more
important than cost/price factors alone.

Koxna mpomo3uiliss Oyne OIIHIOBAaTHCS BIIIOBIIHO JO
KpUTEpIiB OIIHKK Ta CYOKpHUTEpiiB OLIHKH, SKi BKa3zaHi B
Tabnuii Hrokde. I[iHOBI MpomO3WIii HE OINIHIOIOTHCS 3a
OaJIbHOI0 CHCTEMOIO, OJHAK I LJIEH 3arajbHOI OLIIHKHU
HOTO 3anuTy HA HAJaHHS MPOMO3UIIH, (PaKTOPH TEXHITHOL
OITIHKM, BapTOCTI/IIHM, TPH IiX ITOEIMHAHHI BBAKAIOTHCS
3HAYHO OLBII BaYKIIMBUMH, HiXK (paKTOpU BapTOCTI/LIiHH.

NOTE: The proposal will be evaluated and scored on
technical aspects first. Only the price proposals of those
Offerors that pass the minimum qualifying score of 70
points in the technical evaluation will advance to cost
evaluation. Proposals not reaching this qualifying score
in the technical evaluation will be considered non-
competitive and will not be evaluated.

HPUMITKA: Ilpono3wumiro Oynie OMiHEHO B MEPIITy Yepry
3a TeXHIYHI acmekTH. Jlumie IiHOBI MPOMO3HUIli THUX
VYyacHMKIB, sKi TiJi Yac TEXHIYHOI OI[IHKK HaOpasu
MiHIMaTpHUN KBamidikamiiauii 6am y 70 6amniB, mepeiyTh
o eTary OIiHKM BapTocTi. Ilpomo3wmii, siki He HaOpamn
IBOro KBamidikaiiiiHoro ©Oajlly B TEXHIUHIA OIiHIII,
BBa)KaTUMYThCSI HEKOHKYPEHTOCTIPOMOYKHUMU Ta HE OYIyTh
OLIIHIOBATHUCS.

Technical Competence as presented in the Technical
Proposal with the possible 100 points in total made up
as follows:

Technical Competence — presented in the Technical
Proposal (100 points in total)

Technical Approach (30 points)
Management Approach (25 points)
Past Performance (25 points)

Additional task to Task B at the request of the OCI
(20 points)

TexHiuYHa KOMIIETEHTHICTB, IPEICTaBIeHa B TeXHIUHIN
mpono3utlii, i3 100 MOXIMBUMU 3aralTbHUMH OaiaMu
(opMy€eTbCS HACTYITHAM YHHOM:

TexHiyHa KOMIIETEHTHICTh — TIPEJICTaBIIeHAa B TEXHIUHIN
nporno3utii (3aramom 100 GaiB)

Texniunmii mixxin (30 Gasis)
Yupasiincekmii miaxin (25 0anis)
JHocin pooorTu (25 6aiis)

JlonaTkoBe 3aBaaHHs A0 3aBaaHus B Ha 3anut OCI
(20 GautiB)

=DAlI
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Evaluation Criteria/ Kputepii ouiHkn

Offerors shall provide a clear, specific, and concise
technical proposal that covers both the conceptual and

VY4acHUKY TeHAEPY [TIOBUHHI HAlaTH YiTKYy, KOHKPETHY Ta
CTHCIYy TEXHIYHy TMpPOMNO3UII0, $Ka OXOIUIIE SIK

practical approaches and addresses the following in the

order specified below:

KOHIENTYalbHAN, TaK 1 WPaKTHYHHUHA
CTOCY€TBCS HACTYHMHOTO Y TIOPSAKY,
HIDKYE:

miaxogu Ta

3a3HauYCHOMY

Evaluation Criteria/ Kputepii ouinku

Technical Approach /
TexHIYHUN Miaxig

The proposal is expected to contain the full description of the technical
approach and will be evaluated based on how well it addresses the task
based on the requirements of the RFP, including:

e a detailed methodological approach to conducting diagnostics and
evaluating the current level of cybersecurity level according to the
NIST Cybersecurity Framework 2.0;

o clarity and comprehensibility of the procedure for determining the
duration of work.

¢ a methodology for developing recommendations and a roadmap for
their implementation/consultation support for the object of critical
infrastructure,

o confirmed experience of work in the field of critical infrastructure
cybersecurity for the same or similar activities.

[Ipono3utlii OWiHIOIOTECS, BUXOASYH 13 BIAMOBITHOCTI 3aIpOIIOHOBAHUX
pillieHb Ha OCHOBI BUMOT BUKJI3[ICHUX Y 3allUTi, BKJIIOUYAIOUH:

® JeTaNbHUA METOMOJIOTIYHHN MiIXi JO TPOBEICHHS MiarHOCTHKH, a
TaKOK OIIHIOBAHHS MTOTOYHOI'O Ta [ITHOBOTO PiBHS KiOepOE3MeKH 3TiTHO
NIST Cybersecurity Framework 2.0;

® YITKICTh Ta 3pPO3yMUTICTh MpPOLENYPH BU3HAYCHHS TPHUBAJIOCTI
BUKOHaHHS poO0iT;

® METOJOJIOTiI PO3pOOKM pEeKOMEHJalil, JIOPOXKHBOT
BIIPOBA/KCHHS Ta KOHCYJIbTATHBHOT M ITPUMKH PEICTiE€HTA;
e IiATBEp/KEHUI NOCBiA poboTH B chepi KibepOe3nekn KpPUTUUHOT
iHPPACTPYKTYPH.

Kapta  IX

30points /
30 Ganis

Client and Management
Approach/ KiienTchkuii Ta
VYrpaBmiHCEKHUH iK1

o List of qualified technical specialists assigned to support the Activity
and respond to immediate requests.
e Confirmed experience of the proposed personnel (qualifications,
resume) in the field of conducting cyber security diagnostics of critical
infrastructure objects with an indication of the projects in which the
personnel participated (a list of relevant projects of each proposed
specialist)
Qualifications of team members must be confirmed by internationally
recognized certificates, namely:
e 5 points for meeting the minimum requirements
(qualifications of at least 2 employees must be confirmed by
internationally recognized certificates, such as: CISA, 1SO 27001
Lead Auditor, ISO 27001 Lead Implementer, including at least
one employee with the Certified NIST Cybersecurity Framework
Lead Implementer certificate

25 points /
25 GaniB
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e additionally, 4 points for certified specialists with certificates:
CISM, CISSP, Certified NIST Cybersecurity Framework Lead
Auditor, CGEIT, CRISC.

e Jlepenmik KBami(piKOBaHMX TEXHIYHUX CIEMIaliCTiB HaJaHUX Ha
miaTpuMKy IIpoekTy Ta I BiIIOBIAI HA TEPMIHOBI 3aIIUTH;
o TlinTBepIKEHMI TOCBI 3aIPOITOHOBAHOTO MepcoHaNy (KBamidikaris,
pestoMe) y cdepi mpoBemeHHS MiaTHOCTHK KiGepOe3mekn 00’ €KTiB
KpUTHYHOI 1H(QpACTPyKTypH 3 BKazaHHAM IIPOETKIB, 1€ IeCpoHal
npuiiMaB  y4yacth  (Tepenik  BiJNOBIIHMX  HPOEKTIB  KOXXHOTO
3aIpOIIOHOBAHOTO CHELialicTa)
KBanmi¢ikamii wieHiB KOMaHAM Mae€ OyTH MiATBEpIKEHA MIKHAPOIHO
BU3HAHUMH cepTUdIKaTaMHu, a came:
e 5 0aiiB 3a BUKOHAHHS MiHIMaJIbHUX BUMOT
(xBamidikarist npUHAKMHI JBOX €KCIIEPTIB Ma€e OyTH
MiATBEp/KEeHa MDKHAPOIHO BU3HAHUMU cepTHdikaTamu,
takumu sk: CISA, ISO 27001 Lead Auditor, ISO 27001 Lead
Implementer, y ToMy 9UCIIi He MEHIIIE OJHOTO CHIBpOOITHUKA 3
ceptudikatom Certified NIST Cybersecurity Framework Lead
Implementer)
° JIOJJATKOBO TO 4 0aiy 3a HasABHICTh Y KOMaHIl CIEHIaNiCTiB, 3
ceprudikatamu:  CISM, CISSP, Certified NIST Cybersecurity
Framework Lead Auditor, CGEIT, CRISC.

Past Performance / Jlocsix
pobotu

e Evidence that the company has experience in carrying out services
similar to those outlined in the Scope of Work with USAID-funded
projects or technical assistance programs in Ukraine?

e Evidence that the company has experience in cybersecurity of critical
infrastructure, developing policies and procedures, providing advice,
conducting assessments for compliance with international and national
cybersecurity standards, and determining the current and target maturity
level of IT processes and cybersecurity processes?

e Evidence that the company and its employees have the experience of
at least three (3) similar projects in the field of information security during
the last three years?

e Prove that the company has experience in assessing information
security at critical infrastructure facilities (such facilities are enterprises
that meet the Law of Ukraine "On Critical Infrastructure™ criteria or are
officially included in the list of critical infrastructure facilities)

e [linTBep/KeHHS TOTO, II0 KOMIIAHiS Mae€ JIOCBiA HaJaHHS MOCIYT,
mogiOHMX 10 THX, mo onwmcaHi B OO0csa3i poOIT 3 mpoekTtamu abo
IporpamMaMy TeXHIYHOI fjonomory, mo ¢inancytorses USAID B Ykpaini?

e [linTBEepmKEHHS TOTO, IO KOMITaHis Ma€ A0CBiN Y cepi kibepOesnekn
KpUTHYIHOI 1HGPACTPYKTYpH, PO3POOKH MOJITHK 1 HPOUEAyp, HaJaHHS
KOHCYJIbTAIlil, MPOBEICHHs OIIIHOK Ha BiANOBIIHICTH MDKHAPOIHHUM i
HaIllOHAJIFHUM CTaHAapTaM KibepOes3mekn Ta BU3HAUEHHS IMMOTOYHOTO Ta
inpoBoro piBHA 3pinocti IT-nipomecis i mporiecis kibepoOesmexkn?

25 points /
25 GaiB
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e [linTBepMKEHHS TOTO, MO0 KOMIAHIS Ta ii CHIBPOOITHUKH MAalOTh
JIOCBi He MeHIe TproX (3) moaiOHMX MpoekTiB y chepi iHGopmaniiiHoi
0C3MeKH MPOTIrOM OCTaHHIX TPHOX POKIB?

e IlinTBepmKeHHS, MO0 KOMIIAHIA Ma€ JOCBIA TPOBENCHHS OLIHKU
iHpopMmamiiHoi Oe3mekn Ha 00’€KTaX KPHUTHYHOI IHPPACTPYKTYpH
(TaxuMu 00’ €KTaMU € M AMPUEMCTBA, SKi BIIMOBITAIOTH KPUTEPisM 3aKOHY
VYxpaiau «IIpo kputnaHy iHGpacTpyKTypy» ab0 odimiiHO BKIIOUEHi 110
nepestiky 00’ €KTiB KpUTHYHOT iHPPACTPYKTYPH)

Experience to address the needs
stipulated under “Additional
task to task B at the request

e Does the company and its employees have specific experience and
strategic competencies in performing the additional task?

e How many similar tasks was implemented by the company at critical
infrastructure facilities?

of the OCI . . . L . 20 points /
/ JIocBim u1st 3a10BOJICHHS e Uum mae kommadis Ta i cHiBpoOITHMKM cneuuQiuHuid JOCBiJ Ta 20 Ganis
noTpel, BU3HAUYCHNUX y po3aini | CTPATErivHi KOMICTCHIT B BUKOHAHHI JOaTKOBOIO 3aBiaHHs? SIKIIO Tak
«I[OI[aTKOBe 3aBJaHHA 10 — HadaHO HepeJ‘IiK Ta HiHTBepI[)KeHHﬂ
3aBaannsa B Ha 3amut OCIy e Ckimpkn mnomiOHMX 3aBHaHbp OyNO peali30BaHO KOMITIAHIEI0 Ha
00BEKTAX KPUTUYHOT iHPpaCTPpyKTYpH?

: Lo . 100 points/

Total Points / 3aranpHa KinbkicTb 6aJjiiB point
100 GamiB
— DAI PAGE 12
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Instructions for the Preparation of the Cost Proposal IHcTpyKuii woao
NiAroToBKU LiHOBUX NPONO3ULLN

Cost/Price Proposals

HinoBi mpomo3uirii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and clearly
labeled as “VOLUME 1I: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for a fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption based
on USAID Contract 72012120C00002 registered with
the Cabinet of Ministers of Ukraine, with registration
card #4464-24 dated August 12, 2024.

LinoBi mpormo3ulii noBuHHI OyTH HAIICIaHI B OKPEMOMY
JIOJTATKY OKPEMO BiJI TEXHIYHUX MPOTIO3UILiH i MAIOTh OyTH
yitko  mapkoBaHi sk «TOM II: IIHOBA
HOPONO3UILIA».

Y Jonarky C Hamano mabmoH Ilpaiic-mucty mociyr.
VYdYacHUKH TOpPTiB 3amOBHIOIOTH INAOJIOH Ta BKa3yIOTh
sSKOMOra  Oimple  geTaneil  mist  OOTpYHTYBaHHSA
3ampOIIOHOBAHOI ITiHH.

Li mocityry miyisraroTh 3BUILHEHHIO BiJl OTIOAATKYBaHHS
[IIB BiAMOBIZHO 1O OCHOBHOTO KOHTPAKTy KOMIIAHil
«DAI» 3 USAID Ne72012120C00002 3apeecTpoBaHUM y
KabGineri MinictpiB YkpaiHu, peecTpamiiiHa KapTka
Ne4464-24 gin 12 cepnns 2024 poky.

Basis for award

IincTaBu A yKIageHHS KOHTPAKTY

Best Value Determination

BusnavenHsi kpamoi npono3uuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAI. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible”, i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. The
cost will primarily be evaluated for realism and
reasonableness. DAl may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommnanist «k DAI» npoanainizye yci mporo3uiii Ta nmpuiiMe
pilIEHHS PO YKIIJIEHHS KOHTPAKTY HA OCHOBI TEXHIYHUX
KpUTEpiiB OIIIHKM Ta BapTICHAX KPUTEPiiB OIIHKH,
3a3Ha4YeHUX BUIIE, Ta Bigdepe YdUacHHWKa TEHIEPY, AKUH
3po0MB HaWKpally Mpono3uiiro kommaHii  «DAIy.
Kowmmaniss «DAID» Takox MOXe BiIMOBHTH Y PO3TIIII
MPOMO3UIii, SKIIO BOHA BCTAaHOBHUThH, IO YYaCHUK
TEHJEPY «HE € BIINOBIJAILHUMY, TOOTO, 110 BiH HE Mae
VOpaBIiHCHKUX  Ta  (PIHAHCOBUX  MOXIIMBOCTEH,
HEOOX1THUX JUTsi BAKOHAHHS Bi/IOBITHUX POOIT.

Banu omiHkM He HapaxoOBYIOTbCS 3a BapTicTh. BapTicTh
OIIHIOETHCS 3/1€0UIBIIONO HA MPEAMET PEeaTiCTUYHOCTI Ta
obrpynToBanocti. Kommanis «DAI» Moxke TpHIAHATH
pilIEHHS PO YKJIAJAEHHS KOHTPaKTy 3 YYacHUKOM
TEHIIEpy, SKUH TIPONOHYE BHUIIY IiHYy, SKIIO OyJne
MIPUIHATO PIlIEHHS PO Te, MI0 OUIBII BUCOKA TEXHIYHA
OLIHKA TAaKOro Y4YacHUKa TEHAEPY 3acilyroBye Ha
JOJIATKOBY BapTiCTH/IIiHY.

Kommaniss «DAI» wMoxe nNpUHAHATH pilIeHHS PO
YKJIAZCHHS KOHTPakTy 3 YUYacHHKOM TeHIepy 0e3
00roBopeHHs. TOMy IOYaTKOBa IPOIO3UIlis MOBHHHA
MIiCTUTH HaliKpaly WiHy Ta Halikpalli TeXHiYHi yMOBH
YuyacHHMKa TeHaepy.

Determination of Responsibility

Busnauenns BignoBigaanLHoCT

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

Kommnawniss «DAI» He ykiagatuMme >KOJHUX JIOTOBOPIB 3
VY4acHUKOM TEHIEepY MEepII HiXkK He MePEeKOHAEThCS y HOro
BimmoBigansHOCTi. [lpm oOIiHIOBaHHI BiAIMOBIAATBLHOCTI
YyacHuka TeHAepy OepyThCs O yBard HACTYIIHI
(hakropu:

=DAlI
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1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including documents from the tax authority about
VAT status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin, and nationality of the services
are not from a Prohibited Country (explained below).

4. A brief overview of the company, including
professional achievements.

5. The firm has had successful experience with
related projects of similar scope and size (Attachment
G).

1. Hapmanus Komid HEOOXigHMX OKYMEHTIB Ha
3MIACHEHHS [ISUTBHOCTI B YKpaiHi (JOKyMEHTH TIpO
peeECTpallirto KOMIIaHii, BKJIFOYAOYH JOKYMEHT BiJ
[IOIaTKOBOTO opraHy npo cratyc [1/1B).

2. Hasaicte nOMepy Unique Entity
(TIOSICHIOETHCST HIKYE).

ID (SAM)

3. JIxepeino, MOXOKEHHS Ta FOPUCIUKITIHA
MPUHAIEKHICT TIOCHYT HE 3 Mepeliky 3a0opoHEeHUX
Kpain (mosicHeHHs Ha/IaHI HIKYE).

4, KopoTkuid OrJIsam KOMITaHii, BKIFOYAI0IH MMpodeciiiHi
JOCSTHEHHSL.

5. HasBHICTh yCHINTHOTO IOCBiMYy BUKOHAHHS pPOOIT B
aHAJIOTIYHUX MpoekTax y muHysnomy (loxatok G).

Anticipated post-award Deliverables

QuikyBaHi pe3yJbTaTH MicJIsl YKIaJeHHS KOHTPAKTY

Upon awarding the contract, the deliverables and
deadlines detailed in the table below will be submitted
to DAI. The Offeror should detail proposed costs per
deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before
payment is processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licns ykmageHHS KOHTPaKTy, pe3yJabTaTd poOIiT Ta
KIHIICB1 TEpMiHU BUKOHAHHS, IETAJILHO OMMCaHI B TA0JIUII
HWK4e, OyayTh monmani kommadii «DAID». VYyachHux
TEHJEpy MOBHHEH MAETAJbHO OIUCATH 3alPOIOHOBAHY
BapTiCTh KOKHOTO pe3ynbTaTy poOiT B [Ipaiic-nmucTi. Yci
pe3ysibTaTd poOIT MaroTh OyTH IOJaHI Ta CXBaJICHI
kommaHiero «DAI» mepem tum, sik Oynme odopmieHa
oriara.

Husutuce [Momatoxk C: Ilpaiic-Jluct miast oTrpumanHs
J0JIaTKOBOI 1H(OpMallii Mpo OdiKyBaHi pe3yabTaTH Micis
YKJIQZICHHS] KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NnpuiiHATTS

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being conducted
in a satisfactory manner and ensure that all equipment
or supplies are of acceptable quality and standards.

The Selected Vendor shall be responsible for any
countermeasures or corrective action within the scope
of this RFP, which the DAI Chief of Party may require
as a result of such inspection.

Busnauenuit MeHemkep mpoekty kommanii  «DAI»
MEPIOINYHO NePeBIpATUME MOCIYTH, SIKi HaJAlOThCs, Ha
MPEeIMET TOTO0, YU AisIbHICTh BUKOHYETHCS 3aI0BIJIBHO Ta
4y yce oOyiagHaHHS a00 TMOCTaBKH € MPUUHSATHUMH 32
SIKICTIO Ta CTaHIapPTaMHu.

OO0panwuii mocTayaabHUK HECE BiMOBIANBHICTE 32 OYyIb-
SIKI KOHTp3axoIu abo KOPUTYBJIbHI Jil B MeXax ILbOT0
3anuTy Ha HaJaHHS NPOIO3ULIH, SKi MOXKYTh BUMAaraTuch
KepiBaukom npoexty xomnanii «DAI» 3a pesynbratamu
TaKoi MepeBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

in  Ukraine as

1. Offeror must be registered

BinnoBigHicTh BUMoOram

Ha pgomaTtok [0 BIAIOBIAHOCTI  BHIIE€3a3HAYECHUM
BUMOTaM, YYaCHUKH ITOBUHHI MOBHICTIO BIiAMOBiAaTH a00
[IEPEBUIIYBATH HEI[IHOBUM BUMOTaM crienugikarii:

1. YyacHUK HOBMHEH OyTH 3apeecTpOBaHMid B Y KpaiHi, 110

demonstrated by valid documents for operation in H;HTBemeiyeT]’c”y q?HingH HOKiyuM?HTaMH UL
Ukraine (company registration documents, including JUATIBHOCTL B Kpatit — (peccTpauiunl — JIOKyMCHTH
document from the tax authority about VAT status).
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2. Consent is required in writing to receive
payment for services solely by bank transferrin line
with the terms stipulated in the signed Contract.

3. Offeror must have at least three (3) years of
relevant experience in providing similar services
(please fill in Attachment G: Past Performance).

4. The offeror must preferably have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

6. The Offeror must have adequate financial resources
to perform the work within the required delivery
schedule, as evidenced by the acceptance of DAI
payment terms upon delivery and the acceptance of
DALl as stated in the cover letter.

KOMIIaHil, y TOMYy YHCI TOKyMEHT BiJ] TIOZaTKOBOTO
oprany npo cratyc I1/IB).

2. IMucbmoBa 3roga ydyacHMKa Ha OIUIATy IOCIYT
BHKIIIOYHO y  0Oe3roriBkoBii ¢opmi Ha yMOBax,
nepenbadeHux B mianmucanomy Jlorosopi.

3. YyacHMK NOBMHEH MaTu He MeHe Tphox (3) pokiB
BIJIMOBITHOTO JOCBIAY HafgaHHA MOAIOHWUX mocayT (OyIos
nacka, 3anoBHiTh Jlogarok G: [lonepenniit nocin).

4. BaxxaHo, 11100 Y4yacHUK MaB JOCBiJ HaJaHHSI IOXIOHUX
MOCITYT YKPailHCHKUM HEKOMEPIIMHUM Oprasizaiism abo
MIXKHApOJAHUM HEYPSIOBUM OPTaHi3allisiM.

5. HocBim HamawHs mociyr i3 3BimpHeHHsAM Bin I1/IB
(6axaHno).

6. Y4acHUK MMOBMHEH MaTH JOCTaTHI (piHAHCOBI pecypcu
JUTSE BUKOHAHHS poO0iT B Mexkax HeoOXimHoTo rpadiky, 1o
MiATBEPIUKYETHCS NPUUHATTAM yMoB orutatd DAI micns
moctaBku Ta mnpuiHATTI DAL, sk 3a3HaueHo B
CYTIPOBiTHOMY JIUCTI.

General Terms and Conditions

3arajbHi YMOBH Ta MOJIOKEHHSI

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

VYdacHUK TeHaepy Ma€e OyTH B Kypci 3arajbHUX YMOB JJIs
YKJIaJJaHHs KOHTPAKTY 3a pe3ylbTaTaMH JAaHOTO 3aruTy
Ha HajaHHd mnpono3uiii. OOpaHUN ydYaCHHUK Mae
BiamoBizatu ycimM 3asBam Ta IliATBEpKEHHSIM TIPO
BIJIMTOBiIHICTH, 3a3HaYeHUM y Jlomarky D.

Prohibited Technology

3a6oponeni TexnoJorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

VY4acHUKY TOPTriB HE MOBUHHI HAJaBaTH OyJb -sKi TOBapH
Ta/abo0 TOCIyrW, SKi BUKOPHUCTOBYIOTH TPOJYKTH
TEJIEKOMYHIKAI[il Ta BIiJEOCIIOCTEPEIKEHHS BiJ TaKUX
kommaniid: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, abo
Dahua Technology Company, a6o Oyap -ska ix ditis
BiamosigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunmnii ko

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

BignoBigHo no3BosieHOro reorpadidHOro KOmy A
yKJIaJaHHs ~ JoroBopiB  kommaHiss  «DAI»  Moxke
3aKyNOBYBAaTH TOBapH Ta TOCIYTH JIMIIE i3 HACTYIMHUX
KpaiH.

l'eorpadiuamii xox 110: ToBapu Ta mnociayru 3i
Crniony4enux llITatiB, He3aIeKHUX JEPIKAB KOJIUITHBOTO
Pagsuceroro Coro3y abo KpaiH, 110 pO3BUBAIOTHCS, ajle 3a
BUHSTKOM 3a00pOHEHUX KpPaiH MOXOKEHHS.
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Geographic Code 935: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing
countries, but excluding any country that is a
prohibited source.

o DAI must verify the source, nationality, and
origin, of goods and services and ensure (to the fullest
extent possible) that DAI does not procure any
services from prohibited countries listed by the Office
of Foreign Assets Control (OFAC) as sanctioned
countries. The current list of countries under
comprehensive sanctions include Cuba, Iran, North
Korea, Sudan, and Syria. DAI is prohibited from
facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAL.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

l'eorpadiunmit koxm 935: ToBapm Ta mocmyrum 3i
Cromyuennx IllTariB, kpaiH-mapTHepiB Ta KpaiH, MIO

pPO3BHBAIOTHCS,  KpiM  MepedoBUX  KpaiH, 110
PO3BHUBAIOTECS,, 3a BHUHATKOM 3a00pOHEHMX KpaiH
MTOXO/IKEHHS.

e Kowmmanis «DAI» 3000B’s13aHa IEPEBIPUTH HKEPEIIO,
IOPUCIOUKIIIO Ta TIOXO/KEHHSI TOBapiB Ta mociyr ta (y
MaKCUMaJIbHO MOYJIMBIH Mipi) MEepeKOHATUCH, 110 JKOIHI
MOCITYTH HE 3aKYyIOBYIOTHCS i3 3a00pOHEHWX KpaiH, SKi
3HAXOAATHCS Yy CIHCKY YNPaBIiHHSA KOHTPOIIO 3a
inozeMuumu aktuBamu (OFAC) sk kpaiHu, Ha sKi
PO3MOBCIO/UKYIOTECSL  caHKMii. [0 MOTOYHOro CHHCKY
KpaiH, Ha SKi PO3MOBCIODKYIOTHCS BCEOCSIKHI CaHKIIIi,
BXOAATh HacTymHi kpainu: Ky0a, Ipan, [liBHiuna Kopes,
Cymarn Tta Cupis. Kommanii «DAI» 3a00poHSE€TBCS
CIpuATH OyAb-AKiil Yrofi TpeThOoi CTOPOHH, SIKIIO TaKa
yroma Oyna O 3a0opoHeHOr0, sikiio O i1 BHKOHyBasa
kommadist «KDAD».

e llogarounm mpoOMO3MUITiF0 y BIANOBiMG Ha Iieil 3amwr,
VYdacHUKM TeHIEpy MiATBEPIKYIOTb, IIO BOHH HE
nopyurytoTb BuMor a0 Jxepena ta FOpucnukuii, i mo
MOCIyrd  BignoBimaroTe ['eorpadiuHomMy Koy Ta
BUHATKAM I110/10 3200pOHEHHUX KpaiH.

Unique Entity 1D (SAM)

YHikaabHuii ineHTudikarop opranizauii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000
in equivalent and above are required to obtain a
Unique Entity ID (SAM) number before signing the
agreement.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHchki Ta iHO3eMHI oprasizamii, sKi
OTPUMYIOTH  TIpsSMi  CyOKOHTPaKTH/IOTOBOPH  Ha
3aKymiBIIO Ha cymy B ekBiBasienTi 30 000 nonapis CILA i
BHIIle, MOBHUHHI OTPUMAaTH YHIKaJbHUH 11eHTH(IKATOP
opranizamii (SAM) 1o minucaHHs Yoy,

Hdns  Thx, KOMYy MOTpiOHO OTpPHMAaTH YHIKaJIbHHN
inentudikarop opranizamii (SAM), 3BepHiTBCA 10
IHCTpYKIiT A7 OTpUMaHHS YHIKaIbHOTO ieHTH]IKaTOPY
oprauizarii (SAM) ({usucs Tonatok E) a6o 3BepHiThCS
1o Bigniny 3akymisens [Ipoekry.

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

MoniTnka momo 60poTL0HU 3 KOPYNUi€E Ta 60POTHO0I0
3 xa0apHunTBoM Ta BinnmosinaasHoi 3BiTHOCTI

e DAI conducts business under the strictest ethical
standards to assure fairness in competition,
reasonable prices and successful Performance or
delivery of quality goods and equipment. DAI does
not tolerate the following acts of corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives, to
influence an award or approval decision.

DAI Benie cBOTO AisUTBHICTB 32 HAWCYBOPIIIMMU ETHYHHMHU

cTaHmapTamu, mo0 3a0e3MeYnTH YECHICTh KOHKYPEHIIl,

OpPUHHATHI WIHM Ta YCHIIIHE HaJaHHA MOCIyr ado

JIOCTAaBKy SKICHMX ToBapiB Ta oOnaaHanHsi. DAI He

TePNUTh TAKUX KOPYNUIHHUX Jiii:

e Bbynp -aki 3amuTH Ha OTpUMaHHs Xabapa, Bijjadi,
CHPUSHHA YM BUIUIATH Y BUTJISAL BUILIATH, MOJAPYHKA
abo crerianbHOT KoMMeHcalii chiBpoOiTHuKY DAL,
VPSAZOBIIO YU iX MpeJcTaBHUKAM BIUIMBAIOTh Ha
pilIEHHS TPO HATOPOHKEHHS 00 CXBAJICHHS

=DAlI

PAGE 16




REQ-KYI-24-0209

o Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

e Any fraud, such as mis-stating or withholding
information to benefit the offeror or subcontractor.

o Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the Offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

e These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the Offeror or subcontractor from participating in
future U.S. Government business.

e Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor or DAI staff to:

e Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

¢ Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAIl.com

e USAID’s Office of the Inspector General Hotline
at hotline@usaid.gov.

e By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
Offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

e DBynp -axa npono3uiis xadapa, BiAKaTy, CIPUSAHHS YU
BUIUTATA Yy BHIJLIAI IUIATEXy, MOJapyHKa abo
CIleliaapbHOl  BHHAropoAaw  Bim  odepeHTa  9H
CyOmimpsimHUKa A7 BIUIMBY Ha pIilIeHHS Mpo
HPUCYDKEHHS UM CXBaJICHHSI.

e DBynp-sike maxpaiicTBO, Take SK HENpaBUIbHE
BUKIAJaHHA a00 TIPUXOBYBaHHA iHQoOpMamii Ha
KOpHUCTH OpepeHTa 4 cyOmiApsiiHUKA.

e byns -ski 3MOBH a00 KOH(DIIIKTH iHTEpecCiB, y SKHUX
MpaliBHUK, KOHCYJIbTaHT a0o mpenctaBHuK DAI mae
IijoBi a0 0COOWCTI CTOCYHKH 3 TPWHIUIIAIOM abo
BJIACHUKOM O(epeHTa Y CyOmiIpaJHHUKa, SKI MOXYTb
BUSIBUTHCS HECTIPABEAJTUBUMHU Y KOPUCTH ohepeHTa Un
cyomigpsaauka. CyOmigpsoHUKKA TakoXX ITOBHHHI
VHUKAaTH 3MOB YH KOH(IIKTYy iHTepeciB y CBOiX
3aKYIIBIAX y TMOCTaYaJlbHUKIB. byap -Aki Taki
BiTHOCHHM TIOBWHHI OyTH HErailHO  PO3KpPHTI
kepiBHUIITBY DAI s meperyisimy Ta TPHAHSTTS
BIATOBITHUX  3aXOIiB, BKIIIOYAIOYH  MOXKJIMBE
BUKJIFOUEHHSI 3 BUHATOPO/IH.

e Ili xopymuiifHi aii He JOMYCKAalOTBCS 1 MOXYTh
MPU3BECTH 1O CEPHO3HUX HACHIIKIB, BKIIOYAIOYN
NPUIUHEHHS TPU3HAYCHHS BUHATOPOAM Ta MOXKIIMBE
npu3ynuHeHHs Ta BiaMoBY ypsiay CILIA, Bukmovaoun
odepeHTa YU CyOIiIpsIAHNKA BiJ y4acTi y MalOyTHIX
Oiznecax ypsaay CLIA.

e bynp-sxa crpoba 4m QakTHYHA KOPYIIisS TTOBHHHA
OyTH HeTalnHo MOBiIOMJIEHA odepeHToM,
cyOmiapsmauKoM abo criiBpobitHrkamu DAL

e Dbe3kommroBHa aHOHIMHA Tapsya JIiHis 3 TUTaHb €THKH
Ta JOTpUMaHHsA BUMOT 3a anapecoro (CLIA) +1-503-
597-4328

e Be6 -caiit rapsyoi sinii - www.DAL.ethicspoint.com,
a00 HamiclaTh CIEKTPOHHHHM JIMCT Ha  aapecy
Ethics@DAI.com

e Odic rapsuoi ninii I'enepansaoro iHcnekropa USAID
3a agpecoro hotline@usaid.gov.

o [limmucyrouu M0 MPOTO3UIII0, OPEPEHT MiATBEPKYE
JOTPUMaHHS IBOTO CTAaHAAPTy Ta rapaHTye, MO0 HE
OynyTb 3polisieHi crnpobu BrumHyTH Ha DAI abo
YPpSA0BUi IEpCcoHAN 3a ONOMOTOI0 XabapiB, YaOBHX,
BUIUIAT 3a CIHOPHSHHS, BiJKaTy 4YHM [IaxpaiicTsa.
Y4acHUK TOPTiB TakOX BU3HAE, 110 MOPYUICHHS i€l
NOJITUKH  MOXE  NPU3BECTH JO  IPHUIIMHEHHS,
MOBEPHEHHS KOINTIB, 3a00pPOHEHUX KOPYHIIIHHUMHU
JsSIMH, Ta MOXJIMBOTO TPU3YIHHEHHS Ta 3a00pPOHHU
ypsny CHIA.

Offeror’s Agreement with Terms and Conditions

3roga YyacHuKa TeHepy 3 BUMOTaMHu
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The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DAI to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

Buxonanns ycix BuUMOr 3amWTy BIONOBIIHO /0
IHCTPYKIIiH, 3a3HAYEHIX B HHOMY, Ta MTOJaHHS MPOIO3MIIi1
no Bigminy wommanii DAI/Preparedness & Response
CKJIaJlaTUME TIPOTO3UINI0 Ta 3aCBITIyBaTUME 3TOJY
YyacHruka TeHAepy 3 BUMOTaMH IHOTO 3allUTy Ta yCix
JoJaTKiB 0 Hboro. HaganHs mporo 3amurty B KOJHOMY
pasi He 3000B’s13ye koMmmaHito «DAI» HagaBaTu JOTOBIp
Ha 3aKyIIiBIIO 200 BiIIKOJOBYBaTH Y YaCHUKAM TEHIIEPY
OyJIb-sIKi BUTPATH, ITOB’s3aHi 3 I IFOTOBKOFO Ta MOTAHHIM
MPOTNIO3HUIIII.

Attachments

See the list of official RFP attachments below.

JlopaTku

JAuBuTHCH mnepenik opiniiHMX M0AATKIB 10 LBLOTO
JOKYMEHTY HUIKYe.
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Attachment A: SCOPE OF WORK/TERMS OF REFERENCE [opaTtok
A: TEXHIMHE 3ABOAHHA

The information below contains the technical requirements for the services. Offerors are requested to
provide proposals containing the information below on official letterhead or official proposal format.

VY tabnuui HUXKYE HaBeACH]! TEXHIYHI BUMOTH JI0 TIOCIYT. YYaCHUKU TeHAEPY MOBUHHI MOJATH HPOTO3HIIii,
10 MICTATH BiAMOBiAHY iH(OpMamiro Ha dipmoBomMy OmaHKy abo BimmoBimHO 10 odimidHOrO (hopMaTy

TIPOTIO3HIII1.

Background

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine
Activity is a program funded by USAID and implemented
by DAI. The overall goal of the Activity is to reduce and
potentially eliminate cybersecurity vulnerabilities in CI
and to transform Ukraine from a compromised, reactive
cybersecurity actor to a proactive cybersecurity leader.

Over the five years of performance, the Activity will
increase resilience and build capacity to prevent, detect,
and respond to cyberattacks against Cl in Ukraine. The
Activity will accomplish this goal through the pursuit of
three strategic objectives (SOs):

e SO1: Create a safe and trusted environment to
accelerate the development of people, processes,
and technology in support of cybersecurity across
Cl sectors and assets in Ukraine.

e SO2: Strengthen Ukraine as a sovereign nation
built on a secure, protected, and dynamic
economy, supported by a talented pool of human
capital.

e SO3: Stimulate demand for and supply of
Ukrainian cybersecurity solutions and service
providers to empower, equip, and finance
cybersecurity entrepreneurs and businesses.

The Activity is organized into three components. Activity
tasks are highly interdependent and mutually reinforcing.

Context

The Activity provides assistance to critical infrastructure
objects in the energy and other sectors (hereinafter - OCI -
within the meaning of the Law of Ukraine "On Critical
Infrastructure” or officially included in the list of critical

IlepeaymoBu

IIpoekr USAID «KibepOe3rneka KpUTHYHO BasKJIMBOI
iHdpacTpykTypu Ykpainm» (nani — [IpoekT) mouas cBoro
nBsutbHiCT B TpaBHi 2020 poky. Ilpoext USAID
«KibepOesneka KpUTHYHO BaXJIMBOI 1HPPACTPYKTYpH
VYxpainm» ¢inancyerscst USAID Tta peanizyerbcs DAL
KiameBa Meta IIpoekTy —3MCHIICHHS Ta IOTCHIIIIHE
YCYHEHHSI BpPa3IHMBOCTEH KibepOe3nekn Ta mepeTBOPEHHS
VYkpaiHu Ha IPOAKTHBHOTO JIigepa KibepOe3neKu.

[potsrom n’satu pokiB [IpoekT 3MIITHIOBATHME CTIHKICT
i pO3BHBAaTHME CHPOMOXKHICTH 3aro0iraTd, BHUSBIATH W
OopoTrcss 3 KiOepaTakaMy, HAIlUICHUMH Ha KPUTHIHY
inppactpykrypy (mami — KI) VYkpaiau. isutbHICTB
JOCSITHE ~ [i€l METH UUIIXOM JOCSATHEHHS TPbOX
CTpaTeriyHuX IiJIeH:

Kommnonent 1: CrtBopeHHs Oe3ne4HOro Ta HaJiiHOTO
CepefoBHINa I INPHUCKOPEHHS PO3BUTKY JIIOJECH,
MPOIIECiB Ta TEXHOJIOTIM Ha MiATPUMKY KiOepOesrmeku y
CEeKTOpax Ta aKTHUBax B YKpaiHi.

Kommnonent 2: 3MminmHeHHS YKpaiHM SK CyBepeHHOL
JepkaBu, MoOyMOBaHiI Ha Oe3MeuHii, 3axuINeHId Ta
JUHAMIYHIA ~ €KOHOMII[, MiITPUMAaHIid TaJaHOBUTHM
IyJIOM JIFOZICBKOTO KarliTaly.

KommnonenT 3: CTuMyJIOBaHHS MONUTY Ta IPOIO3MILIT
YKpalHCBhKUX pillleHp Ta IOCTA4albHHUKIB TOCIYr 3
kibepOe3nmeku I PO3IIUPEHHS  MOXIIUBOCTEH,
OCHAIIICHHS Ta (DiHAHCYBaHHS IiIIPUEMIIB Ta Oi3HECY 3
KiOepOe3neKH.

JisnpHICTE  OpraHizoBaHa TpbOMa CKJIQJOBUMH.

3aBgaHHs  IiSUIBHOCTI  B3a€EMO3AJIEXHI 1  B3a€EMHO
i ICUIIEH].
KonTekcer
[Ipoexkt Hamae pgomoMory  o0’€KTaM  KPUTHYHOL

iHQPACTPYKTYpH B €HEPreTHYHOMY Ta iHIINX CEKTOpax
(mam — OKI — y posyminai 3akony Ykpaimm «lIpo
KPUTHYHY iHPpacTpyKTypy» abo odimiiiHo BKIIOUYEHi 10
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infrastructure objects) in strengthening their resistance to
cybersecurity incidents.

At the request of OCI, the Activity plans to conduct
diagnostics of their cybersecurity systems. The result of
the diagnosis will be an assessment of the current level of
maturity of the OCI. The diagnosis is carried out in
accordance with the NIST Cybersecurity Framework 2.0,

nepeniky 00’€KTIB  KPUTHUYHOI iHPPACTPYKTypu) Y
MOCWJICHHI X CTIHKOCTI JO IHIUACHTIB KiOepOe3neKH.

Ha 3amutr OKI Ilpoekr mniaHye TNpoBeNEHHA
niarHOCTyBaHHS KiOepOesmeku ix cucrteM. Pesympratom
JiarHOCTyBaHHS OyZe OLHKA ITOTOYHOTO PIiBHS 3pLIOCTI
OKI. liarHOCTYBaHHS 3IiHCHIOETHCS y BiIHOBITHOCTI 10
NIST Cybersecurity Framework2.0 , a 3a pesynsTaTamu

and based on the results, recommendations will be
developed to improve the cyber resilience of the
organization in accordance with the NIST Cybersecurity

OyayTh po3poOiieHi peKOMEeHIalli IIOoA0 IiABHIICHHS
kibepcrilikocti  opramizamii  Biamosimro mo  NIST
Cybersecurity Framework 2.0.

Framework 2.0.
The results of the diagnostic will also establish a basis
for measuring the progress of strengthening the cyber
resilience of the OCI after the implementation of the
recommendations provided after the diagnosis

Objectives

The overall goal of the task is to conduct a diagnosis of the
cybersecurity system of OCI to assess the level of cyber
maturity in accordance with the requirements of the NIST
Cybersecurity Framework 2.0 and provide
recommendations for improving the state of cyber
readiness

Tasks

Carrying out diagnostic of the State of Archival Service
of Ukraine (see Appendix H) (next — Object of critical
infrastructure, OCI) cybersecurity systems, which will
include the following steps performed in accordance
with the NIST Cybersecurity Framework 2.0:

a. Assessment of the -current level of OCI
cybersecurity maturity according to the NIST
Cybersecurity Framework 2.0. The evaluation
report must contain a list and description of the
Recipient's key information systems and resources.

b. Defining OCI target maturity levels according to

the NIST Cybersecurity Framework 2.0.
Development of recommendations for the
transition from the current level to the target level
of maturity.
Recommendations should contain a list of
necessary policies and processes of information
(cyber) security, calculation of essential resources,
definition of personnel competencies, and
organizational  structure. Based on the
recommendations, a high-level design High-Level
Design, (HLD) of the technical architecture of
cyber security and an operational cyber security
model should also be formed. HLD and operating
model requirements:

PesynbraTi 1iarHOCTyBaHHS TaKOX BCTAHOBIISITH OCHOBY
JUIsL BUMIPIOBaHHS NIPOTPECy MOCHICHHS KiOepCTiHKOCTI
OKI micisi BHPOBa/PKEHHS pPEKOMEHJALld, HaJaHuX
TICJIS JIaTHOCTYBaHHSL.

Iiti

3aranbpHa MeTa 3aBJaHHsI TIOJISTa€ B TOMY, 100 MPOBECTH
niarHoctyBaHHS cucteMu kibepOesnexu OKI s orinkn
piBHsA KiOep3pimocti BiamoBimHO g0 BEMor NIST
Cybersecurity Framework 2.0 Ta namatu pexoMeHmaii
1070 TIOKPAIICHHS CTaHy KiOeproTOBHOCTI

3amaui

[IpoBeneHHs JiarHOCTYBaHsS CUCTEMH KibepOesmneku
JepsxaBHOT apXiBHOI ci1y>x0m Ykpainu (mus. Jlogatok H)
(mam — O0’ext kputH4HOi iH(ppacTpykTypu, OKI), mo
Oyze BKmoyaTH B ceOe HACTYNHI KpPOKI BHKOHAHI
BixnosigHo 1o NIST Cybersecurity Framework 2.0:

a. OuiHOBaHHA MOTOYHOTO piBHS 3pirocTi
kibepbesnexkn  OKI  BigmoBimmo mo  NIST
Cybersecurity Framework 2.0. 3BiTr 3 OIlHKHK
MOBUHEH MICTUTH TEPENiK Ta OMUC KIYOBUX
iHpopManiiHUX cucTeM Ta pecypciB PenmmieHTa.

b. Bushauenns uinsoBoro pieust 3pizocti OKI
BinnosinHo 1o NIST Cybersecurity Framework 2.0

Po3pobka pekoMmeHzaliii 1OA0 Tepexony Bif
MOTOYHOT'O PiBHS JI0 IITbOBOTO PiBHSI 3PUJIOCTI.

Pexomenamii IIOBUHHI MICTUTH TepetiK
HEOOXiTHMX TOJITHK Ta NpoleciB iH(popMariiHol
(xibep) Oe3nexu, miIpaxyHOK HEOOXITHUX PecypciB,
BU3HAYCHHS KOMITETEHIIH TIepcoHaly,
Oprasizamiiiny CTPYKTYPY. Ha OCHOBI
peKoMeHaIliii MOBMHHI TakoX OyTm chopMoOBaHi
BucokopisHesmii mpoekt (High-Level Design, HLD)
TEXHIYHOT apxiTeKTypu KibepOe3nexu Ta
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1) The HLD document is based on technical
controls (software and hardware solutions) and
requwements for it:

A minimum of 2 manufacturers for each
technical solution;

Contain prices in the Global Price List of
manufacturers and without VAT.

The list of products must be submitted as a
full-fledged Bill of Material (expanded
specification indicating all components of
the solution).

2) Structure of HLD:

Vi.

Vii.

A list of projects for the
implementation of technical controls of
cyber security and related digital
infrastructures (if necessary) and the
purpose of each of them. The goal
should be specific and clear and
correspond to the actual technological
content of the project.

General description and issues of the
Project(s) of item 2(i)

Basic technical requirements for
defined design solutions with
quantitative and qualitative
requirements.

High-level technological design
(visualization of system components,
relationships between them, and other
data that help the reader get a reliable
idea of the project).

The composition of the technical
solution (at least two specifications in
the form of a Bill of Material).
Comparison table of technical
solutions.

Implementation requirements
(components and resource assessment).

3) Operatmg model and requirements for it:

The operational model consists of policies,
processes, organizational structure, key
performance indicators (KPI), personnel,
corporate governance structure

The operational model should contain
technical personnel and an approximate
description of their functional duties and
responsibilities (taking into account the
proposed design technical solutions)

The cost of implementing the operational
model, namely - policies, processes,
organizational structure, KPI, personnel,
and corporate governance structure.

Additional task to task B at the request of the

OCI: drafts of 10 information security policies

1. Network security policy

ornepaniiHoi Moneni kibepOesneku. Bumoru 1o
HLD Ta onepaniiiHoi Moaeni:

1) Hoxyment HLD omupaetbest Ha TexHiuHi
KOHTpOJTi (MpOTpaMHi Ha amaparHi pillleHHs) Ta
BUMOTH JI0 HBOTO:

i. MinimMywM 2 BUpOOHIKA Ha KOKHE TEXHITHE
pimIeHHs;

ii.  Micruru uinu B Global Price List
BHpoOHUKIB Ta 6e3 I1/]B.

iii. [Tepenik NpoAyKTiB MOBUHEH OyTH
MOJIaHU Y BUTIIsAL ToBHOIIHHOTO Bill of
Material (posroprayra crienugikanis i3
3a3HAUCHHSM YCiX CKJIaJ0BHX PIILICHHS).

2) Crpykrypa HLD:

i. [lepenik NpoeKTiB BIIPOBaKEHHS
TEXHIYHUX KOHTPOIIB KibepOe3neku Ta
CYITyTHIX TUPPOBUX 1HPPACTPYKTYp (SIKIIO
€ moTpeda) Ta MeTa KOXKHOTO i3 HuX. MeTta
Mae OyTH KOHKPETHOIO, YITKOIO Ta
BIJINIOBIiaTH pPEaTbHOMY TEXHOJIOTITHOMY
3MICTY MPOEKTY.

ii. 3aranpHuil onuc Ta MpoodaeMaTuKa
[poekry(-iB) myHKTY 2.1

iii. Ba3oBi TeXHIYHI BUMOTH 10 BUSHAYEHUX
NPOEKTHHX PIllIeHb 3 KIJIbKICHUMH Ta
SIKICHUMHU BUMOTaMHU.

iv. BucokopiBHEBHIA TeXHOJIOTIYHUH JU3aiH
(Bi3yami3arist KOMIOHEHTIB CHCTEMH,
B3a€MO3B’sI13KiB MIDK HUMH, 1HIII JaHi, 10
JOTIOMAraroTh YHTAYy OTPHMATH
JOCTOBIpHE YSBJICHHS PO TPOEKT).

V. CkJajg TeXHIYHOTO pilieHHS (MIHIMYM JBi
crienmikarii y surmsiai Bill of Material).

Vi. [MopiBHsiIbHA TAOIHI TEXHIYHUX PIILIEHB.
vii. Bumoru 110 BripoBapkeHHst (CKIa10Bi Ta

pecypcHa OIliHKa).
3) Omepariiiina MOJIE)Ib TA BUMOTH JI0 HET:

i. OmnepariiiHa MOJIENb CKIIaJA€ThCS 3:
TIOJTHK, ITPOIIECIB, OpraHizaniiHol
CTPYKTYPY, KIFOUOBHX ITOKa3HHKIB
epexturHOCTi (KIIE) mepconairy,
CTPYKTYPH KOPIIOPaTHBHOTO YIPaBIiHHS.

ii. OmnepariiiiHa MOJIeJIb TOBUHHA MICTUTH
TEXHIYHUN TIEPCOHAJ Ta OPIEHTOBHHUN OITHC
1oro GyHKITIOHAJTHbHUX 000B’SI3KIB Ta
BiAMOBigaIbEHOCTEH (OaXkaHO i3
ypaxyBaHHSM MPONOHOBAHUX MPOEKTHHX
TEXHIYHHX PIIICHB).

iii. BapricTh BIIpOBaKEHHS ONepaiiitHol
MOJIeII, a caMe - TIOJITHK, POILECIB,
oprauizauiitnoi ctpykrypy, KIIE,
MIepCOHAIY, CTPYKTYPH KOPIIOPATHBHOTO
VIpaBITiHHS.
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Protect your Network from unauthorized access,
attacks, and other threats by implementing firewalls,
intrusion detection systems (IDS), and other tools.
2. Risk management policy

Assessment, identification, and management of
information security risks to reduce the likelihood of
their occurrence and impact on the organization.

3. Incident management policy

Define the process of detecting, documenting,
responding to, and eliminating security incidents to
minimize their impact.

4. Malware protection policy

Prevent the penetration and spread of malicious
software through the introduction of antivirus
solutions and other security tools.

5. Access control policy

Defining access rights to information resources
based on the roles and responsibilities of employees,
in order to restrict access to sensitive information.

6. Backup and restore policy

Regularly create backups of critical data and systems
with plans to restore it in case of loss or damage.

7. Data privacy policy

Protection of personal and confidential information
from unauthorized access, disclosure or abuse.

8. Physical premises security policy

Protect the organization's physical resources and
premises through access control, video surveillance,
and other security measures.

9. Password policy

Set requirements for the complexity, length,
frequency of changes, and password protection to
ensure secure access to systems and data.

10. Training and awareness policy

Raising employees' awareness of information
security threats and methods of preventing them
through training programs and trainings.

Development of a roadmap for the implementation
of the developed recommendations for 2 months
and 3 years.

The roadmap must contain a list of actions that OCI
should provide to achieve the target maturity level
with a detailed description of each action and
required resources (material, time, human).

Ten days of advisory support will be provided to
OCI in the implementation process by OCI of
developed recommendations, which will include,
but not be limited to, consultation on adaptation and

JonaTkoBe 3a1a4ya 10 3aBaanns B 3a 3anutom
OKI: npoexktn 10 momituk iHdopmaniiiHol
6e3nexu

1. MoaiTuka 6e3mexkn Mepexi

3axucT Mepeki BiJ HECaHKIIOHOBAHOTO JOCTYILY,
aTak Ta IHIIMX 3arpo3 MUISIXOM BIIPOBAKCHHS
MDKMEpPEKEBUX  €KpaHiB, CHUCTEM  BHSBJICHHA
Bropraens (CBB) ta iHmmx 3aco0iB.

2. ITosiTka ynpasJIiHHS PU3HKAMHI

OuiHka, izeHTHOIKAIS Ta YNpPaBIiHHS PU3UKAMHU
iHpopMamiiHOT Oe3neKu IS 3MEHILEHHS
WMOBIpHOCTI iX BHHHKHEHHS Ta BIUIMBY Ha
Oprasizartiro.

3. HoaiTuka ynpaBJaiHHA iHIMIEHTAMEI
Buznauenns porecy BUSIBIICHHS,
JOKyMEHTYBAaHHsS, pearyBaHHS Ta yCyHEHHS
IHIIMACHTIB Oe3MeKN U MiHiMi3aii iX BIUIUBY.

4. MoaiTuka 3axucTty Bix mkigausoro I13

3anobiraHHsi NPOHUKHEHHIO Ta  MOMIMPEHHIO
IIK|JUINBOTO TPOTPaMHOTO 3a0E3NCUeHHs 4Yepes
BIIPOBAKCHHSI AHTUBIPYCHHX pIlICeHb Ta IHIINX
3ac00iB 3aXWCTYy.

5. IMoaiTuka ynpasJiiHHA 10CTYIIOM

BusnauenHss npaB npoctymy 10 iHdopmaniiHux
pecypciB Ha OCHOBI poJiel 1 BiAMOBIJAILHOCTEH
CHIBPOOITHHUKIB, 3 METOI0 OOMEXKCHHS MOCTYIY 0
4y TIUBOI iH(pOpMAaLIii.

6. IMomitmka pe3epBHOro KOMilOBaHHA Ta
BiTHOBJIEHHS

PerynspHe cTBOpEHHS pe3epBHUX KOMiH KPUTUYHUX
JAHUX 1 CUCTEM 3 IUIaHAMH JJIsl 1X BIJHOBJICHHS Y
pasi BrpaTu 200 NOIIKOKEHHS

7. IMoniTuka KoHpigeHUiHHOCTI TaHUX

3axuct 0cobHCTOi Ta KOHQIACHIINHOI iHPopMarii
BiJl HECAHKIIIOHOBAHOTO JIOCTYIy, PO3TOJIOLICHHS
a00 370B)XKMBaHHSI.

8. MMoriTuka 6e3nmexku Pi3MIYHNX NPUMilIeHb
3axucT (QI3UYHUX pecypciB  Ta  MPUMIIIEHb
opraHizamii  IUIIXOM  KOHTPOJIIO  JOCTYILY,
BiJICOCIIOCTEPE)KCHHS Ta 1HIINX 3aX0/iB Oe3MeKH.

9. ITosiTka napoJiis

BcTaHOBIGHHST BUMOT [0 CKJIaJHOCTI, JOBXKHHH,
4acTOTH 3MIHM Ta 3axXHCTy TapodiB Ui
3a0e3neueHHst 0e3MeK JOCTYITy IO CHCTEM 1 JaHUX.
10. IosiTMKka HAaBYaHHS Ta 00i3HAHOCTI
[ligBumeHHs piBHA 00i3HAHOCTI CHIBPOOITHUKIB
PO 3arpo3u iHpOpMAaIiifHOT Oe3IeKn Ta MeTOH iX
3amo0iraHHs dYepe3 HaBYajbHI IpOrpamMu Ta
TPEHIHTH.
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verification of procedures and policies and

equipment settings.

d. Development of a report on the implementation
progress of the recommendations provided by the

OCl.

e. Evaluation of the maturity level of OCI's
NIST
Cybersecurity Framework 2.0 after 2 months from

cybersecurity  systems according to

the date of receipt of recommendations by OCI.

Deliverables schedule (assessment works are carried out

C.

within the framework of one project but separately for

each of the critical infrastructure objects)

Initial Stage: Signing of the
Non-Disclosure Agreement
(NDA) between OCI and the
Contractor the provider
Task A Report: Assessment of
the current OCI cybersecurity
maturity level according to the
NIST Cybersecurity Framework
2.0

Task B Report: Determination of
the OCI target maturity level
according to NIST Cybersecurity
Framework 2.0
Recommendations for
transitioning from the current to

20 working days after
signing the Contract
between the Activity and

30 working days after
signing the NDA

40 working days after the
completion of Task A

Po3pobxa JIOPOXKHBOT KapTu peadizanii
PpO3pOOICHUX PEeKOMEHIAITIH Ha 2 MiCsIIli Ta 3 pOKH.

Jlopo>kHs KapTa MOBHHHA MICTUTH CIIMCOK 3aXO/iB
Ta ix mpiopitmsamii, mo wmae BxutH OKI mus
JOCSATHEHHS IITHOBOTO PIiBHS 3PUIOCTI 3 ETaTHHUM
OMUCOM KOXKHOTO 3 HHX Ta BH3HAUYEHHMH IS 1X
BIIPOBA/KCHHS HEOOXiTHIX pecypciB
(MaTepiadbHHX, YACOBHX, JIFOJACHKHX).

Hananus necsiTé THIB KOHCYJIBTaTUBHOI IiATPHUMKH
OKI B mnpomeci BmpoBamkenns OKI Hamaxmx
pexoMeHalii, mo Oyae BKIoYaTtu B cebe, aje He
O0OMEXYIOUNCh: KOHCYNbTalil MO ajanrtamii Ta
Bepudikauii mpoueayp Ta MOJITHK Ta HalAIITyBaHb
o0IaHaHHS.

Po3pobka 3BITYy HpoO XiJ BUKOHAHHS PEKOMCHIAITiH
Hagaaux OKI.

OmiHrOBaHHS piBHS 3pLIOCTi cucTeM KibepOesmekn
OKI BigmosixHo 1o NIST Cybersecurity Framework
2.0 uepes 2 wmicami 3 matm orpumanHs OKI
peKoMeHIamii.

I'padix HaganHs pe3yJabTaTiB (Po60TH 3
OLiHIOBaHHSI MPOBOJATHCS B PAMKAaX OHOTO
NMPOEKTY, aje A5 KOKHOI0 3 00' €KTiB
KPHMTHYHOI iH(ppacTPpyKTypH - 0KpeMo)
20 po6ounx AHIB 3

MOMEHTY
MMAIMCaHHS
JoroBopy Mix
[Ipoektom Ta
[igpsgaUKOM

ITinroroBumii eramn:
[MignucaHas OrOBOPY PO
HeposronomeHast (HJIA)
Mmix OKI ta [TigpsaankomM

3BiT npo 3aBaaHHsA A:
Ominka piBas 3pigocti OKI
BigmosimgHo g0 NIST
Cybersecurity Framework
2.0

3BiT npo 3aBaanusa B:
BusHaueHHs LiJIbOBOIO
piBH: 3pinocti OKI
BigmosigHo 1o NIST
Cybersecurity Framework
2.0

PexoMeHnariii moo
MEePEeXoay BiJl HOTOYHOTO

30 pobouux mHIB 3
MOMEHTY
mignucanas HIA

40 pobovux IHIB
IicJI1 BUKOHAHHS

the target level. ) . ) 3aBHaHHS A
The roadmap for the P1BHA 10 HUIBOBOTO PIBHA
implementation of the developed jfgﬂg;f; <aTa
recommendations for a period of o pOBa )KeHEm
2 months and 3 years popaz .
PO3pOOIIEHNX PEKOMEH TAITiN
Ha 2 micsi Ta 3 poxu
== DAI PAGE 23
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Task C -
of each month of implementation
of the recommendations by the

recipient

D Report: The progress 45 working days after

task C and D)

Task E Report: Reassessment of

the curre
level acc

nt cybersecurity maturity

ording to the NIST completion of Task D

Cybersecurity Framework 2.0

Minimum qualifications, skills, and experience

1.

The provider must be registered and provide
auditing, assessment, and consulting services in
the field of cybersecurity in Ukraine within the
last 3 years;

Employees of the provider must have experience
in conducting at least 3 similar information
security diagnostic projects during the last 3
years;

The qualifications of at least 2 of the supplier's
employees must be confirmed by internationally
recognized certificates, such as: CISA, 1SO
27001 Lead Auditor, ISO 27001 Lead
Implementer, including at least one employee
with the Certified NIST Cybersecurity
Framework Lead Implementer certificate;

Confirmed experience of the proposed personnel
(qualifications, resume) in the field of
conducting cyber security diagnostics of critical
infrastructure objects with an indication of the
projects in which the personnel participated (a
list of relevant projects of each proposed
specialist)

DIAGNOSTIC STRATEGY
Before starting the first stage of work, the provider
must provide the Activity and OCI with a diagnostic
strategy, which should include:

e Communication protocols with the OCI and
the Activity

e Format for transferring and receiving
documents between supplier, OCI, and the
Activity.

completion of Task B (the
report shall capture the
work completed under

20 working days after the

3BiT mo 3aBaannio C ta D:
Xi1 BUKOHAHHS
PEKOMEHAAIII PEIHITiIEHTOM
3a KOKEH MICSAIb

3BiT npo 3aBmanHsg E:
TIOBTOPHA OITiHKA PiBHSA
3pinocTi KibepoOesnexu
BigmosigHo no NIST
Cybersecurity Framework
2.0

45 pobouux IHIB
TTicIIsl BUKOHAHHS
3aBnanns B (y 3BiTi
Mae OyTu
BiOOpakeHo
poOoTy, BUKOHAHY
3a 3aBHanasamu C ta
D)

20 pobovux IHIB
ITCJISt BUKOHAHHS
3apnanus D

MinimasbHa kBajidikanisi, HABUYKH Ta J0CBij

1. TlocravanpHUK Ma€ OyTH 3apEECTPOBHI Ta
HaJlaBaTH MOCIYTH 3 ayJHUTY, OL[IHIOBAaHHS Ta
KOHCYJIbTYBaHHS B cepi KibepOesneku B
YKpaiHi IpoTAroM OCTaHHIX 3 POKiB;

2. CuiBpoOiTHHUKY IMOCTa4a bHUKA TOBHHHI MAaTH
JOCBiJ y IPOBEJICHHI HE MEHIIIEe 3 MOaiOHMX
MIPOEKTIB IarHOCTYBaHHS iHpOpMAaMiHHOT
0e3IeKH MPOTITrOM OCTaHHIX 3 POKiB;

3. Ksamidikanis npuHaiiMHi 2 eKcriepTiB Mae 0yTH
HiITBEp/PKeHA MIKHAPOIHO BU3HAHHMH
ceprudikaramu, Takumu sk: CISA, ISO 27001
Lead Auditor, ISO 27001 Lead Implementer, y
TOMY YHCIIi HE MEHIIIE OJTHOTO CIiBpOOITHHKA 3
ceprudikatom Certified NIST Cybersecurity
Framework Lead Implementer;

4. TliaTBeppKeHUit NOCBI 3aIPOIIOHOBAHOTO
nepconany (kamidikairis, pesrome) y chepi
NPOBEICHHS A1arHOCTHUK KibepOesneku 00’ eKTiB
KPUTUYHOT iHQPACTPYKTYpH 3 BKA3aHHIM
MPOEKTIB, 1€ MEPCOHAN MPUHMAB y4acTh
(Tepenik BIAMOBITHUX MPOCKTIB KOKHOTO
3aIpOMOHOBAHOTO CIIEIiallicTa)

CTPATEI'TA JIATHOCTYBAHHA
[epen mouaTkoM poOIT IMOCTA4YANBHHUK TOBUHEH
Hanatu [Ipoekxty Ta OKI cTpareriro aiarHocTyBaHHS,

sSKa IIOBUHHA BKJIKOYATH:

e [Iporoxomm 3B'13Ky 3 OKI i [IpoexkTom.
e  dopmar mepenadi Ta OTPUMYBaHHS
JIOKYMEHTIB Mixk noctaganbHukoM, OKI ta

IIpoekrom.

e Busnauenwuii KepiBHHK IpOeKTy 3 OOKY

IocradyaJlbHUKa
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e  Project manager on the part of the supplier
was defined
REPORT STRUCTURE

Each report should consist of five parts:

1. Introduction

2. Goals and tasks performed at the described stage
of work

3. Description of mechanisms and approaches used
in the report

4. Key Observations - The structure of key
observations should follow the structure of the
functional areas and domains described in the
NIST Cybersecurity Framework 2.0. The report
should describe the approach used to determine
the current and target maturity level according to
the NIST Cybersecurity Framework 2.0.

5. Results of the stage

PROCEDURE FOR DIAGNOSTICS AND
IMPROVEMENT OF THE CYBERSECURITY
MATURITY LEVEL ACCORDING TO THE NIST
CYBERSECURITY FRAMEWORK 2.0

Stage 1 — Task A. Determining the Recipient's
current cybersecurity maturity level

Step 1.1 — Determination of the means and methods step
1.1 — Determination of means and methods of
communication (letter, e-mail, telephone or other
methods) and responsible persons on the part of the
recipient and the provider — Project Managers

Step 1.2 — Determination of the list of departments,
departments, and other structural units that will be
involved in the project on the part of the recipient and
will be included in the scope of the project - information
can be obtained including, but not limited to, from the
HR department, specialized information systems and
directories of the recipient, and other.

Step 1.3 — Determination of strategic goals and objectives
of the organization in the field of IT and Cybersecurity. -
information can be obtained, including, but not limited to,
from the adopted strategic documents of the recipient,
which define the goals and objectives of the organization,
interviews with the recipient's stakeholders

Step 1.4 - Collection of information on the current state
of cybersecurity in accordance with the domains and
subdomains of the NIST Cybersecurity Framework 2.0 -
information can be obtained including, but not limited to,
interviews with interested representatives of the recipient,
collection of documentary evidence - "artifacts" (acts,
procedures, policies, downloads of software settings,
contracts, regulatory documents, screenshots)

Step 1.5 - Analysis of the information collected in steps
1.2-1.4 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0 - the analysis should

CTPYKTYPA 3BITY

KoskeH 3BiT MOBHHEH CKIAAATHCS 3 II'STH YACTUH:

1. Beryn

2. 1lini Ta 3aBIaHHs, [0 BUKOHYIOTHCS Ha
OIMCaHOMY eTari poOoTH

3. Omnuc MexaHi3MiB 1 MiAX0/IiB, BAKOPUCTAHUX Y
3BITI

4. OcHoBHI criocTepexerHs - CTpykTypa
KITIOYOBUX CTIIOCTEPE)KEHb IIOBUHHA BiAIIOBIiTaTH
CTPYKTYpi (yHKIIOHATBHUX oOnmacTel i
nomeHiB, onucanux y NIST Cybersecurity
Framework 2.0. V 3Biti moBuHeH 0yTu
OTTUCAHMI TMiIXi/I, IKUI BUKOPUCTOBYBABCSI JIs
BHU3HAYCHHS MIOTOYHOI'O Ta I[IILOBOTO PiBHS
3pinocti BigmosigHo g0 the NIST Cybersecurity
Framework 2.0

5. Iixcymku eramy

MOPSII0OK

INPOBEJEHHS POBIT 3
JIATHOCTUKHU TA TITOKPAIIEHHSA PIBHS
3PUIOCTI KIBEPBE3IEKU 3I'IJHO NIST

CYBERSECURITY FRAMEWORK 2.0

Eran 1 —3apnanns A. Bu3sHayeHHsl IOTOYHOIO PiBHS
3pisocTi kidepOe3nexu Penunienra

Kpoxk 1.1 — BusHaueHHs 3ac00iB Ta METO/IiB KOMYHIKaIIi1
(JTMCcTYBaHHSA, €IEKTPOHHA TOIITA, TEICPOHOM UK
IHIIUMU cIToco0aMu) Ta BIMOBITAIBHUX 0Ci0 31 CTOPOHU
PermumienTa Ta [linpsoanka — Menemxepis [Ipoexty
Kpoxk 1.2 — BuzHaueHHs mepemiky BiIifiB,
JIeTIapTaMEeHTIB Ta IHIINX CTPYKTYPHHUX OJIUHUIIb, 110
OyayTh 3alydeHi A0 POEKTY 31 cTopoHU PennrienTa ta
BBII{lyTh B CKOYII IPOEKTY — iH(opMallis Moxe OyTH
OTpHUMaHa y TOMY YHCIIi, ajie He OOMEKYIOUHChH - 3
BILTUTY Ka/IpiB, CrEliali30BaHUX iHPOPMAIIHHUX CUCTEM
Ta JIOBIIHUKIB PenumienTa, Ta iHIIE.

Kpok 1.3 — BusnadeHHst cTpareriqyHux Iijiei Ta 3a1a4
oprasuizauii B oonacti IT ta KibepOesneku. - inpopmartist
MoOJKe OyTH OTpHMaHa y TOMY YHCIIi, ajie He
00MEXYIOUNCh — 3 IPUUHATHX CTPATETiYHNX JOKYMEHTIB
PerumienTa, 110 BU3HAYAIOTH ILTi Ta 3a]1a4i OpraHi3alii,
iHTEpB 10 31 cTeiikxomaepamu PerumieHTa

Kpoxk 1.4 — 36ip inpopmarii mpo moToYHUH cTaH
KibepOe3neKy BiJIOBIIHO JI0 IOMEHIB Ta CyOIOMEHIB
NIST Cybersecurity Framework 2.0 — indopmaris Mosxe
OyTH OTpUIMaHa y TOMY YHUCII, ajie He 0OMEXYIOUUCH — 3
MPOBEJIEHHS 1HTEPB 10 3 3aIliKaBICHUMH
npeacTaBHUKaMu PennmienTa, 30ip JOKyMEHTAIBHUX
JIOKa3iB — «apTedakTiBy (aKTiB, MPOIETYp, MOTITHK,
BHBaHTa)XKCHb HAJIAIITYBaHb IIPOrPaMHOT0 3a0e3IeYeHHs,
JIOTOBOPIiB, HOPMATUBHUX JOKYMEHTIB, 3HIMKIB €KpaHIB)
Kpok 1.5 — Anaunis 3i6panoi Ha kpokax 1.2-1.4
iHpopMallii Ha BiIOBIIHICTE BUMOTaM JJOMEHIB Ta
cyonomeniB kibepoOesnexku NIST Cybersecurity
Framework 2.0— anasi3 NOBUHEH BKIIOYATH B ceOe OIHC
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include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used

Step 1.6 — Based on the information analyzed in step 1.5,
determine the current cybersecurity maturity level in
accordance with the NIST Cybersecurity Framework 2.0.
The maturity level is defined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105 to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (tab Diagnostics (/IiaraocTrka)) to the
spreadsheet (Forma_Diagnostyky OKI.xIsm file)
provided by the Activity and filled by the provider.

Step 1.7 — Preparation of the report based on the results
of stage 1, which includes a completed spreadsheet based
on the results of step 1.6

Step 1.8 — Agreeing with the recipient and the Activity of
the report based on the results of the stage (within a
physical or online meeting)

Stage 2 — Task B. Determination of the Recipient's
target cybersecurity maturity level. Development of
Recommendations for acquiring the recipient's target
cybersecurity maturity level in accordance with the
NIST Cybersecurity Framework 2.0. Development of
the Roadmap for the implementation of the
Recommendations for the acquisition of the target
level of the Recipient's cybersecurity maturity in
accordance with the NIST Cybersecurity Framework
2.0

Step 2.1 - Conducting interviews with management and
key stakeholders to determine key areas for improving
cyber security in terms of the organization's goals and
objectives - information may be obtained including, but
not limited to, the recipient's adopted strategic documents
defining the organization's goals and objectives ,
interviews with the recipient's stakeholders

Step 2.2 — Determination of the available resources of the
recipient in the field of cyber security - information can
be obtained, including, but not limited to, from existing
regulatory and legal documents, a description of the
organizational structure, a description of projects,
inventory documents, interviews with stakeholders of the
recipient

Step 2.3 — Analyze and identify priority cybersecurity
categories and subcategories for improvement according
to the NIST Cybersecurity Framework 2.0 based on, but
not limited to, the results of step 1 and steps 2.1, 2.2.
Step 2.4 - Determination of the target maturity level of
cyber security based on the goals, objectives, available
and minimum required resources and the results of steps

MPOIETyPH MEPEBIPKU HA BiIIOBIHICTH BUMOTaM
KOXKHOT'O Cy0/IoMEHa Ta HaBEICHHSIM BUKOPHCTAHUX
JoKa3iB (apTedakTin)

Kpoxk 1.6 — Ha ocHOBI mpoaHnasizoBaHoi Ha kpoi 1.5
iHpopMarii BU3HAYeHHS IIOTOYHOTO PiBHS 3PiTOCTi
kibep6esmekn y BiamosiguocTi 3 NIST Cybersecurity
Framework 2.0. BuznadueHHs piBHS 3pinocTi
BiIOyBa€THCSA HACTYITHUM YHHOM — KOJKHA CyOKaTeropis
omiHIOEThC 1o Kani Bix 0 mo 4 6amis (0 piBers — 0 6a,
1 piBenb — 1 Gasny, 2 piBenb — 2 6anu, 3 piBeHs - 3 Oanwu,
4 piBenb — 4 Gaiy, 6ay NPUCBOIOETHCS B TOMY BUIIAJIKY —
SIKIIO CyOJOMCH MOBHICTIO BiZITIOBIa€ BUMOT'aM PiBHs
3pLIOCTI), MicHsl YOro sKIIo HabpaHo Bix 0 mo 105 GamiB —
e 0 piBeHb Il Oprasizaiii B isiomy, Big 106 mo 211 — 1
piBeHb, Big 212 o 317 — 2 piBens, Big 318 mo 423 — 3
piBeHb, 424 — 4 piBeHs). Bei Oanm BKIIFOYArOThCS MPH
3anoBHeHHI (Bkiaaka Diagnostics ([liarHocTuka) 10
eIIEKTPOHHOI Tabmui ((haiin

Forma_Diagnostyky OKI.xIsm), o Hagae 3aMOBHUK Ta
3anoBHIO€ [1inpsaHUK.

Kpok 1.7 — ITinroroska 3Bity 3a pe3yibraramu Etany 1,
110 BKJIIOYA€ B ceOe 3aI0BHEHY €JIEKTPOHHY TaOJIHUIo 3a
pesynsTatamu Kpoky 1.6

Kpoxk 1.8 — [Torompxennst 3 PerumnieHToM Ta 3aMOBHHKOM
3BiTy 3a pesyabraramu Etany 1 (B pamkax ¢izudnoi un
OHUJIAIH 3ycTpidi).

Eran 2 — 3aBnanus B. BusHaueHHs HijiboBOIo piBHS
3pisocti ki0epOe3nexku Penunienra. Po3podka
Pexomenaniii 1y Ha0yTTs HiILOBOTO PiBHSA 3pijiocTi
Ki0epoe3nexn Penumienta Binmosimno NIST
Cybersecurity Framework 2.0. Po3pooka Jlopo:xHoi
Kaprtu BnpoBaaxenns Pexomenaamiii ais Ha0yTTs
HiJIbOBOro piBHSA 3pijocTi kidepOe3nexku Penunienta
BignmosigHo 10 NIST Cybersecurity Framework 2.0

Kpok 2.1 — [IpoBezeHHs iHTEPB 10 3 KEPIBHUIITBOM Ta
KITFOYOBUMHM CTEHKXOJIIEpaMH JJIsl BU3ZHAYCHHS
KITIOYOBUX HANPSMKIB OKpaIIeHHs KiOepOe3neKu 3
TOYKH 30py IJIEH Ta 3a7a4 opranizamii - iHpopmartis
MoOJKe OyTH OTpHMaHa y TOMY YHCII, ajie He
00MEXYIOUNCh — 3 IPUWHATHX CTPATETiYHNX JOKYMEHTIB
PerumienTa, 110 BU3HAYAIOTH IUTi Ta 3a]1a4i OpraHi3alii,
iHTEpB’10 31 cTelikxonaepamu Perumnienra

Kpoxk 2.2 — BuzHnaueHHs HasBHUX pecypciB PennmienTta B
chepi xkibepOe3neku - iHpopMarltisi Moke OyTH OTpUMaHa
y TOMY YHCII, ajie He 0OMEXYIOUUCh — 3 HasIBHUX
HOPMAaTHBHO-TIPABOBHUX JIOKYMEHTIB, OITHCY
OpraHizamiifHoi CTPYKTypH, OTIHCY MTPOEKTIB,
IHBeHTapH3aLifHUX JOKYMEHTIB, IHTEpB 10 31
creiikxoiiepamu PermienTa

Kpok 2.3 — AHaii3 Ta BU3HaYCHHS MIepIIOYEePTrOBHX, IS
MIOKpaIIeHHsI, KaTeropiii Ta cyOkareropiit kibepoesnexu
srigao NIST Cybersecurity Framework 2.0 xa ocHOBI,
asie He 00MeKyI0UHCh, pe3ynbTatiB Etamy 1 Ta KpokiB
21,22

=DAlI

PAGE 26


https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework

REQ-KYI-24-0209

2.1-2.3 and stage 1. The target level of maturity should be
at least one higher than the existing one.

Step 2.5 — Development of recommendations for
increasing the level of maturity of selected cyber security
domains and subdomains according to the NIST
Cybersecurity Framework 2.0 based on the results
obtained in previous steps

Step 2.6 — Development of drafts of necessary documents
(including, but not limited to, policies, procedures,
instructions)

Step 2.7 — Determining the resources required to
implement the recommendations developed in step 2.5
and the documents developed in step 2.6 (including, but
not limited to, time, personnel, and equipment)

Step 2.8 — Development of a 2-month and 3 years
Roadmap for the implementation of the developed
Recommendations, based on the results of previous steps
and, but not limited to, interviews and discussions with
stakeholders from the Recipient side

Step 2.9 — Developing a report based on the results of
Stage 4 and filling in the Recommendation Plan tab
(Ilman BrpoBamKeHHs pekomerparniiii) of the spreadsheet
(Forma_Daignostyky OKI.xIsm file) provided by the
Activity and completed by the Contractor. The completed
spreadsheet tab must be included in the Stage report.
Step 2.10 — Preparation of the report based on the results
of stage 2

Step 2.11 — Agreeing with the recipient and the Activity
of the report based on the results of stage 2 (within a
physical or online meeting)

Stage 3 — Tasks C-D. Consultative and methodological
support of the Recipient at the stage of
implementation of the Road Map Recommendations
Step 3.1 — Provision of monthly advisory support (to the
Recipient by the provider at the stage of implementation
of the recommendations obtained as a result of stage 2
Step 3.2 — Monitoring by the provider of the progress of
the implementation of the recommendations by the
Recipient on a monthly basis within the framework of the
schedule determined by the Road Map based on the
results of Stage 2

Step 3.3 — Submission of a monthly report within 2
months of the implementation of the recommendations
provided as a result of Stage 2 and the Road Map,
describing the recipient's progress and identified
problems and backlogs (if any)

Step 3.4 — Agreeing with the Activity of monthly reports
based on the results of stage 3 (within a physical or
online meeting).

Stage 4 — Task E. Re-diagnostics to confirm the
Recipient’s achievement of the target cybersecurity
maturity level according to the NIST Cybersecurity
Framework 2.0

Kpok 2.4 — BusHa4eHHs [IUIbOBOT'O PiBHS 3piIOCTI
KiOepOe3neKy BUXO/IS4M 3 LJIeH, 3a/1a4, HassBHUX Ta
MiHIMaJbHUX HEOOXIJIHUX PECypCiB Ta pe3yIbTaTiB
Kpoxkis 2.1-2.3 ta Etamy 1. LlinpoBuii piBeHb 3pinocTi
Mae OyTH HE MEHIIIe HiXK Ha OJJFH O1TBINNIA 32 HATBHUIA.
Kpoxk 2.5 — Po3poOka Pexomenmariit s miaABHIICHAS
piBHS 3plIOCTi 0OpaHUX JOMEHIB Ta CyOIOMEHIB
kibepoesmeku NIST Cybersecurity Framework 2.0, Ha
OCHOBI pe3yJIbTaTiB OTPUMAaHHIX Ha MOMEPEIHIX KPOKaxX.
Kpok 2.6 — Po3po0ka poeKTiB HEOOXiTHUX TOKYMCHTIB
(BKITIOUAIOYH, TA HE OOMEKYIOUYHCH - TIOJIITHK, TIPOLIEITYD,
THCTPYKIIii)

Kpok 2.7 — BusnaueHHsI pecypciB HEOOXiTHUX ISt
BIIPOBaKeHHs PekoMenariit po3poosienux Ha Kporri
2.5 Ta TOKYMEHTIB, pO3p00JIeHHX Ha IONEPEAHIX KPOLli
2.6 (BxIrOUaro4m, ane He 0OMEKYIOUNCH - Yac, IIePCoHal,
00JaTHaHH)

Kpoxk 2.8 — Po3poOka 2-micsraHoi Ta 3-pignoi JopoxKHBOT
KapTu BripoBakeHHS po3pobieHnx Pexomermaiif, Ha
OCHOBI pe3yJIbTaTiB MOMEPEIHIX KPOKIB Ta, aje He
00MEXYIOUHUCh, IHTEPB’I0 Ta 0OTOBOPEHHSIMH 31
CTeHKXoJiepamMu 3i ctoponu Penemnienra

Kpoxk 2.9 — Po3po0ka 3BiTy 3a pe3ynbratamu Etany 4 Ta
3anoBHEHHs BKIaaku Recommendation Plan (ITnau
BIIPOBAKCHHSI PEKOMCH/IAIIii1) CIICKTPOHHOT TaOJIHIII
(daiin Forma Daignostyky OKI.xIsm), o Hagae
3aMOBHUK Ta 3anoBHIo€ [Tinpsaaank. 3amoBHeHa BKIaIKa
CIIEKTPOHHOI Ta0NHUIl TTOBUHHA OYTH BKITFOYCHA JI0 3BITY
3a Eramn.

Kpoxk 2.10 — [TingroroBka 3BiTy 3a pe3ynbraramu Etamy 2
Kpoxk 2.11 — [Toromxenns 3 Penumiearom ta
3aMoBHHKOM 3BiTy 3a pe3ynbraTamu Etamy 2 (B pamkax
(bi3UYHOT UM OHJIAWH 3yCTpiui).

Eran 3 — 3aBaanus C-D. KoncyabraTuBHo-
MeTo/0J0riYHa niaTpumka Penunienta Ha erami
BIpoBa/ukeHHs1 Pexomennauiii 3a J{opo:kHbOIO
Kaptroro

Kpoxk 3.1 — HagauHst niomMicsi9HOT KOHCYJIbTaTUBHOT
miaTpuMku Perumienta [Tinpsaankom Ha etarti
BIIPOBAPKEHHSI Pexomenaariit orpumannx 3a
pesyibraramu Etamy 2

Kpoxk 3.2 — BincniakoByBanHss [liapsgauKoM mporpecy
BIIpOBaKeHHs PekomeHamiii PerumienToM Ha
HIOMICSTYHIH OCHOBI B paMKax rpadiky BU3HAUE€HOTO
Hopoxuporo Kaproro 3a pesynsratamu Etamy 4

Kpok 3.3 — HajjauHsI NIOMiCSYHOTO 3BITY MPOTITOM 2
MiCSIIiB BIPOBAKEHHST PekoMeHaaIiii HaJjaHux 3a
pesyabratamu Etany 2 ta Jlopoxxuoi Kaptu 3 onucom
nporpecy Pennmienrta Ta BUSBICHHX MPoOIeM Ta
BIJICTaBaHb (32 HASBHOCTI)

Kpoxk 3.4 — [ToromkeHHs 3 3aMOBHHKOM IIIOMIiCSIHUX
3BiTiB 3a pe3ynbTaramu BUKoHaHHsS ETamy 3 (B pamkax
(i3UYHOT UM OHJIAWH 3yCTpiui).

Etan 4 — 3apnanus E. [loBTopHa giarHocTuka mist
MiATBEPIKEHHS I0CATHEHHs PennnieHToM nijiboBOro

=DAlI

PAGE 27


https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework

REQ-KYI-24-0209

Step 4.1 - Gather information on the current state of
cybersecurity of NIST Cybersecurity Framework 2.0
domains and subdomains identified in Step 2 as high
priority for improvement - information may be obtained
including, but not limited to, conducting interviews with
interested recipient representatives, collection of
documentary evidence - "artifacts" (acts, procedures,
policies, downloads of software settings, contracts,
regulatory documents, screenshots)

Step 4.2 — Analysis of the information collected in step
4.1 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0— the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used.

Step 4.3 - Based on the information analyzed in step 4.2,
determine the confirmation of the recipient's achievement
of the target level of cybersecurity maturity in accordance
with the NIST Cybersecurity Framework 2.0 - the
analysis should include a description of the procedure for
checking compliance with the requirements of each
subdomain and providing evidence (artifacts) used.

The maturity level is determined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105 to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (Re-diagnostics tab) into the spreadsheet
(Forma_Diagnostyky OKI.xIsm file) provided by the
Activity and filled by the Contractor.

Step 4.4 — Preparation of a report based on the results of
Stage 4, which includes a completed table based on the
results of Step 4.3

Step 4.5 — Agreeing with the recipient and the Activity of
the report based on the results of Stage 4 (within a
physical or online meeting).

piBHs 3pistocTi kidepde3nexn 3rigno NIST
Cybersecurity Framework 2.0

Kpok 4.1 — 36ip inpopmarii mpo noToyHuii cTan
kibepOe3nexu moMeHiB Ta cyomomenis NIST
Cybersecurity Framework 2.0, 1o 6ysi Bu3Ha4eHi Ha
Etami 2, six neprmodeprosi mis [lokpameHHs —
iHpOpMaIis MoXxe OyTH OTpUMaHa y TOMY YHCIIi, aje He
00MEXYIOUNCH — 3 TIPOBEJICHHS iHTEPB 10 3
3aIiKaBJICHUMH TIpeICTAaBHUKaMHu PerumtienTa, 36ip
JOKYMEHTAJIbHUX JIOKa3iB — «apTedakTiBy (aKTiB,
MIpoLeayp, MOJITHK, BUBAaHTA)KEHb HAJAIITYBaHb
MIPOrPaMHOTr0 3a0e3NeUeHHs, JOrOBOPiB, HOPMATUBHUX
JIOKYMEHTIB, 3HIMKIB €KpaHiB)

Kpok 4.2 — Ananis 3i6panoi Ha Kpomi 4.1 indopmarii Ha
BIJIMIOBITHICTE BUMOT'aM JIOMCHIB Ta CyOJOMCHIB
kibepoesnexu NIST Cybersecurity Framework 2.0 —
aHAJIi3 IOBUHEH BKJIIOYATH B ce0e OIKC MPOLEAyPH
MePeBipKU Ha BiAMIOBIAHICTH BUMOTaM KOYKHOTO
cyOZ0oMeHa Ta HAaBEACHHAM BUKOPUCTAHUX JIOKa3iB
(apTedaxriB)

Kpoxk 4.3 — Ha ocHoBi npoanasizoBanoi Ha Kpori 4.2
iH(popMallii BUSHAYCHHS MMiITBEPKCHHS JOCSTHCHHS
PeruriieHTOM HIJBOBOTO PiBHS 3pijOCTi KibepOe3neku y
Bignosignocti 3 NIST Cybersecurity Framework 2.0 —
aHaJli3 MOBUHEH BKIJIIOYATH B ce0e OMKUC MPoLeaypr
HEepEeBIPKH Ha BiJIIOBIHICTh BUMOTaM KOYKHOTO
cyOZoMeHa Ta HaBeACHHAM BUKOPUCTAHUX JI0Ka3iB
(aptedaxriB). BusHaueHHS piBHA 3piIOCTi BiOyBaeThCI
HACTYITHHM YHHOM — KOJKHA CyOKaTeropisi OLiHIOEThCS
o mikaui Big 0 mo 4 6amiB (0 piBers — 0 6an, 1 piBers — 1
Oamy, 2 piBeHb — 2 Oanu, 3 piBeHb - 3 O6anm, 4 piBeHb — 4
OaJn, OaJl MPUCBOKOETHCS B TOMY BHITAJKY — SIKILO
Cy0JIOMEH MOBHICTIO BiJIIOBIIa€ BUMOTaM PiBHsI
3pLIOCTI), Micist YOro sIKIno Habpano Bix 0 mo 105 Gasis —
e 0 piBeHb It opraizaiiii B mijiomy, Big 106 mo 211 — 1
piBeHb, Big 212 no 317 — 2 pisens, Big 318 mo 423 — 3
piBeHb, 424 — 4 piBeHb). Bei Oanm BKIIIOYAIOTHCS TIPH
3anoBHeHHi (Bkiaaka Re-diagnostics (IToropra
JarHOCTHUKA) JI0 eJIEKTPOHHOT Tabmuii (aiin
Forma_Diagnostyky OKI.xIsm), o Hagae 3aMOBHUK Ta
3anoBHIO€ [TinpsIHUK.

Kpoxk 4.4 — I[TiaroroBka 3BiTYy 3a pe3ynsratamu Etamy 4,
IO BKJIIOYAE B ceOe 3all0BHEHY TaOJIUILIIO 32
pesyibratamu Kpoky 4.3

Kpox 4.5 — TToromkenns 3 PerumnieHToM Ta 3aMOBHUKOM
3BiTYy 3a pesynpTatamu Etamy 4 (B pamkax ¢i3ndHOT 94U
OHJIAWH 3yCTpidi)
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Attachment B: Proposal Cover Letter
Hopatok B CynposBigHun nuct

We, the undersigned, provide the attached proposal
in accordance with RFP No. REQ-KY1-24-0209

dated 17 September 2024. Our attached proposal is
for the total price of
(figure and in words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 110 T aIHUCATHCS HIDKYE, HaTaEMO ITPOTIO3UIIIIO i3
3araJbHOIO I[IHOIO

(BKaxiTh WiHY mHdpamMu i MPONHUCOM), IKa JOJAETHCA,
BiMOBIAHO 10 3anuTy Ha HagaHHA mponoswuiii RFP No
REQ-KY1-24-0209 Bin 17 Bepecus 2024 poky.

Mu 3acBiggyemo, 1o iHu 3a3HadeHi y [Ipaiic-nmucri, mo
JOJTAETHCS, AIMCHI TPOTATOM Tiepioay 60 (mricTaecsT)
KaJICHIapHUX JIHIB.

Mu 3acBiggyemo Hamry (iHaHCOBY BiIIOBIJAIBHICTS 1
npuiMaeMo yMOBH oruiatu kommasii «DAI», ski €
OIUTATOIO MICIISt JOCTABKHU Ta MPUHHATTS HaJJAHUX TTOCIYT.

Hamma npomno3wuiist € 000B’13K0BOIO 17151 HAC 3
ypaxyBaHHSIM 3MiH B Pe3yJIbTaTi Oyb-sIKUX 00TOBOPEHb.

Mu posymiemo, 1o kommanist « DAD» He 3000B’s13aHa
npuiimMaty Oyab-sKi MPOIO3HLLii, sIKi BOHa OTPHMYE.
[Mlignuc ynoBHOBaXKeHOT 0COOH:

IM’s1 Ta mocazia yHoBHOBa)KEHOT 0COOH:

Ha3pa oprauizariii:

Anpeca:

Tenedon:

E-mail:

IleuaTka KoMmIaHii:
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Attachment C: Price Schedule / QopaTtok C: NMpanc-nuct

The budget below includes examples of the types of costs that may be included in the budget. Actual budget
submissions may consist of different costs and should be prepared in line with the offerors’ technical
proposal. Please include an accompanying budget narrative linking prices with the work required in
Attachment A. Additional supporting documentation may be requested for any costs included below.

VY Tabnumi HWKYE HaBeACHI BUMOTH A0 MOCIYT. YUYacHWKH TEHJAEpY MOBHHHI MOJATH MPOIO3HIIi, 10
MICTSTh BiINOBIAHY iH(poOpManito Ha ¢ipMoBoMy OnaHKy abo BiAMOBiAHO IO odiuiiiHOro Qopmaty

MIPOTO3UIIi1.

The price could be presented in USD or UAH without VAT/ Yci uinu Hagani B B foapax CIIIA abo

rpuBHi 6e3 I1]IB.

Detailed budget template

Budget narrative
explanation

Ir;e Item Description/Specifications Unit Quantity ngéte ;?it:; Provide brief justification
# | Omnc/Crienmoikanii Opuanns | Kinekicte | I{ina3a on | Bcebkoro for each line item

1 | Program Staffing

2 | Equipment and material

Travel, Transportation, Per

3 Diem
3,1
4 Other Direct Costs/Program
Administration and Services
4,1

5 Benefits/Fee

6 | Other Indirect Costs

GRAND TOTAL IN UAH:

Delivery Period: Click here (o enter text.

NOTE: Offerors must submit comprehensive budget narrative/ budget notes that provide information
on each line item in the budget and explain why these items are needed to implement the activity,
including hourly rates for presented team members and any indirect costs which may occur during the

completion of the assessment).

THE PROPOSAL COST/BUDGET MUST BE SUBMITTED IN A PDF AND EXCEL SHEET.

MNPUMITKA: YyacHUKY OBHHHI MOJIATH BUYEPITHUN OIMKC OIOKETY, KWW MICTUTH iH()OPMAIIIO PO
KOXKHY CTaTTIO BUTPAT Ta MOSCHIOIOTh, YOMY IIi CTAaTTI OTPiOHI JUIA 3IHCHEHHS MisUIBHOCTI, BKIFOYAIOYN
1iHy po0Oouoi TOAWHM CHelianicTiB Ta Oylb-sIKi HENpsMi BHTPATH, IO MOXYTh BUHUKHYTH B TpOIECi
IIPOBEJICHHS OLIHKH. Vloro notpi6ro Hajicnath y popmati daiiny .pdf Ta .xs.
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Price Schedule / Ilpaiic-nuct

Payment
Milestone Description & Amount / Total
No Milestone No. / Required Documentation / Bincotok Due date / price /
) PesyabTar Onuc Ta HeoOXxigHA Bix cymu Hdara Iina
JOKyMeHTalist 3arajibHol
oIIaTHu
Initial Stage: Signing of the 20 working days after signing
Non-Disclosure Agreement the contract between the
(NDA) between OCI and the selected provider and the
selected provider / Activity / 20 pobouux aHiB
IMouaTkoBuii eTamn: MICJIS TiAMUCAHHS JOTOBOPY
MiMMCaHHS YTO/U 1IPO MK 00paHuUM
HeposrosomeHas (NDA) mixk [IOCTa4aJIbHUKOM Ta
OCI ta o6panuM mposaiinepom JisumbHicTIO Ur?: /
: Deliverable A Report: 30 working days after signing
1 l'\’/le!;?::::T#Ji‘gll Assessment of the current OCI 35% the NDA between the OCI ﬂgfn[;plm
cybersecurity maturity level and the selected provider / 30 CILIA
according to the NIST poGOUNX AHIB MiCIIs
Cybersecurity Framework 2.0 / mianucanas NDA mix OKI
3BiT 3a pe3ynpTaTamMu Ta BHOpaHNM
3aBmanusa A: Ouinka nocTa4vaiIbHUKOM
MOTOYHOTO PiBHS 3pLIOCTI
kibepOesnexku OCI BianosigHo
1o NIST Cybersecurity
Framework 2.0
Deliverable B Report: 40 working days after the
Determination of the OCI target completion of Deliverable A
maturity level according to / 40 poGounx aHiB micis
NIST Cybersecurity 3aBepiieHHs 3aBaands A
Framework 2.0
Recommendations for
transitioning from the current
level to the target level.
The roadmap for the
implementation of the UAH/
Milestone #2 / developed recommendations TpH.
5 Pesyanrar No2 for 2 months and 3 years / 40% usb/
3BiT 3a pe3ynbTaTaMu Jojapu
3aBnanHs B: BU3HaueHHS CIIA
inpoBoro piBHsi 3pinocti OCI
BignosigHo mo NIST
Cybersecurity Framework 2.0
Pexomenmariii oo nepexomy
BiJl IOTOYHOTO PiBHS 10
iJIHOBOTO.
JlopokHs KapTa peamizartii
PpO3po0IIeHNX pEKOMEH Al Ha
2 micsi Ta 3 poku
== DAI PAGE 31
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Deliverable C - D Monthly
Report: The progress of
implementation of the
recommendations by the
recipient / Il{omicsunmuii 3BiT 3a
pesynbTatamu 3apnanus C - D:
X1 BUKOHAHHS PEKOMEH Al

45 working days after
completion of Task B (the
report shall capture the work
completed under task C and
D) / 45 po6ouunx AHIB micis
BUKOHaHHS 3aBiaHHs B (y
3BiTi Mae OyTH BioOpakeHO

OJIepIKyBaYeEM pobOTY, BUKOHAHY 3a UAH /
3apnandsMu C ta D) TpH.
3 | Milestone#3/ Deliverable E Report: 25% 20 working days after the Usb/
PesyapTar Ne3 Reassessment of the current Comp|eti0n of Deliverable C AoJL1apu
cybersecurity maturity level & D/ Uepes 20 poGounx CIIA
according to the NIST JTHIB MiCIS 3aBEpIICHHS
Cybersecurity Framework 2.0 / 3asnanb C ta D
3BIT 3a pe3yJbTaTaMu
3aBnanns E: moBTopHa oriHka
MOTOYHOTO PiBHSA 3piJIOCTI
KibepOe3neKu BiIOBITHO 10
NIST Cybersecurity
Framework 2.0
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Attachment D: Representations and Certifications of
Compliance/OopaTtok D: 3asBu Ta liaTBEepAXEeHHAM Npo
BignosigHicTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on
the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIl with a disclosure
statement describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

1. denepanbHUN CHHCOK BHKIIOYEHHX o0ci0 — OOpaHWil y4acHHK
TEHJIepa Hapa3i He € BIJICTOPOHEHUM, TUMYACOBO BiJICTOPOHCHUM abo
BU3HAHHUM TaKHM, IO HE Mae€ IMpaBa YKIAIaTH KOHTPAKT 3 OYy/b-SIKHM
(enepanbHUM OPraHOM.

2. IlinTBep/pKeHHS 3apo0iTHOT mIaTh kepiBHuLTBA — [TonoxkeHHs FAR
52.204-10 Bumarae Bix kommanii «DAID» K TreHepaTbHOTO MiAPSIHAKA
3a KoHTpakTtamu (enepanbHoro ypsimy CIIA 3BityBaTH mpo piBHI
3apoOiTHOI IUIATH M'STH KEepiBHHKIB CyONiApSOHUKA 3 HaWBHIUM
piBHeM 3apoOiTHOi matm B CHcTeMy 3BITHOCTI 3a JOTOBOpaMH
CcyOmiapsITy BIAIOBIHO IO 3aKOHY IIPO IIi3BITHICTH 3a (eaepaTbHIM
¢inancyBaHHsAM Ta npo3opicts (FSRS).

3. Yka3 Ilpesunenra CIIA npo 3a6opoHy GhiHaHCYBaHHS TEPOPU3MY -
BuxonaBiio Haramyetbes, 1o ykasu Ilpesumenra CIHIA Ta
3akoHomaBctBO CIHIA  3a0OpoHSAIOTH  3MIMCHIOBATH  Omepamii 3
¢izngHIME 0cOOaMU Ta OpraHi3alisiMy, OB’ I3aHAMHU 3 TEPOPH3MOM, a

TAaKOXX HagaBaTH IM  pecypcH Ta MATpUMKY. IOpuanany
BIAMOBITANBHICT, 32 3a0e3NedYeHHs JOTPUMAaHHA IHX yKa3siB
IIpesuneHTa Ta  3aKOHOAABCTBa Hece BuKoHaBelb/PerumieHT.

PenumienTy He MO3BOJIAETHCS TPAIFOBATH 3 (I3MYHUMH OCOOaMHU Ta
OpraHi3allisiMi, MOB’3aHUMH 3 TECPOPU3MOM, & TaKOXX HaJaBaTH iM
pecypcu Ta miaTpuMmKky. JKomHa momomora abo pecypcH HE MOXKYTh
HagaBaTUCh (DI3UYHUM ab0 IOPUAMYHHM 0CO00aM, SIKi 3HAXOMAATHCS Y
Crucky TpoMalisiH OCOOJIMBUX KaTeropid Ta 3a00pOHEHUX 0Ci0, KU
Bene KasnaueiictBo CIIIA (amB. www.SAM.gov ), a6o y Cmucky
0COOIMBHX KaTeropii OOH (muB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ). Ile
MOJIOXKEHHS 000B’A3KOBO BKJIFOYAETHCS JI0 BCIX JOTOBOPIB CyOmiapsiy /
pillieHb PO HaJaHHA CyOmiApsay, sKi BUKOHYIOTBCS B paMKaX IbOTO
JIOTOBOPY.

4. Toprieng gronpMu — BuKoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Iii IIbOTO KOHTPAKTY 3I1HCHIOBATH TOPTIBIIIO JIOJBMH (SIK BU3HAUCHO Y
[IpoTtokoni momo 3amoOiraHHs, NPOTHIIT Ta MOKAPaHHS TOPTiBIi
JIIOJIBMH, OCOOJMBO JKIHKaM¥ Ta JITBMH, SIKMH J0MoBHIOE KOHBEHIIi0
OOH m1o10 NpOTHIIT TPAHCHAIIOHATFHOT OPraHi30BaHOT 3I0YMHHOCT ),
OIUIauyBaTH KOMEpLiHHI CeKCyaJbHI MOCIYrM Ta BHUKOPHUCTOBYBATH
MIPUMYCOBY ITpAIIO.

5. IMixTBepKeHHS Ta PO3KPUTTS iH(GOPMAIIi OO0 MIATEXIB 3 METOI0
BIUIMBY Ha JesKi QeaepanbHi TrocmoJapcbki omepamii — YdacHHK
TeH/iepa MiATBEPIKYE, 10 JOTPUMYETHCS 3apa3 Ta JOTPUMYBATUMEThCS
i Hamami Bumor FAR 52.203-11 «IlinTBepmKeHHS Ta PO3KPUTTA
iHdopmarii momo mIaTexiB 3 METOI BIUIMBY Ha JesKi QeaepaybHi
rOCIIOAAPChKI oneparii».

6. OpraHizaiiifHuii KOHQIIKT iHTepeciB — VYYaCHHUK TEHAEPY
HiITBEPDKYE, IO HOMY He BiOMO Mpo Oyab-siKy iH(opMmaliio, ska
CTOCY€ThCS iICHYBaHHS Oy/Ib-SKOTO MOTEHIIITHOTO KOH(IIIKTY IHTEpeCiB
oprauizarii. Y9acHUK TEHIEpY TaKoX MiATBEPIKYeE, IO SKII0 HOMy
CTaHe BIIOMO Mpo iH(OpPMAIiIo, SIKa Ma€ BiTHOMICHHS O MOJIABOCTI
ICHyBaHHSI OTEHIIHHOTO KOH(IIIKTY, YYacCHUK TEHIEePY HEBIOKIIATHO
Hajae kommnaHii « DAl» 3BiT, 1e po3KpHuBaeThes Taka iHpopMaILis.

7. 3abopoHa cerperaitii MiCIlb CHiJIBHOTO KOPHCTYBAaHHS — YYacHHUK
TeHJepa MiATBEepIKYE, Mo ToTpuMyeThes FAR 52.222-21 «3abopoHa
cerperaiii MiCIb CIIIIbHOTO KOPUCTYBAaHHSD).
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8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the Performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

8. PiBHI MOXIHMBOCTI — Y4YacHHK TEHAEPY IMiATBEp/DKY€E, MO HE
3IIHCHIOE TUCKPUMIHALIIIO IPOTH Oy Ib-SIKOTO IpaliBHIKa a00 3assBHUKA
3a BIKOM, CTATTIO, PEIITi€l0, 1HBANiJHICTIO, Pacolo, MEPEKOHAHHIMH,
KOJIbOPOM IIKipH 200 HalliOHAIBHICTIO.

9. TpymoBe 3aKOHOMABCTBO — YUYaCHHK TEHAEPY IMiATBEPIKYE, IO
JOTPUMYETHCS BCIX BUMOT TPYAOBOTO 3aKOHOJABCTBA.

10. onoxenns npo dexepanbhi 3akymisiai (FAR) — Yuacuuk TeHaepa
MATBEPIUKYE, IO o3Haifomuenuid 3 IlomokeHHsAM Tpo (enepaibHi
sakyniBini (FAR) 1 He mopymrye J>KOZHOTO MIATBEPPKSHHS, IO
BHUMAraeThCs 3TiHO 3 BianmoBinauMu HopMamu FAR, y Tomy guci, ane
He 00MeXyIOUHCh MiATBEpHKEHHIMH CTOCOBHO JIOOiIOBaHHSA, Xabapis,
MOYKITUBOCTI PpiBHOTO MpaleBIaIlTy BAHHS, KOMITEHCALiHHOT
JMUCKpUMIHAIlli, Ta IUIaTeXIB 3 METOI BIUIMBY Ha QenepaibHi
rOCHOAAPCHKI omepartii.

11. loTpuMaHHS BEMOT MPAIliBHUKAMHU — YYacCHUK TEHAEPY rapaHTye,

10 BUMaraTHMe BiJl YCiX IpaliBHUKIB, FOPHIUYHUX Ta (Bi3UIHHUX 0Cib —
HaJaBadviB IOCIYT y 3B’s13Ky 3 BHKOHaHHSAM J[OrOBOpYy Ha 3aKyIiBIIIO
xommadii «DAIl» noTpuMyBaTnch BUMoT BianosigHoro [loroBopy.

[omatoun mpomo3uLilo, YYacHHKH TEHIEPY LUM IOTOUKYIOTHCS
MOBHICTIO BUKOHYBATH YMOBH Ta MMOJI0KEHHST BUIIE3TaIaHOTO Ta BCHOTO
BiAnmoBiHOTO (enepanpbHoro 3akononasctBa CIIA, mo 3a3HadyeHe y
bOMY JOKYMEHTI, a TaKoX IMpH YKJIaJeHHI JOTOBOPY MOBHHHI OyTH
TOTOBI MiAMMCATH I1i 3asBU Ta MiATBEPAKECHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for DAI’s
Vendors, Subcontractors & Grantees / [lopaTok E: IHCTpyKUil woao
OTPMUMaHHA YHiKanbHoro igeHTudikaTopy opraHisauii (SAM) —
noctavyanbHUKKU, CyONiapAAHUKNA Ta rPaHTOOTPUMYBaYi KomnaHil «DAI»

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is contingent
upon the winner providing an Unique Entity ID (SAM)to DAI. Organizations who fail to provide an Unique
Entity ID (SAM) will not receive an award and DAl will select an alternate vendor/subcontractor/grantee.

Note: There is a Mandatory Requirement for your Organization to Provide a Unique Entity ID (SAM) to
DAI

. SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive first-
tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an Unique
Entity ID (SAM) prior to signing of the agreement. Your organization is exempt from this requirement if the
gross income received from all sources in the previous tax year was under $300,000. Please see the self-
certification form attached.

Il MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified
and FAAs) with a value equal to or over $25,000 and performing work outside the U.S. must obtain an
Unique Entity ID (SAM) prior to signing of the grant. All U.S. organizations who are recipients of first-tier
monetary grants of any value are required to obtain an Unique Entity ID (SAM); the exemption for under
$25,000 applies to foreign organizations only.

NO SUBCONTRACTS/POs ($30,000 + above) or MONETARY GRANTS WILL BE SIGNED BY
DAI WITHOUT PRIOR RECEIPT OF AN UNIQUE ENTITY ID (SAM).

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making
it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the US Government. The Information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranbHa indopmanis:

Crucauii orusix mnorounux Bumor ypsiny CIHIA — ynikanbHuii ineHTudikarop opuanasoi ocooun (SAM)
[ounnatoun 3 4 xBiTHA 2022 poKy, IOPUIUYHI OCOOM, $IKi BEOYTh IiSUIBHICTH 13 (enepaibHUM YpSIOM,
BUKOPUCTOBYBaTHUMYTh YHIKaNbHUI ieHTH(]iKaTOop ropuauaHoi ocoou (SAM), mo cTBoproeThest Ha caiiti SAM.gov.
VuikanpHuil igeHTudikatop ropumuuHoi ocodbu (SAM) — 1e 12-3HauHuMil  andaBiTHO-IU(PPOBUI KO, SIKHI
KOHTPOJIIOETHCS Ta IPHCBOIOETHCS YPSAAOM 1 HAJICKHUTH ypsiay. BiH gonomarae ypsity CIpoCTHTH MPOLEC iaeHTU(iKamil
Ta TEPEBIPKH IOPUIUYHUX OCI0, TMOJETIIYIOYH W POOJSYM MEHII OOTSHKIMBUM JUIS FOPUAWYHUX OCi0 BeJeHHS
JUSIBHOCTI 3 PeiepabHUM YPSIIOM.

InenTudikarop HagaeTHCS IPUANIHUM 0cO0aM IIiJ yac peecTpaii, abo * Horo MokHa OTpuMartu Ha caiiti SAM.gov
0e3 peectpartii. ITociyru 3 migrBeppkeHHs inentudikatopa mis ypsay CIIA wanae xommanis Ernst and Young.
Iadopmaris, HeoOXigHa AL OTPUMAaHHS YHIKaIbHOTO ifleHTU(]iKaTopa opuanyHoi ocodn (SAM) 6e3 peectpanii, —
MiHiMabHa. [nenTrdikaTop miATBEpIUKYE JIMIIE IOPUIMYHY Ha3BY Ta ajpecy Bawloi opranizauii. Lle miaTBepmxeHHs
TOTO, 1110 Ballla OpraHi3ailis € TUM, 3a Koro cebe BHJIAE.

— DAI PAGE 35



REQ-KYI-24-0209

VHikanpHU# iaeHTH(IKATOP PopuarndHoi ocoou (SAM) HagaeThecst 0€3CTPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unigue entity identifiers. This system was retired by the US Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing
in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucaunii orysg kosmmHix Bumor ypsixy CIIHA — DUNS

VHiBepcanbHa cucrema Hymepaiii ganux (DUNS) — e cucrema, po3po06iieHa i KOHTpoJibOBaHa Kommaniero Dun and
Bradstreet, sika mprcBoO€ Cy0’€KTy rOCIOIAPIOBAHHS YHIKAIbHUHN B’ ATH3HAYHUI nU(poBuii inenTudikatop. Taka
CHCTEMa € CBITOBHM CTaHAapTOM 1 paHime BHKOpUcTOByBajachk ypsimom CLIA st mpuCBOEHHS yHIKaJIbHHX
ineaTudikaropiB wopuandHUM ocodam. 4 kBiTHA 2022 poky ypsa CLIA npunmuHWB BHKOPUCTAHHA ITi€] CUCTEMH i
3aMiHMB ii Ha yHIKaIIbHUH ineHTH(iKaTOp PopuandHoi ocodu (SAM). [licns 4 keiTas 2022 poky denepanbHA ypsiI He
BuMaratume Homep DUNS.

Sxmo ropunmaHy ocoly Oyio 3apeecTpoBaHo Ha caiTi SAM.QOV (3 akTUBHOK ab0 HEAKTUBHOK PEECTPAILIEIO),
VHIKapHUN ienTrdikarop ropuandaoi ocoou (SAM) OyB NpUCBOEHHI 1 TOCTYITHUIA JJIS IEPETIISAY B OOIIKOBOMY
3amuci opraHizamii Ha caiiti SAM.QOV e g0 mepexoay, skud BimOyBcs 4 kBiTHA 2022 poky. YHIKanbHUi
ineHTudikarop opuandHOi ocodou (SAM) MOoKXHA 3HAWTH, YBIHIIIOBIIN 10 CHUCTEeMH Ha caiiti SAM.QoV i BuOpasmun
Bi/uKeT «YTipaBiiHHs opraHizauieto / Entity Management» y cBoemy po6o4omMy rnpoctopi abo yBIfIIOBIIN 10 CHCTEMH
1 BUKOHABIIIX MOMYK 1H(GOpMALii Tpo I0pUIUIHY 0C00Y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a UE
ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Information about OCI/ JoaaTok F: IHcphopmauisa npo OKI
The table below provides basic information about the OCI and its scope.

VY Tabnumi HIK4Ye HaBeneHo 6a30By iHpopMartito mpo OKI Ta ioro macmiTa0.

The State of Archival Service of Ukraine/

Name of OCI / Ha3sa OKI . .
JepxaBHa apxiBHa cay:k0a YKpainn

Official Website / Odiriitanii Be6-caiit https://archives.gov.ua/
Number of employees / KinbkicTs mpariBHUKIB 68

Number of main divisions (departments) / KinbkicTb 6

OCHOBHUX CTPYKTYpPHHUX MiAPO3IiNIiB (IeTmapTaMeHTiB)

Number of regional offices / KinbkicTs perioHanbHuX 1
IIPEACTaBHUILITB

The number of informational systems, administrated

or managed by OKIs / KinbkicTs iHhopMaIifHux 5

CHCTEM, aJMiHICTpaTOpaMu ad0 pO3NOPSITHAKAMU

skux € OKI
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Attachment G: Past Performance/ QogaTtok G: [locBig po6oTu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past
three years will be considered.

HpOCI/IMO BKJIIOYHUTH 3aMOBJICHHA, SIK1 HaﬁKpame iJ'IIOCTp}/IOTI: Baln HOCBiH p06OTI/I, aKTyaJ’IBHI/Iﬁ 1 ObOTO 3aHI/ITy, INOYMHAK4YM 3 OCTAaHHBLOI'O

3aMOBJIEHHS. bepyThcs 10 yBaru nociyru 34iiCHeH] POTAroM MUHYJIUX TPOX POKIB.

Ne | Project | Description Client name/ Price in Period of works | Completed in Transfer and Type of agreement,
Title/ of phone number, UAH/ (Start-End time (yes/no)/ acceptance act subcontract, grant, order
Hassa | Activities/ e-mail/ Bapricts y Dates)/ atu 3aBepIieHo y signed (yes/no)?/ (fixed price, with
MPOEKT Ormuc Hasga kiienra/ IPH. MOYATKY 1 crpok (Tax/Hi) | Yu miamucano aktu | reimbursement of expenses)/
y JUSTBHOCTI HOMEp 3aBEPIICHHA MpUAMaHHS- Tun yroau, 10roBopy
tenedony, e- pooiT nepenavi pooit? cyOminpsmy, TpaHTy,
mail (Tax/Hi) JIOTOBOPY Ha 3aKyMiBIIO (3
(hikcoBaHOIO LIHOIO, 3
Bi/IIIKOIYBaHHSM BHUTPAT)
1
2
3
4
)

=DAlI
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Attachment H: Proposal Checklist/
Hopatok H: Yek-nuct npono3unuii

Offeror: Have

you?

D Submitted your proposal to DAI electronic E-mail address UkraineCCl Proposals@dai.com (as specified in the
General Instructions above?

Does your proposal include the following?
|:| Signed Cover Letter (use template in Attachment B)

|:| Price Proposal (submitted in PDF and Excel format)
D Technical Proposal (including CVs for each team member, Certificates for experts)
D Past Performance (use the template in Attachment G).

|:| Documents used to determine Responsibility (As required in section “Responsibility

Determination”):

1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,

including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
A brief overview of the company, including professional achievements.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment G)

ouvkwnN
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