Request for Proposals (RFP) /
3annT Ha HapgaHHA npono3uuil (3anuT)

USAID Cybersecurity for Critical Infrastructure (USAID Cybersecurity)
USAID Kibepbesrnieka kpumu4Ho saxrusoi iHgppacmpykmypu (USAID Kibepbesreka)

REQ-KYI-24-0208

Provision of services for diagnostics of the cybersecurity level of critical
infrastructure objects according to the NIST Cybersecurity Framework 2.0 for the
USAID Cybersecurity Activity

HadaHHs1 nocnyz 3 diagzHocmyeaHHs1 pieHsi kibepbe3neku o6’ckmie Kpumu4Hoi
iHgppacmpykmypu 32i0H0 NIST Cybersecurity Framework 2.0 dnst npoekmy USAID
Ki6bepb6e3neka

Issued by: DAI Global, LLC
BudaHo: DAl Global, LLC

Issue Date: September 16, 2024
Lama: 16 eepecHs 2024

WARNING: Prospective Offerors who have received this document from a source other than DA,
should immediately contact UkraineCCIl _Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NONEPEOXXEHHA: MNoTeHuinHI YyacHUKn TeHaepy, ki oTpumanu Len AOKYMEHT 3 [Keperia iHLWoro,
Hi>k komnaHis «DAIl», noBuHHI HeranHo 3BepHyTuCcs Ao UkraineCCl_Procurement@dai.com Ta Bka3atu
Ha3By Ta afpecy CBOEI KoMnaHil, o6 NpsiMo Ha uto agpecy iM MoxHa Byno HagcunaT 3miHu 4o Lboro
3anuTy abo iHWi NoBigOMNeHHs. Byab-akMi NOTEHUINHUIA YYacHUK TeHAEpY, SKMM TakKMM YUMHOM He
BUABUTb CBOK 3allikaBreHicTb, OGepe Ha cebe nNOBHY BIiANOBIgANbHICTL Yy pasi HEOTPUMAaHHSA
noBigOMMeHb [0 KiHUEBOro TepMmiHy MoAdaHHA npono3uuil. byab-aki 3miHM 0o uboro 3anuty
HaL4CUATUMYTUCS €NTEKTPOHHOIO MOLLUTOHO.

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)
CTtucnuu ornsag 3anuTy Ha HagaHHSA npono3uuil (3anuT)

1.RFP No. REQ-KYI1-24-0208
2.Issue date: September 16, 2024
3.Title

Critical  Infrastructure = Cybersecurity  Incident
Preparedness Assessment (CICIPA) for of the Ministry
for Communities, Territories and Infrastructure
Development of Ukraine and its subordinate State
Enterprise " UKRSERVICE  MINTRANSU".
Procurement of services to conduct a diagnosis of the
cybersecurity system of OCI to assess the level of
cyber maturity in accordance with the requirements of
the NIST Cybersecurity Framework and provide
recommendations for improving the state of cyber
readiness under USAID Cybersecurity Activity

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCI_Proposals@dai.com.

5. Deadline for Receipt of Questions

September 27, 2024, Kyiv, 2 p.m. Ukraine Time to
the e-mail address
UkraineCCI_Procurement(@dai.com

Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
questions and answers will be posted publically on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

October 4th, 2024 4 p.m., Kyiv, Ukraine Time to the
e-mail address UkraineCCI Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR THE RECEIPT OF QUESTIONS AND THE E-

1. 3amnT Ne REQ-KYI1-24-0208
2. lata HapanHs 3anuty: 16 Bepecus 2024
3. Ha3Ba

3aKymiBis MMOCIAYr [iarHOCTYBaHHS TIOTOYHOTO PIiBHS

kibepOesneku st MiHICTEpCTBa PO3BHTKY TpOMas,
TepUTOPIN Ta iHPaCTPYKTypH Ykpaian Ta
MiIMOpsSIAKOBaHOTO  WoMy — Jlep)kaBHE — MiAIPUEMCTBO

«YxpcepBic MiHTpancy».

3aKkymiBiasg MOCAYr [JiarHOCTYBaHHS TOTOYHOTO PiBHA
kiOepOesmeku MiHicTepCcTBa PO3BUTKY TPOMaj, TEPUTOPIi
Ta iHQPACTPYKTYpH YKpaiHM Ta MiJHOPSIKOBAHOTO HOMY
HepxaBHe MANPUEMCTBO «YKpcepBic MiHTpaHCy». Ta
HaJaHHSA PEKOMEHJAIiH Ul MOKpAIIeHHS Ta IOCHJICHHS
piBHS 3aXHCTy Bim kibep arak B pamkax mpoekty USAID
Kibepbesmneka

4. EnexTponHa agpeca s NOAAHHS MPONMO3UIIiH

[Ipomo3wuiii MarOTh MMOTABATHCH HA aIIPECy:
UkraineCCI_Proposals@dai.com

5. KinneBuii TepMiH OTpUMAHHS 3aIIUTAHD

14.00 3a MicTIeBUM KHIBCBKHM 4acoM B YKpaiHi 27 BepecHs
2024 poky, Ha aapecy: UkraineCCI_Procurement@dai.com
[MuTanHs Ta 3amUTH Ha PO3'ICHEHHS - 1 BIAMOBIAI Ha HUX
OyIyTh HalaHi B MUCBMOBIH (opMi VIS BCIX OJEP)KyBayiB
3anuTy HA  HANAaHHA ~ TMPOMO3MINI, sAKI  BKa3aau
3aIliKaBJICHICTh y BIAMOBII HA HKOTO. [IMTaHHs 1 BimmoBimi
OyayTb momupeHi, 6e3 inentudikanii 3anuryBada (iB), 1
BCIX MOTEHINIHHUX mpomo3uIlii. KpiMm Toro, muTaHHI Ta
BiANoOBiAl OymyTh posMimieHi mnyOmiyHO Ha T XKe
maThopMi, e pO3MIIICHNH 3auT Ha HAJaHHS TOTTO3HITIH

6. KinueBuii TepMiH OTpUMAaHHS MPONMO3UIIii

16.00 3a micrieBUM KHIBCHKHM YacoM B YKpaiHi 4 ;KOBTHS,
2024 poky Ha agpecy: UkraineCCI Proposals@dai.com

3BEPHITh VBAI'Y, 11O AJIPECA EJEKTPOHOI
[NOTH JJJIA OTPUMAHHSA 3AIIMTAHD TA AJIPECA

MAIL ADDRESS FOR RECEIPT OF PROPOSALS EJ]EKTPOHOI IMOUITU JUIs OTPUMAHHSA
ARE DIFFERENT MMPOINO3UIIN BIAPI3HAKOTHCSA
7. Point of contact 7. Axpeca 1Jisl 3aNUTIiB
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UkraineCCI Procurement(@dai.com

8. Anticipated Award Type

Firm Fixed Price Purchase Order

9. Basis for Award

An award will be made based on the Trade Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility”.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees
should be reported as soon as possible to
ethics@dai.com or by visiting
www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

UkraineCCI Procurement(@dai.com

8. OuikyBaHuii BUA KOHTPAKTY

JloroBip Ha 3aKymiBIIO i3 (JIKCOBAHOIO LIHOIO

9. MMincTaBa 119 yKIageHHS KOHTPAKTY

Pimenns npo ykmamaHHS KOHTPAKTy Oyje MPUIMATHUCh Ha
OCHOBi MeTOAy MOPiBHAIBLHOro aHaJjidy. Konrpakr Oyne
YKJIJIGHO 3 BiANOBIJATbHAM Ta MPUHAHATHUM YYaCHHUKOM
TEHIEPY, SKWH IMOJAacTh Halkparly mporosumiro DAI Ta
KIIIEHTY KOMIIaHii, BAKOPUCTOBYFOUHY TIO€THAHHS TEXHIYHUX
Ta I[IHOBUX/BaPTiCHUX IMOKA3HUKIB.

s Toro, mo0 MPHHHATH y4acTh Yy TEHAEpi, YYaCHUKU
TEHJepy TOBUHHI BiJIIOBIaTH BUMOTaM, BU3HAYCHUM Y
Po3nim «BusHadueHHs BIAMOBIAAIBHOCTIY.

DAI Benme cBOIO MisUTBHICTH BIATIOBIIHO A0 HAWCYBOPIIIUX
€TUYHUX CTaHJapTiB, W00 3a0e3Me4uTd  YECHICTh
KOHKYPEHIIii, MPUIHATHI I[iHU Ta yCHIIIHE HATAHHS ITOCITyT
a00 70CTaBKy sIKiCHUX ToBapiB Ta obOmamHanHsa. DAI He
TEPIUTh KOPYMUii, XaOapHUITBA, 3MOBH YH KOH]IIKTY
iHTepeciB. [Ipo Oynp-siki 3amuTH Ha ormiaty abo MOCIyTH
ciBpoOiTHUKIB DAI ciifi skomMora MIBUAIIE TTOBIIOMIISITH
Ha ethics@dai.com abo BIJIB1IaBIIIA
www.dai.ethicspoint.com. Kpim Ttoro, Oyap-siki crnpobu
KOHTpaKTepa 4YM  CYOHiApSIHWKA  3alpoIOHyBaTH
criBpobiTHHKaM DAI 3a0X04eHHS Ta BIUIMHYTH HA PIIICHHS
He OyAyTh JONMYCKAaTHUCA 1 CTaHyTh IMiJCTaBOIO IS
MUCKBaTi(iKallii, MPUIHHEHHS Ta MOXKJIHUBOTO OJIOKYBaHHS.
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Introdul tion and Purpose / Bctyn Ta MeTta

Purpose

Meta

The purpose of this RFP is to obtain proposals from
suppliers that can provide services to USAID
Cybersecurity Activity (the Activity) DAI Global
LLC to carry out diagnostics for the Ministry for
Communities, Territories and Infrastructure
Development of Ukraine and its subordinate State
Enterprise " UKRSERVICE MINTRANSU" as
per the requirements included in the Scope of
Work of this RFP.

MeToi0 1BOTO 3amUTy € OTPUMAHHS NPOIMO3HWINNA BiJ
MOCTAYaILHUKIB, SKi 3MOXXYTh HAJaTH TMOCIYTH s
npoekty «USAID KibepOesneka» (mami — [IpoexT), axuit
Bukonyetbcsi DAI Global LLC, 3 mgiarHOCTyBaHHS
NOTOYHOTO  piBHA  KibepOesneku, MinicTepcTBa
PO3BHTKY TIpoMaj, TepUTOpiii Ta iHdpacTpyKkTypH
Ykpainn Ta migmopsizkoBaHoro iiomy [lepkaBHe
nianpuemMcTBo «YKpcepBic MiHTpaHCy» 3riiHo BUMOT,
3a3HayeHUX B TexHiYHOMY 3aBaHHI 10 1bOr0 3anuTYy.

Issuing Office

Odic, mo BHIA€ 3aNIMT HA HAAaHHS MPONO3ULIii

The Issuing Office and Point of Contact noted in the
above synopsis are the sole points of contact at DAI
for the purposes of this RFP. Any prospective Offeror
who fails to communicate their interest with this office
assumes complete responsibility if they do not receive
direct correspondence and relevant information
(amendments, answers to questions, etc.) before the
closing date.

Odic, mo Bumae 3anuT HA HAJAHHS TPOIO3UILH, Ta
KonrakTHa 0coba, 3a3Ha4ueHa y CTUCIOMY OTJISIII BHUIIE, €
€IMHOI0 KOHTAaKTHOIO 0co0or B kommadii «DAI» s
IiJIeH HOTO 3anmuTy Ha HaJlaHHS MPOMO3Ullid. by nb-skuit
MOTCHIINHUN YUYacHUK TEHAEPY, KM HE 3apeecTpyBaB
CBOIO 3alliKaBJICHICTh B IbOMY Odici, Oepe Ha ceOe MOBHY
BIMOBIAAJbHICT, Yy BHIIAQAKY, SKIIO BiH He Oyxe
OJIepKyBaTH TIpsIMi  TIOBIOMJIGHHS Ta  BiAMOBIIHY
iHpopmMarrito (3MiHH, BIAIOBIAI HA 3alUTAHHS TOIIO) IO
JIATH 3aKPUTTSI.

Type of Award Anticipated

OuikyBaHuii BUI KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price for the provision of specific
services, goods, or deliverables. It is not adjusted if the
actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all direct and
indirect costs into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

KonTtpakr i3 ¢ikcoBaHoOI0 1iHOI — 1€ BUHAropojaa 3a
3arajbHy (IKCOBaHy IIiHY, 3a HaJaHHI KOHKPETHHX
MOCIIYT, TOBAapiB YM pe3yJbTAaTiB, KA HE KOPHUTYETHCA,
SIKINO (paKTUUHI BUTpATH BUILI a00 HWXKUi 3a (iKCOBaHY
miHy. O9iKy€eThCs, 0 YYaCHUKH TCHIIEPY BKIIOYATUMYTh
yci mpAMi  Ta HeOmpsMi BHTpaTH 10  3arajbHOi
3aIpONOHOBAHOI LiHH.

Hanmanusa mporo 3anmuTy B KOTHOMY pa3i HE 3000B’s3y€
kommaHito «DAI» ykmagaTu JOroBip Ha 3aKymiBimio, i
YyacHUKaM TEHACPY HE BIOIIKOJOBYIOTBCS OYIIb-SKi
BUTpATH, ITOB’s[3aHi 3 MiATOTOBKOIO MPOIO3HIIi.

= DAI
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General Instrul tions to Offeror/3aranbHi iHCTpyKUil

General Instructions

3araabHi iHCcTpyKILii

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer”” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

e Offerors wishing to respond to this RFP must submit
proposals in English in accordance with the RFP
instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions
not modified in the amendment shall remain unchanged.

e [ssuance of this RFP in no way obligates DAI to
award a subcontract or purchase order. Offerors will not
be reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

e Proposals are due no later than October 4th, 2024, 4
p-m., Kyiv, Ukraine Time.

o Please note that Offerors shall submit complete
proposals in electronic form only to
UkraineCCI_Proposals@dai.com.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicate the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the right
not to evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in _the
subject line of e-mails.

e Offerors shall sign, seal, and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

e Offerors shall complete Attachment C: Price
Schedule. Offerors should indicate the total and all-

e «YyacHUK TeHAepy» Ta/abo «CyOmigpsaHuK» O3Hayae
(dhipmy, sika OPOIOHYE BUKOHATH POOOTH B paMKax I[bOIO
3anuTy Ha HazaHHs npomo3unid. «lIpomo3uuis» o3Havae
MaKeT JOKYMEHTIB, sKi ¢ipMa mofae, mod 3alpornoHyBaTh
BUKOHAHHSI pOOIT.

e VYYacHWKH TEHAEPY, SIKi OakKaroTh BIMITOBICTH Ha IICH
3anmurT Ha HaJaHHA TPONO3WINH, TOBHHHI TIOJaBaTH
NPOMO3UIil AHIJIHCHKOI0 BiNOBIAHO [0 I1HCTPYKUIl,
BKa3aHUX y I[bOMY JIOKYMEHTi. YYacHUKH TEHAEPY
3000B's13aHI TEPETrNIIHYTH BCi I1HCTPYKIIi Ta TEXHIYHI
XapaKTePUCTHKH, 1[0 MICTATHCS B [IbOMY 3aIlUTi Ha HaJTaHHS
MIPOTIO3HINH. PHU3MKK HE3MIMCHEHHS IHOTO HEce YYacHUK
TeHAepy. SKIIO 3aMpoIICHHS 10 HaJaHHs IPOMO3HILIiN Oy/1e
3MiHEHO, TOXi BCi MOJIOKEHHS Ta YMOBH, fIKi He OyiH
3MIHEHI, 3aJIUIIATHECS HE3MIHHUMH.

e OnpwIrOIHEHHS IHOTO 3amuTy Ha HaJaHHSA MPOMO3ULIiN
JKOJTHUM YHHOM He 3000B's13ye kommaHito «DAID» yxkmamatu
CyOKOHTpakT a0o JOroBip Ha 3aKyMmiBIIO. YYacHUKaM
TeHepy He OyAyTh BiIIIKOJOBYBaTHCS OYIb-SKi BUTpATH,
MOB's13aH1 3 MIATOTOBKOIO a00 IMOJAaHHIM X MPOIO3HIii. 3a
JKOOHHMX  oOcrtaBuH, kommaHit «DAI» He  Hece
BiJINIOB1IaJIbHOCTI 3a I1i BUTPATH.

e [Ipono3unii matote OyTu monxaHi He mizHime 16:00 3a
MICIICBUM KHiBCBKMM YacoM B YkpaiHi 4 ;xoBTHs 2024
POKY.

e 3BEepHITH yBary, IO MPOIO3HINI MalOTh ITOJTABATHCS
JMile B eJIeKTPOHHOMY BHIJISUIi HA €JICKTPOHHY aJpecy
UkraineCCI_Proposals@dai.com.

e [Ipomo3umii, momani mi3Hime, OyAyTh BIIXWICHI, 3a
BUHSATKOM BHIAJIKIB HaJ[3BHYAHUX OOCTaBHUH Ha PO3CY]
kommaHii «DAI».

o [loganns mpomo3wulii kommanii «DAI» y BiamoBias Ha
el 3amuT Ha HaJaHHS MPOIO3UIA Oyae sSBIATH COOOIO
MIPOTIO3HITIIO Ta CBIIYUTUME TIPO 3roy YYacHUKA TCHAEPY 3
TIOJIO’)KEHHSIMU Ta YMOBAMH, SIKi MICTSTBCS y I[bOMY 3aluTi
Ha HaJIaHHS TPOIO3UIIIN Ta OYAb-TKUX JIOJATKaX JI0 HBOTO.
Kommanis «DAI» 3anumae 3a co00r0 IpaBo HE OIIHIOBATH
HEBIINOBITHY 200 HETIOBHY MPOIO3UIIiIO.

o Y memi nogidomnennn eneKmpoHHO0 ROUWMOI0 MaIOTh
OyTH 3a3Ha4YCHI HOMEp 3aIuTy Ta Ha3BY.

e VYci mpono3uii MOBHHHI MICTHTH CYyNPOBITHHUI JIUCT, L0
Mae Jary, iIITIC Ta MEeYaTKy
YyacHuka TeHAepy. YYacCHUK TCHJIEpY MOAa€ IeH JTUCT y
¢dopwmari .pdf.

= DAI
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inclusive price for services, roll them up, and distribute
them across the listed deliverables in the USD or
Hryvnia (UAH)

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DATI’s bank exchange rate on the transfer day.

e Value Added Tax (VAT) shall not be included in
the Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract
Ne72012120C00002 registered with the Cabinet of
Ministers of Ukraine, having the registration card
Ne4464-24 of August 12,2024,

e Each Offeror and any of its subsidiaries shall submit
only one proposal.

e VYyacHUKM TeHAepy 3anoBHIOOTH Jdomatok C: Ilpaiic-
JUCT. YYacHUKU TEHAEpY IMOBHHHI BKa3aTH 3arajlbHy Ta
BCEOCSDKHY ITiHY Ha IOCITYTH, 3arajibHy I[iHYy Ta PO3MOIITUTH
LiHY 10 BKa3aHUX pe3ynbrarax B gonapax CLLIA abo rpuBHi.

YyacHuku TeHAepy MOBUHI OyTH mpoiH(OpMOBaHi, IO yCi
TUTATeX1 3MIHCHIOBATUMYTHCS B MicHeBiil BaJIOTI 3TiHO 3
3aKOHOJABCTBOM Y KpaiHu. SIKio 1oroBip Oyzae mianucaHo B
nmonapax CIIA, i paxyHOK-(pakTypy HaJaHO B Jojiapax
CIIIA, nporpama CIUIAaTUTh MOCTaYalIbHHUKY B MicHeBii
BANTIOTI (TPUBHSAX) 3a 0AHKIBCBKHM KypcoM  0aHKY
IIpoexTy Ha 1eHb nepeKasy.

e Ilomatox Ha nomany BapTicth (IIIB) He mae OyTH
3a3HavyeHuil y mnpaiic-aucri. Ui mocmyrm mimisraioTh
3BUTBHEHHIO Bim omomatkyBanHs [I/IB BiamoBimHOo 1m0
OCHOBHOrO KOHTpakTy kommaHii «DAI» 3 USAID
Ne72012120C00002 3apeectpoBanum y Kabineti MinicTpis
VYxpainu, peectpauiiina kaptka Ne4464-24 Bin 12 cepnus
2024 poxky.

o KokeH YdacHUK TeHAEpY, Ta Oyab-sAKi HOro JOYipHI
KOMITaHii, MOKe MOJATH JIMIIE OJHY IPOIMO3HILIIIO.

Proposal Cover Letter

CynpoBigHuii JIUCT 70 TPONO3uLil

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall
include the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

o Acknowledge the solicitation amendments received,
if applicable.

IIpomno3uilis Mae BKIIOYATH CYNPOBITHUN JIHCT Ha
¢ipmoBoMy OnaHKy YuacHHKa TEHAEPY, CKpiIUICHUN
MIIMTACOM HAaJSKHUM YWHOM YIIOBHOBaXKEHOI ocobu Ta
IITAMITOM/TICYaTKOK KOMIIaHii 3 BUKOPUCTaHHAM JlomaTKy
B B sxkocti mabnonHoro ¢opmary. CynpoBigHHNA JIHUCT
MMOBHUHEH MICTUTH TaKi IMyHKTH:

e VYacHWK TEHAEPY IOBHHEH INATBEPAUTH IEPiof
YUHHOCTI 3alPONIOHOBAHUX IIiH POTATOM 60 KaJeHTapHUX
JTHIB.

e [linTBep/KEHHS OTPUMAaHHS TEHIEPHHUX MPABOK, SKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHA CTOCOBHO 3aMUTy

Each Offeror is responsible for very carefully reading
and fully understanding the terms and conditions of this
RFP.

All communications regarding this solicitation must be
submitted via e-mail to
UkraineCCI_Procurement(@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions SHOULD NOT be submitted to
UkraineCCI_Proposals@dai.com.

No questions will be answered by phone. Any verbal
information received from a DAI or

Koxen YyacHUK TeHAEpPY € BINMOBIAaTBHUM 3a JyXkKe
YBa)XHE MPOYUTAHHS I[HOTO 3alUTy Ta MOBHE PO3YMIHHSA
Horo yMOB. Yce CHUJIKYBaHHS CTOCOBHO IBOTO 3aIUTy Mae
HAJCUJIATHCh  CIIEKTPOHHOKI  TOMITOK  HAa  ajpecy:
UkraineCCI_Procurement@dai.com He mi3HilIe [1aTH,
3a3HaveHol Buie. Bei oTpuMaHi 3anuTanHs OyayTh 3i0paHi,
1 BIATIOBi1 HA HUX OyAyTh HaliCIaHi €IIEKTPOHHOIO TOIITO0
yCiM 3aIliKaBJICHUM YYacHUKaM TCHIEPY.

3anutanuas HE MAIOTDBb mnogaBatucs 3a aapecoro
UkraineCCI_Proposals@dai.com

Biamosigi Ha Oyap-ski 3amuTaHHS He OyAyTh HajaHi IO
tenedony. byap-ska BepbanbHa iH(pOpMaIlisl, oTpuMaHa Bix
MpalliBHUKA KOMIaHii «DAI», abo TIPOEKTY

= DAI
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USAID/Cybersecurity employee or other entity shall not
be considered an official response to any question
regarding this RFP.

USAID/Kibep0Oe3reka uu iHIIIOT opraHizailii, He BBaXKa€ThCs
oQiIiiiHO BIANOBIAAI0 Ha OyAb-IKE 3alUTaHHS 00
IIHOTO 3auUTy Ha HATaHHS MTPOTIO3UITIH.

Instructions for the Preparation of Technical
Proposals

IncTpyKuii 1010 NiArOTOBKYM TEXHIYHUX MPOMO3UILii

Technical proposals shall be sent in a separate
attachment from cost/price proposals and clearly labeled
as “VOLUME I: TECHNICAL PROPOSAL”.

Technical proposals shall

contents:

include the following

1. A document in MS Word of approximately maximum
3-5 pages that responds to the evaluation sub-criteria
“Technical Approach”. Description of the proposed
services which meet or exceed the stated technical
specifications or scope of work. The proposal must
show how the Offeror plans to complete the work
(specific steps that will be taken to produce the outputs
listed in attachments A and C) and describe an approach
that demonstrates the achievement of timely and
acceptable Performance of the work. In this section, the
Offeror must also show an understanding of the services
desired and how they intend to design a product that will
satisfy their client.

2.Management _approach — Description of the
Offeror’s staff who will be assigned to the project and

their roles and responsibilities. The proposal should
describe how the proposed team members have the
necessary experience and capabilities to carry out the
Technical Approach. This section should also include
the Offeror’s Approach to communicating with DAI as
well as a timeline for delivering the required services.
CVs and Certificates for each team member are
mandatory to be provided.

3. Past Performance — Provide a list of at least three (3)
recent awards of similar scope and duration. The
information shall be supplied as a table and shall include
the legal name and address of the organization for which
services were performed, a description of work
performed, the duration of the work and the value of the
Contract, a description of any problems encountered and
how it was resolved, and a current contact phone number
of a responsible and knowledgeable representative of
the organization. See Attachment G.

4. Experience in addressing the needs stipulated
under “Additional task to task C at the request of
the OCI“. Offerors to provide information related

TexHivHI TTPOITO3HUIIii TOBUHHI OyTH HAIICIaHI B OKPEMOMY
JIOJTATKY OKPEMO BiJI IIIHOBOT POTIO3HIIiT i MAFOTh Oy TH YiTKO

MapkoBadi K «TOM I: TEXHIYHA ITPOIIO3UIS».

TexHiI4HI MPOTO3UIIiT HOBUHHI MICTUTH TaKi TOJIOKCHHS

1. Joxkyment y MS Word, o06'eMmom mnpubmuzHo 3-5
CTOPIHOK, SKHH  BIATOBiNAaE€  MIAKPUTEPISIM  OIIHKH
«Texniyanii miaxiny. VY mnpomo3unii MOBUHHO OyTH
MOKAa3aHo, K YYacHHUK TeHAEPY IUIaHy€e 3aBEPIIUTH POOOTY
(KOHKpeTHI KpOKH, SKi OyAayTh BXKHTI JUIsI OTPUMaHHS
pe3ynbTaTiB, nepenidernx y Jlomarkax A ta C), Ta omucaHo
MiAXij, sSIKHii AEMOHCTPYBaTUME 3a0€3IeYeHHS CBOEYACHOTO
Ta TPUAHATHOTO BHUKOHAHHSA poOIT. Y IbOMY pO3IiJi
VYdyacHUK TeHJIepy IOBUHEH MPOJIEMOHCTPYBATH PO3YMIHHS
OakaHMX TOCIYT Ta TOTO, SIK BOHU MalOTh HaMip CTBOPUTHU
HPOIYKT, IKAH 3aJ0OBOJILHUTD iX KIII€HTA.

2. YnpaJjincekuii miaxin — Onwc mepcoHany YJacHHKa
TEHIEPY, KU OyJie 3aKpillJICHO 3a MPOEKTOM, sKa Oyme ix
POJIb Ta BiANOBINANBHICTh. Y TPOMO3HIIIi CIIi/I OMUCATH, IO
3aMpoNOHOBAHI YWICHH KOMaHIM MalOTh HEOOXiTHUHN JOCBI
Ta MOXJIMBOCTI M1l BUKOHaHHA TexHigHoro migxomy. Llei
pO3AUI TOBMHEH BKIIOYATH TMiAXiJ Y4YacHHKAa WIOAO
komyHikamii 3 DAI, a Takox rpadik HagaHHS HEOOXiIHUX
mociyr. OO0OB’sI3k0BO  MOTPiOHO Hamatu Pesrome s
KOXHOro ujeHa komauau ta Ceprudikary.

3. JocBin po6oru — Hapaiite crmcok moHaiiMeHme 3
(TppOX) OCTaHHIX KOHTPAKTIB AHAIOTIYHOTO 00CATYy Ta
TpuBanocTi. [Hpopmauis momaeTbes y BHUIIIAAI TaOmumi i
BOHAa IIOBUHHA MICTUTH IOPUIMYHY Ha3By Ta aJpecy
opranizarii, sKili HamaBaJlUCsS TOCITYTH, OMHAC BUKOHAHUX
poOiT, TpuBamicTh POOOTH Ta BAapPTICTh KOHTPAKTY, OIUC
Oyab-kuX mpoOjeM, 10 BUHHUKAIW, 1 SK BOHH Oynn
BHUPpIIIICH], a TaKOX MIHCHUI KOHTAaKTHUH HOMep TenedoHy
BIMIOBINATPHOTO Ta  KOMIETEHTHOTO  TIPEJCTaBHHKA
opranizarii. lusucs [lomatok G.

4. HocBim aJsi 3aA0BOJIEHHSI NMOTPed, BU3HAYEHUX Y
po3nini «logaTkoBe 3aBaaHHs 10 3aBaaHHs C HA 3amUT
OCI». YvacHMKH HajawThb iHoOpMalLil0 CTOCOBHO
JIOCBixy, cBOIX cIiBPOOITHUKIB i 3aBepIllIeHUX 3aBIAHD.

= DAI
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to the specific experience the company and its
employees have and the tasks completed.

Services Specified

BuzHaveHHs mocjyr

For this RFP, DAI needs the services described in
Attachment A.

VY 3B’s3Ky 3 UM 3anuToM Ha HajaHHS npomosuiin DAI
moTpeOye Mmocnyr, ki onmcadi B JlonaTky A.

Technical Evaluation Criteria

Kpurepii TexHiuHoi o1liHKH

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors and cost/price,
when combined, are considered significantly more
important than cost/price factors alone.

Koxna mnpomosuriiss Oyae OIHIOBATHCS BiAMOBIIHO [0
KPHUTEPIiiB OLIIHKH Ta CyOKpHUTEpiiB OLIHKH, sKi BKa3aHi B
Tabnuill Hwk4de. 1[iHOBM MpPOIMO3MINI HE OLIHIOKTHCI 3a
0aJbHOI0 CHCTEMOIO, OJHAK I IUIeH 3arajbHOl OI[IHKH
[LOT0 3aMUTy Ha HAJAaHHS MPOMO3UIIiH, PaKTOPH TEXHIUYHOT
OIIIHKHK, BapTOCTI/IIIHKA, MPH iX MOEJHAHHI BBAKAIOTHCS
3HAYHO OLNBII BAKIUBUMH, HIXK (paKTOPH BapTOCTI/I[IHH.

NOTE: The proposal will be evaluated and scored on
technical aspects first. Only the price proposals of those
Offerors that pass the minimum qualifying score of 70
points in the technical evaluation will advance to cost
evaluation. Proposals not reaching this qualifying score
in the technical evaluation will be considered non-
competitive and will not be evaluated.

MHPUMITKA: Ilpono3unito Oyae OLiHEHO B MEPIIy Yepry
3a TeXHIYHI acrekTu. Jlumme I[iHOBI MPOMO3MINI THX
YuacHWKIB, SKi TiJ dYac TEXHIYHOI OIlIHKM HaOpamu
MiHIManbHUN KBanidikauiiiauit 6an y 70 GamniB, nmepeinyTb
IO eTarry OIliHKHM BapTocTi. [Ipomo3wurtii, siki He HaOpamu
Oro KBamidikaiifiHoro Oajly B TEXHIYHIM OI[iHII,
BB2KATUMYThCSl HEKOHKYPEHTOCITPOMOXKHUMU Ta HE OYyTh
OLIIHIOBATHUCH.

Technical Competence as presented in the Technical
Proposal with the possible 100 points in total made up
as follows:

Technical Competence — presented in the Technical
Proposal (100 points in total)

Technical Approach (30 points)
Management Approach (25 points)
Past Performance (25 points)

Additional task to Task B at the request of the OCI
(20 points)

TexHiYHa KOMIIETCHTHICTB, NPEICTaBIcHa B TeXHIUHIH
nporo3uitii, i3 100 MOXJTHBUMH 3araJIbHUMH OaaMHu
(hOpMY€ETHCS HACTYITHHUM YHHOM:

TexHiYHa KOMIIETCHTHICTh — TIPEJICTaBIICHA B TEXHIUHIH
npono3uiii (3aramom 100 Gaig)

Texniunmii miaxix (30 Oamnis)
YnpapaiHcbkuii miaxin (25 6aig)
Hocein podoru (25 6anis)

JlonaTkoBe 3aBaanHs 10 3aBAaHHsa B Ha 3anut OCI
(20 GauiB)

= DAI
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Evaluation Criteria/ Kputepii odiHkun

Offerors shall provide a clear, specific, and concise YdacHUKM TeHIAEPY MOBHHHI HaJIaTH Y4iTKY, KOHKPETHY Ta
technical proposal that covers both the conceptual and crucny TexHIUHY TpPOMO3MLII0, SKa OXOIUIIOE SIK
practical approaches and addresses the following in the KoHIenTyaabHMI, Tak 1 MPAKTHYHUN MAXOOU Ta

order specified below:

CTOCY€ThCA HACTYMHOTO Y TIOPS/AKY, 3a3HAYCHOMY
HIDKYE:

Evaluation Criteria/ Kpurepii oninku

Technical Approach /
TexHiYHUHT TiaXIiT

The proposal is expected to contain the full description of the technical
approach and will be evaluated based on how well it addresses the task
based on the requirements of the RFP, including:

e a detailed methodological approach to conducting diagnostics and
evaluating the current level of cybersecurity level according to the
NIST Cybersecurity Framework 2.0;

e a detailed methodological approach to the development of
recommendations, high-level design (HLD) and operational model

e clarity and comprehensibility of the procedure for determining the
duration of work.

e a methodology for developing recommendations and a roadmap for
their implementation/consultation support for the object of critical

infrastructure, 30points /

) ) o 30 OauiB
e confirmed experience of work in the field of critical infrastructure

cybersecurity for the same or similar activities.

ITpomo3uitii OMiHIOIOTHCS, BUXOIIYH 13 BiAMOBITHOCTI 3alpONOHOBAHUX
pilreHs Ha OCHOBI BUMOT BHKJIAJICHHUX Y 3aIIHTi, BKIIOYAIOUH:

® JICTaNbHUIA MCTOAOJOTIYHHUA MIiIXi A0 MPOBEICHHS IIarHOCTHKH, a
TaKOXX OI[IHFOBAHHS IMIOTOYHOTO T4 IJILOBOTO PiBHS KiOepOe3MeKu 3riHO
NIST Cybersecurity Framework 2.0;

e JCTANIbHUHA METOJOJIOTIYHMI MigXix 0 PO3pOOKHM pEeKOMEHAALiH,
BUCOKopiBHeBoro au3aiiny (HLD) Ta onepanuiiiHoi moaeni

® diTKICTP Ta 3PO3YMUIICTh TPOUEAYPH BH3HAYCHHS TPHUBAIOCTI
BHKOHAHHS POOiT;

® METOJOJIOTISI PO3POOKKM pPEKOMEHMAIii, OpOKHBOI KapTH IX
BIIPOBAKCHHS Ta KOHCY/IbTATHBHOI IIATPUMKH PELICITIEHTA,;

e TATBEp/DKCHHN NIOCBiJ pobotm B cepi KibepOe3mekn KpUTHIHOL

iHOPACTPYKTYPH.

Client and Management
Approach/ KiieHTchkuii Ta
YupaBaiHCEKHIA TiAXiA

e List of qualified technical specialists assigned to support the Activity
and respond to immediate requests.
e Confirmed experience of the proposed personnel (qualifications,
resume) in the field of conducting cyber security diagnostics of critical
infrastructure objects with an indication of the projects in which the
personnel participated (a list of relevant projects of each proposed
specialist)
Qualifications of team members must be confirmed by internationally
recognized certificates, namely:

e 5 points for meeting the minimum requirements

25 points /
25 GaiiB

= DAI
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(qualifications of at least 2 employees must be confirmed by
internationally recognized certificates, such as: CISA, ISO 27001
Lead Auditor, ISO 27001 Lead Implementer, including at least
one employee with the Certified NIST Cybersecurity Framework
Lead Implementer certificate

e additionally, 4 points for certified specialists with certificates:
CISM, CISSP, Certified NIST Cybersecurity Framework Lead
Auditor, CGEIT, CRISC.

o Ilepenik kBaMi(DiIKOBAHMX TEXHIYHMX CICIIANICTIB HAaJaHUX Ha
ninTpuMky [Ipoexty Ta 1uist BiINOBiAl Ha TEPMIHOBI 3aIIUTH;
o IlinTBEep/PKEHUI TOCBIM 3aPOIOHOBAHOTO MepcoHaNy (KBamidikaris,
pe3toMe) y cdepi MPOBEACHHS IIarHOCTUK KiOepOesneku 00’ €KTiB
KPUTHYHOT 1H(PACTPYKTypH 3 BKa3aHHSAM TMPOCTKIB, J¢ IECPOHAI
npuiiMaB  y4dacth  (TIepeslik  BiIMOBIAHMX  TPOEKTIB  KOXKHOTO
3aMpPOTIOHOBAHOTO CITeIiamicTa)
Kgamigikamii uieHiB KOMaHAH Mae OyTH IiITBEpIyKEHa MIKHApPOIHO
BU3HAHMMH cepTH]iKaTaMu, a came:
e 5 OamiB 3a BUKOHAHHS MiHIMaJbHAX BUMOT
(kBamidikaris mpuHAAMHI IBOX €KCIEPTIB Ma€e OyTH
MiATBEpKEHA MD>KHAPOIHO BUSHAHUMH CepTUDIKaATaMH,
takumu sk: CISA, ISO 27001 Lead Auditor, ISO 27001 Lead
Implementer, y TOMy 4HCiIi HE MEHIIIE OJJHOTO CITIBPOOITHHKA 3
ceptudikatom Certified NIST Cybersecurity Framework Lead
Implementer)
° JIOJJATKOBO TI0 4 0anu 3a HasBHICTh Y KOMAaHJI CIELIANICTIB, 3
ceprudikatamu:  CISM, CISSP, Certified NIST Cybersecurity
Framework Lead Auditor, CGEIT, CRISC.

Past Performance / JlocBin
poboTu

e Evidence that the company has experience in carrying out services
similar to those outlined in the Scope of Work with USAID-funded
projects or technical assistance programs in Ukraine?

e Evidence that the company has experience in cybersecurity of critical
infrastructure, developing policies and procedures, providing advice,
conducting assessments for compliance with international and national
cybersecurity standards, and determining the current and target maturity
level of IT processes and cybersecurity processes?

e Evidence that the company and its employees have the experience of
at least three (3) similar projects in the field of information security during
the last three years?

e Prove that the company has experience in assessing information
security at critical infrastructure facilities (such facilities are enterprises
that meet the Law of Ukraine "On Critical Infrastructure" criteria or are
officially included in the list of critical infrastructure facilities)

e [ligTBep/pKeHHS TOrO, II0 KOMIIAHiS Ma€ JOCBiJ HaJaHHS HOCIYT,
nogiOHMX 10 THX, mo onucaHi B O0cs3i podit 3 mpoekramu abo
nporpamMaMu TeXHIYHOI Jonomory, mo ¢inancyrorscs USAID B Ykpaini?

e [lixTBepHKEHHS TOTO, IO KOMIIaHis Ma€e TOCBi y cdepi Kibepoesneku
KPUTUYHOT 1HPPACTPYKTYpH, PO3POOKH MOJITHK 1 TPOIEAyp, HATaHHS
KOHCYJIbTAIlil, MPOBEJCHHS OIIIHOK Ha BiJIMOBIAHICTh MiXKHAPOJIHHUM i

25 points /
25 Ganis

= DAI
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HAI[lOHAJLHUM CTaHAapTaM KibepOe3rneku Ta BU3HAYCHHS MOTOYHOTO Ta
ninsoBoro piBHs 3piocti IT-nporiecis 1 nporecis kibepoe3nexn?

e [linTBepmKeHHS TOTO, MO KOMIAHIA Ta il CIBPOOITHHKU MAarOTh
JIOCBi He MeHIe TphoX (3) moAiOHUX MPOEKTIB y cdepi iHGopmamiiHoT
0e3MeKH MPOTATOM OCTaHHIX TPHOX POKIB?

o [linTBepmKeHHS, MO KOMIIAHis Ma€ JOCBiJ TPOBEIEHHS OIIHKH
iHpopmariifHOi Oe3mekn Ha 00’€KTaX KPUTHYHOI 1HPPACTPYKTYpH
(TakuMu 00’ €KTaMHU € MiMPUEMCTBA, SKi BiIIIOBIIAIOTH KPUTEPisIM 3aKOHY
VYxpainu «IIpo kpurtnuny iHdpacTpykTypy» a00 oQiuiiiHO BKIIIOYEHI 10
nepesiky 00’ €KTiB KpUTHUHOI iHPPACTPYKTYpH)

Experience to address the needs
stipulated under “Additional
task to task B at the request

e Does the company and its employees have specific experience and
strategic competencies in performing the additional task? If so, a list and
confirmation is provided

e How many similar tasks was implemented by the company at critical
infrastructure facilities?

e The methodology and description of the approach to the task are

of the QCI “ provided 20 points /
/ NocBin 115t 3310BOJICHHS 20 Gais
NoTpeO, BU3HAUCHUX Y POSAUT | o Yy wac xomnamis Ta ii crispoGiThuky crenmdiummii M0CBiA Ta
«[lonarkose 3aBjanHs 10 CTpaTeriyHi KOMIIETEHIIIT B BUKOHAHHI JJ0JIaTKOBOTO 3aBanHsA? SIkuio Tak
sananna B na samur OCh — Ha/JIaHO MEPEJTiK Ta MiATBEPKEHHS

e CkUIbKM MNOAIOHMX 3aBIaHb OyJO peani30BaHO KOMIIAHIEO Ha

00bEKTaX KPUTHYHOI iHPpacTpyKTypu?

e HajiaHo METOI0JI0TiI0 Ta ONKMC MiIX0/ly 10 BAKOHAHHS 3aBIaHHs
Total Points / 3aranbHa kiabkicTh 6a71iB 100 p 01njcs/

100 6aniB
= DAI PAGE 12
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Instrul tions for the Preparation of the Cost Proposal IHcTpyKuUil woao
niAroToBKU LiHOBUX NPOMNO3ULLiN

Cost/Price Proposals

Linori mpono3uirii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and clearly
labeled as “VOLUME 1II: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for a fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption based
on USAID Contract 72012120C00002 registered with
the Cabinet of Ministers of Ukraine, with registration
card #4464-24 dated August 12, 2024.

[iroBi mporo3uIlii HTOBUHHI OyTH HamiClIaHI B OKPEMOMY
JOJAaTKy OKPEMO BiJl TEXHIYHHUX MPOIO3HLIN i MAtOTh OyTH
gitko  mapkoBaHi sk «TOM 1II: IUIHOBA
NPOMO3UILLIS.

Y Jomarky C Hamano ma0mon Ilpaiic-nucty mocmyr.
VYdacHUKH TOPTiB 3amOBHIOIOTH INAOJIOH Ta BKa3ylOTh
sKoMora  Oimblie  geTanedt st OOrpyHTYBaHHS
3arpOIIOHOBAHOI ITIHH.

i mocyry miAnsAraloTh 3BUIBHEHHIO BiJl ONIOAAaTKyBaHHS
[1/IB BiAMOBiAHO A0 OCHOBHOT'O KOHTPAKTy KOMIIAHIi
«DAI» 3 USAID Ne72012120C00002 3apeecTpoBaHUM y
KabGineri MinicTtpiB VYkpaiHu, peecTpamiiiHa KapTka
Ne4464-24 Big 12 cepnasi 2024 poky.

Basis for award

MMincTaBu 115 yKIageHHS KOHTPAKTY

Best Value Determination

Bu3zHauenHsi kpamioi mpono3uuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAIL. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible", i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. The
cost will primarily be evaluated for realism and
reasonableness. DAI may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommanis «kDAI» npoanainizye yci nporo3uii Ta npuiiMe
pilIeHHs PO YKIIaJAeHHS KOHTPAKTY HA OCHOBI TEXHIYHUX
KpUTEpiiB OIIIHKA Ta BapTICHUX KPHUTEPIiB OIIHKH,
3a3Ha4YeHUX BUILE, Ta Bigdepe YdacHHWKa TEHIEPY, AKUN
3po0MB Halkpamy mpomo3umiro kKommaHii  «DAI».
Kommanis «DAI» Takox MOK€ BIIMOBHTH y PO3TJISAII
MIPOTIO3MIIii, SKIIO BOHA BCTAHOBUTH, IO YYacCHHUK
TEHJEPY «HE € BiJ[OBiaTbHUM», TOOTO, IO BiH HE Ma€
YOPaBIiHCBKUX ~ Ta  (hiHAHCOBUX MO>KJINBOCTEH,
HEOOXITHUX ISt BAKOHAHHS BiAMOBIJHUX POOIT.

Banu ouinku He HapaxoBYIOTbCA 3a BapTicTh. BapTicTh
OLIIHIOETHCS 3e01TpIIOr0 Ha MPEeIMET PeaiCTUYHOCTI Ta
obrpynToBanocti. Kommanis «DAI» Moxke HpHHHATH
pilleHHs] TPO YKJIAAEHHS KOHTPAaKTy 3 YYacHUKOM
TEHJAEPY, SAKUHA NPONMOHYE BHIIYy IliHY, KO Oyzae
MPUIHATO PILICHHS PO Te, 110 OUIBII BUCOKA TEXHIYHA
OIliIHKAa TAaKOrO Y4YacHUKA TEHJEPY 3aclyroBye Ha
JOJAaTKOBY BapTiCTH/LiHY.

Kommanis «DAI» Moke TNpUHHATH PIMIEHHS TIPO
VKJIaJICHHS KOHTPakTy 3 Y4YacHHKOM TeHaepy 0e3
obroBopeHHsi. ToMy mouyaTkoBa IMPOMO3HUIIS TMOBHMHHA
MICTHTH HallKpalny WiHy Ta HaiiKpalli TeXHiYHi yMOBH
YuacHuka TeHaepy.

Determination of Responsibility

Bu3znaueHnHs BigmoBigajabLHoOCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

Kommaniss «DAID» He ykiagaTume »OJHHX JOTOBOpIB 3
VYdacHUKOM TeHAEpY MepI HiXk HE EPEKOHAEThC y HOro
BiAmoBimanpHOCTI. Ilpw OmMiHIOBaHHI BiMITOBITATHHOCTI
VuacHuka TeHAepy OepyTbcs [0 yBarm HAcTyIHI
¢dakTopu:

= DAI
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1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including documents from the tax authority about
VAT status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin, and nationality of the services
are not from a Prohibited Country (explained below).

4. A brief overview of the company, including
professional achievements

5. The firm has had successful experience with
related projects of similar scope and size (Attachment
G).

1. HamanHs Kxomiii HEOOXiZHMX JOKYMEHTIB Ha
3MIMCHEHHS MisUTBHOCTI B YKpaiHi (HOKYMEHTH TIpO
peeCTpallirto KOMIIaHii, BKJIFOYAIOYH JIOKYMEHT BiJX
MTOAATKOBOTO opraHy mpo craryc I1/IB).

2. Hassuicte HOMepy Unique Entity ID (SAM)
(TIOSICHIOETHCSI HUKYE).

3. Jxepero, TTOXOPKCHHS Ta FOPUCIUKITIHA
MPUHAIEKHICT TOCHYr HE 3 mepeliky 3abopoHEeHHX
Kpain (mosicHeHHs HafaHi HUXKYE).

4. KopoTkuii oryisi KOMIIaHii, BKIoYardu rnpodeciii
TOCSITHEHHS.

5. HasBHICTh yCHILIHOI'O IOCBiy BUKOHAHHS POOIT B
aHAJOTIYHUX MpoekTax y MuHyjIoMy (domaTtok G).

Anticipated post-award Deliverables

OuikyBaHi pe3yJbTaTH micJisl yKJIaJieHH KOHTPAKTY

Upon awarding the contract, the deliverables and
deadlines detailed in the table below will be submitted
to DAL The Offeror should detail proposed costs per
deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before
payment is processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[Ticns ykmazgeHHS KOHTPAKTYy, PE3yIbTaTH poOIT Ta
KIHIICB1 TEpMiHU BUKOHAHHS, JIETAILHO OMUCaHI B TAOIUII
HWXK4Ye, OyayTh momaHi kommanii «DAI». YuacHuk
TEHZepy TOBHHEH JAETalbHO OIHMCATH 3allpOMTOHOBAHY
BapTICTh KOJKHOT'O pe3ynbTaTy poOiT B [Ipaiic-nucTi. Yci
pe3ynbTaTd poOIT MaroTh OyTH TMOJaHI Ta CXBaJICHI
kommaniero «DAI» mepen tuMm, sk Oyme odopmiieHa
oraTa.

Husutuce Homatox C: Ilpaiic-Jluct s oTpuMaHHA
J0AaTKOBOI iH(OopMalii Mpo oviKyBaHi pe3yabTaTH MicIs
YKJIQICHHSI KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta npuUAHATTS

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being conducted
in a satisfactory manner and ensure that all equipment
or supplies are of acceptable quality and standards.

The Selected Vendor shall be responsible for any
countermeasures or corrective action within the scope
of this RFP, which the DAI Chief of Party may require
as a result of such inspection.

Busnauenunit Menemkep mpoekty kommadii  «DAID»
TIePIOAMIHO TIEPEBIPATUME TTOCIYTH, SIKI HATAlOThCS, Ha
MIPEAMET TOTO, YU JiSUTbHICTh BUKOHYETHCS 3aI0BUTHHO Ta
yn yce oOnagHaHHS a00 MOCTaBKH € MPHUHATHUMH 32
AKICTIO Ta CTaHJapTaMHU.

OOpanuii nocrayaabHUK HECE BIAMOBIANBHICTD 32 Oy Ib-
AKI KOHTp3axoau abo KOpUTYBaJIbHI Jil B MeXax LbOrO
3anuTy Ha HaJaHHS MIPOITO3HITIH, SKi MOXYTh BUMAaraTuch
KepiBankom npoekty kommanii «DAI» 3a pe3ynbraramu
TaKOI MEPEBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

1. Offeror must be registered in Ukraine as

BignmoBigHicTh BUMOram

Ha gomaTtok 1[0 BIANOBIAHOCTI  BHINE3a3HAYCHUM
BUMOTaM, YYaCHHUKH ITOBHHHI IOBHICTIO BiANOBigaTH ab0
MEPEeBHUILYBaTH HELIHOBUM BHMOTaM crierudikarii:

1. YaacHUK TOBUHEH OYTH 3apeecTpoBaHuil B YKpaiHi, o

. . .7 MITBEPUKYETbCS  YHHHUMH KyMCHTaMH st
demonstrated by valid documents for operation in ifllnbfll())i[Tiye BC Vipaini  ( €€CTH§ I};IHCI oK Meim
Ukraine (company registration documents, including A p peectpatt HOKY
document from the tax authority about VAT status).
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2. Consent is required in writing to receive
payment for services solely by bank transferrin line
with the terms stipulated in the signed Contract.

3. Offeror must have at least three (3) years of
relevant experience in providing similar services
(please fill in Attachment G: Past Performance).

4. The offeror must preferably have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

6. The Offeror must have adequate financial resources
to perform the work within the required delivery
schedule, as evidenced by the acceptance of DAI
payment terms upon delivery and the acceptance of
DAL as stated in the cover letter.

KOMITaHii, Y TOMY YHCJi JOKYMEHT BiJ IIOJIaTKOBOTO

oprany mpo craryc [1JIB).
2. IlmebmoBa 3roma yvyacHMKa Ha OIUIaTy IIOCIYT
BUKIIIOYHO y 0e3rorTiBKoBiii (opmi Ha yMoBaXx,

nepeadadeHuX B mianucaHomy Jlorosopi.

3. YuacHUMK MOBHMHEH MaTW He MeHIe TpboX (3) pokiBs
BIJIMTOBIIHOTO JOCBIAY HagaHHsA MOAIOHUX mocuyr (Oyab
nacka, 3anoBHiThk Jlogarok G: [lonepenHiit mocBin).

4. BaxxaHo, 11100 YyacHMK MaB JOCBIiJ HaJaHHS IOAIOHHUX
MIOCITYT YKPaTHCHKAM HEKOMEPIIMHUM opraHizamisiM a0bo
MIKHapOJAHUM HEYPSIOBUM OPraHi3allisiM.

5. JlocBim HamaHHS TOCIYT i3 3BUThbHEHHSM Binm [1JIB
(baxaHno).

6. YuacHUK MTOBUHEH MaTH JOCTaTHI (h)iHAHCOBI pecypcu
JUTSI BUKOHAHHS poOIT B MeKax HeoOXimHOro rpadiky, 1o
MiATBEPIUKYETHCS NPUUHATTAM yMoB orutatd DAI micns
moctaBku Ta npudHATTS DAI, gK 3a3HadeHo B
CYTIPOBITHOMY JIUCTI.

General Terms and Conditions

3arajibHi YMOBH Ta 0JIOKEHHS

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

VYuacHUK TeHIepy Ma€ OyTH B Kypci 3arallbHUX YMOB JUIS
YKJIQIAaHHS KOHTPAKTY 32 pPe3yJIbTaTaMH IaHOTO 3aIuTy
Ha HagaHHa mponosuuii. OOpaHWi ydYacHHK Mae
BignoBigatu yciMm 3asBam Ta IlinTBepIKEeHHAM PO
BIJIMTOBITHICTh, 3a3Ha4YeHNM y Jlogatky D.

Prohibited Technology

3a6oponeni TexHoJorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

VYdacHUKH TOPTriB HE MOBUHHI HAaAaBaTH Oyb -5IKi TOBapU
Ta/ab0 TOCIAYrH, sKi BHUKOPHUCTOBYIOTh IPOIAYKTH
TEeIIEKOMYHIKAIli Ta BiJCOCTIOCTEPEKCHHS BiJl TaKUX
kommaniii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, ado
Dahua Technology Company, abo Oyap -ska ix (imis
BigmosigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunmnii kox

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

BiamoBigHo 103BOJIGHOrO reorpadiyHoro KOAy s
yKiIagaHHs ~ JoroBopiB  kommanis  «DAI»  moxe
3aKylOBYBAaTH TOBapH Ta MOCIYTH JIMLIEC 13 HACTYMHHUX
KpaiH.

l'eorpadiuamit xom 110: ToBapm Ta mociayrm 3i
Cnonyuenux llITatiB, He3aeKHUX ACPHKAB KOJIHIIHHOTO
Pagsincekoro Coro3y abo kpaiH, 0 pO3BHBAIOTHCS, ajie 3a
BUHSTKOM 3200pOHEHUX KpaiH MOXOKEHHSI.
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Geographic Code 935: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing
countries, but excluding any country that is a
prohibited source.

e DAI must verify the source, nationality, and
origin, of goods and services and ensure (to the fullest
extent possible) that DAI does not procure any
services from prohibited countries listed by the Office
of Foreign Assets Control (OFAC) as sanctioned
countries. The current list of countries under
comprehensive sanctions include Cuba, Iran, North
Korea, Sudan, and Syria. DAI is prohibited from
facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAL

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

l'eorpadiuamit xom 935: ToBapm Ta mociHyrHm 3i
Cronyuenux IlltaTtiB, KpaiH-MapTHEpiB Ta KpaiH, IO

pPO3BHBAIOTECS,  KpiM  MEpedoBUX  KpaiH,  IIO
PO3BUBAIOTECS, 3a BHHATKOM 3a0OpOHEHHX KpaiH
MTOXO/IKEHHS.

o Kowmmnanis «DAI» 3000B’s13aHa TIEPEBIPUTH IKEPEIO,
IOPUCIOUKIIIO Ta TOXO/KEHHS TOBapiB Ta mociyr Ta (y
MaKCUMaJIbHO MOXJIUBIH Mipi) MEepPeKOHATUCH, IO JKOIHI
TIOCITYTH HE 3aKyIMOBYIOTECS 13 3a00pOHEHUX KpaiH, sKi
3HAXOAATBCS Yy CHOUCKY YHPaBIiHHA KOHTPOIIO 32
iHozeMHumu aktuBamu (OFAC) sk kpaiHu, Ha sKi
PO3IMOBCIOKYIOTBCS  CaHKINI. Jl0 IMMOTOYHOTO CIHCKY
KpaiH, Ha SKi PO3MOBCIOKYIOTHCS BCEOCSKHI CaHKITIT,
BXOZsTh HacTymHi kpainu: KyOa, Ipan, [TiBHiuna Kopes,
Cyman T1a Cupis. Kommanii «DAI» 3a00poHS€ThCS
CIPUATH OyIb-SKiM YTOIi TPEThOi CTOPOHH, SKIIO TaKa
yroga Oyna 06 3a0opoHeHOI0, Km0 O il BHKOHYBaia
koMmmaHist «DAIDy.

e [logaroum TIPOIIO3HUINIO y BIAMOBIAL HA e 3aImuT,
YyacHUKH TEHAEpPY MiJTBEP/UKYIOTh, IO BOHH HE
nopyuyTh BUMOT 10 Jxepena ta FOpucnukiii, i 1o
TOCIYTH  BIANOBimaloTh [eorpadivHomMy Komy Ta
BUHSTKAM 10710 3200pOHEHUX KpaiH.

Unique Entity ID (SAM)

YuikanabHui inenTugikarop opranizamii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000
in equivalent and above are required to obtain a
Unique Entity ID (SAM) number before signing the
agreement.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHChKi Ta 1HO3eMHI Opradizaiii, sKi
OTPUMYIOTH  TpsAMi  CyOKOHTPAaKTH/IOTOBOPH  Ha
3aKkymiBimo Ha cymy B ekBiBasienTi 30 000 nonapis CLIA i
BUIIIC, MOBMHHI OTpUMATH YHIKaJbHHUH 1IeHTH(IKATOP
opranizamii (SAM) 1o miamucanHs yToau.

Hns  TuX, KOMY MOTpiOHO OTpUMAaTH YHIKaJbHHUN
inentudikarop opranizaumii (SAM), 3BepHiTBCS 110
THCTPYKIIT IS OTpUMaHHS YHIKAJIBHOTO 1MEHTH(DIKATOPY
opramnizamii (SAM) ([usuck Jlomatok E) abo 3BepHITHCS
1o Bigniny 3akymisens IIpoekry.

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

IoaiTuka o0 60poTHLOU 3 KOPYMILi€I0 Ta HOPOTHOO0I0
3 xabapHuuTBOM Ta BinnosinajasHoi 3BiTHOCTI

e DAI conducts business under the strictest ethical
standards to assure fairness in competition,
reasonable prices and successful Performance or
delivery of quality goods and equipment. DAI does
not tolerate the following acts of corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives, to
influence an award or approval decision.

DAI Bene cBOIO AisUTBHICTB 32 HAWCYBOPIIIMMHU €THYHUMU

CTaHIapTaMu, 100 3a0e3MEUNTH YECHICTh KOHKYPEHIII,

MPUAHATHI I[IHA Ta YCIIIHE HaAaHHSI TOCIyr ado

JIOCTaBKY SIKICHMX ToBapiB Ta oOnamHanHsi. DAL He

TepPNUTH TAKMX KOPYNIIHHUX iid:

e Bynp -ski 3amuTH Ha OTpuMaHHA Xabapa, Bimnadi,
CIPUSIHHA YM BUIUIATH Y BUTJIAAL BUILIATH, IOJAPYyHKA
abo cremianbHOI KoMmmeHcanii cmiBpoOiTHHKY DAL,
YPAOOBIIO YU iX MpeAcTaBHUKAM BIUIMBAIOTh Ha
pILICHHS PO HArOPOUKEHHSA a00 CXBAJICHHS
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e Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

e Any fraud, such as mis-stating or withholding
information to benefit the offeror or subcontractor.

e Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the Offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

e These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the Offeror or subcontractor from participating in
future U.S. Government business.

e Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor or DAI staff to:

e Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

e Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAI.com

e USAID’s Office of the Inspector General Hotline
at hotline(@usaid.gov.

e By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
Offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

e bBynp -sxa npomo3utiist xabapa, BiAKary, CIPUSHHS YU
BUIUIATH Yy BUDVIANI IUIATEXY, IMOAapyHKa abo
creriaibHOl  BHHAropoaud  Bix  odepeHTa  uu
CyOmimpsimHMKa A BIUIMBY Ha pIilIEHHS Mpo
NPUCYJPKEHHSI YA CXBaJICHHSI.

e Bynp-sike 1maxpaiicTBO, Take SAK HENpPaBUIbHE
BUKIAZaHHd a0o0 TpuxoByBaHHA iH(oOpMamii Ha
KOPUCTH OpepeHTa uu cyOmiApsiIHUKA.

e Bynp -ski 3MOBU a00 KOH(IIIKTH iHTEPECiB, y SAKHUX
NpaliBHUK, KOHCYIbTaHT a0o mpenctaBHuKk DAI mae
JIiTOBI a00 OCOOHMCTI CTOCYHKH 3 TPHHIIMIIAIIOM a0o
BJIIACHUKOM OQepeHTa UM CyOmiApsSIHNUKA, IKi MOXKYTh
BUSIBUTHCS] HECTIPABEAJTUBUMHU Y KOPUCTH OhepeHTa Un
cyomiapsaauka. CyOmiApAIHUKHA TaKOX ITOBHHHI
YHHUKATH 3MOB Yd KOH(MJIIKTY IHTEpECiB Yy CBOIX
3aKyHiBIAX y TMOCTadyaslbHUKIB. bynp -aki  Taki
BIIHOCHHH TOBUHHI OYyTH HErallHO  PO3KpPHTI
KepiBHUIITBY DAI i mepersimy Ta TPUAHATTS
BIIIOBIIHUX  3aXOJiB,  BKJIIOYAIOYH  MOXJIUBE
BUKJIIOUEHHSI 3 BUHATOPOIH.

e [li xopymuiiiHi aii He [OMyCKAIOTBCS 1 MOXKYTh
MPU3BECTH 0 CEPUO3HHMX HACHIJIKIB, BKIFOYAI0UN
NPUIMHEHHS TPU3HAYCHHS! BUHATOPOAM Ta MOXKIIMBE
Npu3ynuHeHHs Ta BiaMoBy ypsay CILIA, Bukmovaioun
odepeHTa Yd CyOmiapsAHUKA BiJ y4acTi y MaOyTHIX
6izaecax ypsamy CIIA.

e byap-sgka crnpoba uu (pakTUIHA KOPYIIIis ITOBHHHA
OyTH HeraiiHo MOBiJOMJICHA odepeHTom,
cyOmiapsaHruKoM a0o criBpoOiTHrKaMu DAL

e be3komToBHAa aHOHIMHA rapsya JIiHisl 3 MUTaHb €TUKU
Ta IoTpuMaHHs BUMOT 3a ampecoro (CIIA) +1-503-
597-4328

e Be0 -caiiT rapsdoi minii - www.DAI ethicspoint.com,
abo HaziclmaTH eNeKTPOHHUM JIMCT Ha ampecy
Ethics@DAI.com

e Odic rapsuoi minii ['enepansHoro incrnekropa USAID
3a aapecorto hotline@usaid.gov.

o [ligmucyrouw ITf0 MPOTIO3HINII0, ODEPEHT MiATBEPIHKYE
JOTPUMaHHA IBOTO CTAHIAPTy Ta rapaHTye, IO HE
OynyTh 3poOisieHi crnpobOu BruimHyTH Ha DAI a6o
YPSIOBHI ITEPCOHAI 33 JOTIOMOI0I0 XabapiB, 4alOBHX,
BUIUIAT 3a CHOpUSHHS, BigKaTy 4YM IIaxpaiicTsa.
Y4YacHUK TOPTiB TakOX BU3HAE, IO MOPYIICHHS Li€l
NOJITHKH  MOXE TPU3BECTH JO IPHIIUHCHHS,
MOBEPHEHHS KOIUTIB, 3a00pOHEHUX KOPYNLIHHUMH
JOisIMH, Ta MOXJIMBOTO TPHU3YNHHEHHS Ta 3a00pOHU
ypsamy CILA.

Offeror’s Agreement with Terms and Conditions

3roga YyacHuKa TeHepy 3 BAMOTaMH
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The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DAI to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

Bukonanns ycix BuUMOr 3amWMTy BIANOBIAHO 1O
IHCTPYKIIiH, 3a3HaYCHIX B HHOMY, Ta MTOJaHHS MPOTIO3HITiT
no Bigmimy xommanii DAI/Preparedness & Response
CKIIaZlaTUME TIPOIO3UINII0O Ta 3acBiAYyBaTUME 3TOIY
YyacHuka TEeHIEpPY 3 BUMOTaMH IThOTO 3alMTy Ta yCixX
JoAaTKiB 0 HbOro. HaganHs mporo 3amurty B KOJHOMY
pasi He 3000B’s3ye komnadito «DAI» HamaBaTH JOTOBIp
Ha 3aKyIiBIIO a00 BiAIIKOJOBYBAaTH YYacCHUKAM TCHICPY
Oyab-sIKi BUTpATH, OB’ sI3aH1 3 MATOTOBKOIO Ta HOJAAHHSIM
MPOTIO3HUIIII.

Attachments

See the list of official RFP attachments below.

JopaTku

JAuBuTHCH mependik oQiUiiHNX T0JATKIB 10 LbLOTO
JOKYMEHTY HUIKYe.
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Attahment A: SCOPE OF WORK/TERMS OF REFERENCE [Oopaatok
A: TEXHIMHE SABOAHHA

The information below contains the technical requirements for the services. Offerors are requested to
provide proposals containing the information below on official letterhead or official proposal format.

VY tabnuui HUXKYE HaBeACH]! TEXHIYHI BUMOTH [0 TIOCIYT. YYaCHUKU TEHAEPY MOBHHHI MOJATH HPOTO3HLii,
0 MICTATh BiAMOBIAHY iH(OpMamio Ha (ipMOoBOMY OJlaHKY a00 BiAMOBIAHO 10 odimiiHOro (opMaty

TIPOTIO3HIII].

Background

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine
Activity is a program funded by USAID and implemented
by DAI The overall goal of the Activity is to reduce and
potentially eliminate cybersecurity vulnerabilities in CI
and to transform Ukraine from a compromised, reactive
cybersecurity actor to a proactive cybersecurity leader.

Over the five years of performance, the Activity will
increase resilience and build capacity to prevent, detect,
and respond to cyberattacks against CI in Ukraine. The
Activity will accomplish this goal through the pursuit of
three strategic objectives (SOs):

e SOIl: Create a safe and trusted environment to
accelerate the development of people, processes,
and technology in support of cybersecurity across
CI sectors and assets in Ukraine.

e SO2: Strengthen Ukraine as a sovereign nation
built on a secure, protected, and dynamic
economy, supported by a talented pool of human
capital.

e SO3: Stimulate demand for and supply of

Ukrainian cybersecurity solutions and service
equip,
cybersecurity entrepreneurs and businesses.

providers to empower, and finance

The Activity is organized into three components. Activity
tasks are highly interdependent and mutually reinforcing.

Context

The Activity provides assistance to critical infrastructure
objects in the energy and other sectors (hereinafter - OCI -
within the meaning of the Law of Ukraine "On Critical
Infrastructure” or officially included in the list of critical

IMepenymoBu

IMpoekr USAID «KibepOe3neka KpUTHYHO BasKJINBOI
iHppacTpykTypu Ykpainm» (nani — [IpoekT) modas cBoro
nBsutbHicTs B TpaBHi 2020 poky. IIpoektr USAID
«Kibepbesneka KpUTHYHO BaXJIMBOI 1H(QPACTPYKTYpH
VYkpainum» ¢inancyerbcs USAID Ta peanizyerscs DAL
KinneBa mera IlpoekTy —3MeHIICHHS Ta IOTEHIIIIHE
YCYHEHHS Bpa3IuBOCTell KibepOe3neKku Ta mepeTBOpEeHHS
Ykpainu Ha MPOAKTHBHOTO Jijepa KibepOe3neKm.

[Ipotsarom 1’ sitrt pokiB [Ipo€eKT 3MilHIOBAaTHME CTIHKICThH
i pO3BHBAaTHME CIPOMOKHICTh 3amo0iraTv, BUSABIATH
O6opoTtucs 3 Kibeparakamu, HAIlUICHUMH Ha KPUTHYHY
iHppactpykrypy (mami — KI) Vkpaian. [isubHicTh
JIOCSITHE  11i€l  METH LUIIXOM  JIOCSATHEHHS  TPHOX
CTpaTeridyHuX IiJIeH:

Kommnonent 1: CTBOpeHHs O0€3MEYHOrO Ta HAIIHHOTO
CepelloBUIlla Ui TPHUCKOPEHHS PO3BUTKY JIFOJICH,
MIPOIIECiB Ta TEXHOJIOTIH Ha MITPUMKY KibepOe3meku y
CEKTOpax Ta aKTHBax B YKpaiHi.

KomnonenT 2: 3MminmHeHHS YKpaiHU SK CYBEpPEHHOI
JiepxKaBy, MOOymOBaHii Ha Oe3meuHid, 3aXWIICHIA Ta
MUHAMIYHIA ~ €KOHOMIIl, MiJTPUMAaHIi TaJaHOBHTUM
ITyJIOM JIFOJICBKOTO KaIiTamy.

KommnonenT 3: CTuUMyJIOBaHHS MONUTY Ta IPOIO3MLIi
YKpalHCBKMX pillleHb Ta MOCTa4YaJIbHUKIB MOCIYr 3

kibepbe3nexkn I PO3MMUPEHHS  MOXKIHUBOCTEH,
ocHameHHs Ta (iHaHCYBaHHS MiANPUEMINB Ta Oi3HECy 3
kibepOe3nexy.

JliAmpHICTH  OpraHi3oBaHA TPhOMa  CKJIAJIOBUMH.
3aBmaHHS  JiSUTBHOCTI  B3a€MO3ANCKHI 1  B3aEMHO
T ACHIICHI.

KonTekcr
IIpoexkt Hamae pgomomMory o0’€KTaM  KPUTHYHOI

IHQPACTPYKTypu B €HEPreTUYHOMY Ta IHIIMX CEKTOpax
(mam — OKI — y posyminni 3akony Ykpainu «IIpo
KPUTUYHY iH(pacTpyKTypy» abo odiuiiiHO BKIIIOYEHI 10
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infrastructure objects) in strengthening their resistance to
cybersecurity incidents.

At the request of OCI, the Activity plans to conduct
diagnostics of their cybersecurity systems. The result of
the diagnosis will be an assessment of the current level of
maturity of the OCI. The diagnosis is carried out in
accordance with the NIST Cybersecurity Framework 2.0,

nepeniky 00’€KTIB  KPUTHUYHOI 1HQPACTPYKTYpH) Y
MOCWJICHHI 1X CTIHKOCTI /IO IHIUACHTIB KiOepOe3mneKH.

Ha 3amur OKI [Ilpoekr mnnaHye TpOBEACHHS
JiarHOCTyBaHHS KibepOesmeku ix cucteM. PesymbraTom
JiarHOCTyBaHHS OyJe OILiHKa IIOTOYHOTO PiBHS 3pPiJIOCTI
OKI. JiarHocTyBaHHS 3MIHCHIOETHCS Y BiAMIOBIXHOCTI 10
NIST Cybersecurity Framework?2.0 , a 3a pe3ymsTaTamu

and based on the results, recommendations will be
developed to improve the cyber resilience of the
organization in accordance with the NIST Cybersecurity

OynyTh po3poOIeHi peKOMEeHIaIlii IMOoA0 ITiABHIIECHHS
kibepcTiiikocTi  opramizamii  BimmoBimHo g0  NIST
Cybersecurity Framework 2.0.

Framework 2.0.
The results of the diagnostic will also establish a basis
for measuring the progress of strengthening the cyber
resilience of the OCI after the implementation of the
recommendations provided after the diagnosis

Objectives

The overall goal of the task is to conduct a diagnosis of the
cybersecurity system of OCI to assess the level of cyber
maturity in accordance with the requirements of the NIST
Cybersecurity Framework 2.0 and provide
recommendations for improving the state of cyber
readiness

Tasks
Carrying out diagnostic of the Ministry for
Communities, Territories and Infrastructure

Development of Ukraine and its subordinate State
Enterprise " UKRSERVICE MINTRANSU" (see
Annex F) (next — Object of critical infrastructure, OCI)
cybersecurity systems, which will include the following
steps performed in accordance with the NIST
Cybersecurity Framework 2.0 (2 separate OKIs — 2
separate reports for each stage):

a. Assessment of the current level of OCI
cybersecurity maturity according to the NIST
Cybersecurity Framework 2.0. The evaluation
report must contain a list and description of the
Recipient's key information systems and resources.

b. Defining OCI target maturity levels according to
the NIST Cybersecurity Framework 2.0.
Development of recommendations for the
transition from the current level to the target level
of maturity.

Recommendations should contain a list of
necessary policies and processes of information
(cyber) security, calculation of essential resources,
definition of personnel competencies, and
organizational  structure. Based on the
recommendations, a high-level design High-Level
Design, (HLD) of the technical architecture of

PesynbraTi NiarHOCTYBaHHS TaK0X BCTAHOBIISITH OCHOBY
JUIsl BUMIPIOBaHHS MIPOrPecy MOCHIICHHS KibepcTiikocTi
OKI micns BHpPOBAa/KCHHS PEKOMEHMAAIN, HaTaHHX
IICJIS A1arHOCTYBaHHSL.

i

3aranpbHa MeTa 3aBJIaHHSA TOJIATAE B TOMY, 00 TPOBECTH
niarHocTyBaHHS cucTemu kidepoesnexkn OKI mis omiHKH
piBHs Kibep3pinocTi BimmoBimHo 10 BHMOr NIST
Cybersecurity Framework 2.0 Ta Hamatn pexomeHmarii
010 TIOKPAIEHHs CTaHy KiOeproTOBHOCTI

3anaui

[IpoBeneHHst niarHOCTYBaHHS CUCTEMHU KiOepOe3meku
MiHicTepcTBa PO3BUTKY TIpoMal, TEpPUTOpid Ta
iHGpacTpykTypu YKpaiHH Ta MiAMOPSIKOBAHOTO HOMY
JlepkaBHe TiANPUEMCTBO «YKpcepBic MiHTpaHCY»
(muB. JHomatok F) (mami — OOG’€KT KpUTHIHOL
inppactpykrypu, OKI), mo Oyme Bkmoyat B cebe
HaCTYIHI KpOKi BHWKOHaHi BigmoBimHo g0 NIST
Cybersecurity Framework 2.0 (2 oxpemux OKI — 2
OKPEMHUX 3BITH 32 KOXXHUM €TaIoM):

a. OuiHloBaHHA HOTOYHOTO piBHA 3pinocTi
kibepOesnekn  OKI  Bigmoimmo g0  NIST
Cybersecurity Framework 2.0. 3BiT 3 OLIHKH
MOBUHEH MICTUTH NEpesiK Ta ONUC KIIOYOBHX
iHpOpMaIIHHIX cucTeM Ta pecypcis PerurtienTa.

b. Bwusnadenns 1impoBoro piBHA 3pumocti  OKI
BigmoBigHo 10 NIST Cybersecurity Framework 2.0

Po3poOka pekoMeHJamiii Ioa0 Tepexoay Bifg
ITOTOYHOT'O PiBHS J0 ILTbOBOTO PiBHS 3PUJIOCTI.

Pexomenpamii IMOBHUHHI MICTHUTH nepertik
HEOOXiTHUX TOJITHK Ta TpoueciB iHpopmaniitHol
(xibep) Oe3nexu, miIpaxyHOK HEOOXITHUX PecypciB,
BU3HAYCHHS KOMIIETEHIIIH HepcoHaly,
opraHizauiiHy CTPYKTYPY. Ha OCHOBI
peKOMeHMaliil MOBHHHI TakoX OyTH cdopmoBaHi
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cyber security and an operational cyber security
model should also be formed. HLD and operating
model requirements:

BucokopiBHeuii npoekt (High-Level Design, HLD)

TEXHIYHOI  apxXiTeKTypHu KibepOesnekn  Ta

omepariifHoi Mozeni kibepbesneku. Bumorn o

HLD ra onepauiiinoi Mmoneni:

1) The HLD document is based on technical
controls (software and hardware solutions) and
requirements for it:

1) Hoxyment HLD onupaeThcst Ha TEXHIUHI
KOHTpOJTI (TTporpaMHi Ha amapaTHi pillleHHs ) Ta

1.

A minimum of 2 manufacturers for each
technical solution;

BHMOT'H 10 HBOI'O:

1.

MinimMyM 2 BUpOOHUKA Ha KOKHE TEXHIYHE

il. Contain prices in the Global Price List of pIIICHHS;
manufacturers and without VAT. ii. Mictutu ninu B Global Price List
iil. The list of products must be submitted as a BUpOOHHMKIB Ta 6e3 [1/]B.

full-fledged Bill of Material (expanded
specification indicating all components of
the solution).

2) Structure of HLD:

1.

ii.

iii.

A list of projects for the
implementation of technical controls of
cyber security and related digital
infrastructures (if necessary) and the
purpose of each of them. The goal
should be specific and clear and
correspond to the actual technological
content of the project.

General description and issues of the
Project(s) of item 2(i)

Basic technical requirements for
defined design solutions with
quantitative and qualitative

iii.

[lepesnix NpoayKTIiB MOBUHEH OyTH
NOJAaHWUN Y BUTIIsAI oBHOIIHHOTO Bill of
Material (po3roprayra cnienudikaris i3
3a3HAYEHHSIM YCiX CKJIaJOBUX DillICHHS).

2) Crpykrypa HLD:

1.

il.

iil.

[Tepernik MPOEKTIB BIIPOBAKCHHS
TEXHIYHHUX KOHTPOJIiB KibepOe3neku Ta
CynyTHiX mHPOBUX iHGHPACTPYKTYp (SKIIO
€ motpeba) Ta MeTa KOKHOTO i3 HuX. MeTa
Mae OyTH KOHKPETHOR), YITKOIO Ta
BiJINIOBIJJATH PEATBHOMY TEXHOJIOTIYHOMY
3MICTY MPOEKTY.

3aranbHuil onuc Ta npobiemarnka
[Mpoekry(-iB) myHKTY 2.1

Ba3oBi TeXHI4YHI BUMOTH 10 BU3HAYEHUX
MIPOEKTHHX PillleHb 3 KiTbKICHUMH Ta
SIKICHUIMH BUMOTaMH.

requirements. iv. BucokopiBHEBUH TEXHOJOTIYHUHN THU3aH
iv. High-level technological design (Bizyauizarlisi KOMIIOHEHTIB CUCTEMH,
(visualization of system components, B3a€MO3B’SI3KiB M’k HUMH, 1HIII JaHi, 10
relationships between them, and other JIOTIOMAraroTh YATady OTPUMATH
data that help the reader get a reliable JIOCTOBIPHE YSIBJICHHS IPO MPOCKT).
idea of the project). V. CKJ1al TEXHIYHOTO pilreHHs (MiHIMyM JIBi
v. The composition of the technical cneuudikanii y surssiai Bill of Material).
solution (at least two specifications in Vi. [MopiBHsIbHA TAONIHI TEXHIYHUX PIILCHB.
the form of a Bill of Material). Vil. Bumoru 1o BripoBapkeHHsI (CKIa0B1 Ta
vi. Comparison table of technical pEeCypCHa OILlIHKA).
solutions. 3) Onmeparmiiina MoJIeh Ta BUMOTH JI0 Hel:
Vii. Implementation requirements 1. Ornepariiitna MoOIeITb CKIIAIa€ThCS 3:

(components and resource assessment).

3) Operating model and requirements for it:

1.

ii.

iil.

The operational model consists of policies,
processes, organizational structure, key
performance indicators (KPI), personnel,
corporate governance structure

The operational model should contain
technical personnel and an approximate
description of their functional duties and
responsibilities (taking into account the
proposed design technical solutions)

The cost of implementing the operational
model, namely - policies, processes,
organizational structure, KPI, personnel,
and corporate governance structure.

il.

iii.

TIOJTITHK, TIPOIIECiB, OpraHi3aIiiHol
CTPYKTYPY, KIIFOUOBHUX MOKA3HUKIB
edexrusHocTi (KIIE) mepconamy,
CTPYKTYPH KOPIIOPATHBHOTO YIIPABIiHHS.
Onmneparriiina MOJIe]Ib TOBUHHA MICTHTH
TEXHIYHHIA IEPCOHAN Ta OPIEHTOBHUI OMHC
Horo (hyHKIIOHATBHUX 000B’SA3KIB Ta
BiJIOBiAILHOCTEH (OaxkaHo 13
ypaxyBaHHSM HPOIMOHOBAHUX MPOCKTHUX
TEXHIYHHX PIllICHB ).

BapricTh BpoBaKeHHS oTiepaliiHol
MOJIeli, a caMe - TIOJIITHK, MPOIIECiB,
opranizamniinoi crpykrypy, KIIE,
MePCOHANY, CTPYKTYPH KOPIIOPATHBHOTO
YIIPaBIiHHSL.
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Deliverables schedule (assessment works are carried out
within the framework of one project but separately for

Initial Stage: Signing of the
Non-Disclosure Agreement
(NDA) between OCI and the
Contractor

Additional task to task B at the request of the
OCI: drafts 20 documents on information security

Development of a roadmap for the implementation
of the developed recommendations for 2 months
and 3 years.

The roadmap must contain a list of actions that OCI
should provide to achieve the target maturity level
with a detailed description of each action and
required resources (material, time, human).

Ten days of advisory support will be provided to
OCI in the implementation process by OCI of
developed recommendations, which will include,
but not be limited to, consultation on adaptation and
verification of procedures and policies and
equipment settings.

Development of a report on the implementation
progress of the recommendations provided by the
OCI.

Evaluation of the maturity level of OCI's
cybersecurity systems according to NIST
Cybersecurity Framework 2.0 after 2 months from
the date of receipt of recommendations by OCI.

each of the critical infrastructure objects)

signing the Contract

the provider

Task A Report: Assessment of

the current OCI cybersecurity
maturity level according to the
NIST Cybersecurity Framework

signing the NDA

2.0

Task B Report: Determination of
the OCI target maturity level
according to NIST Cybersecurity

Framework 2.0
Recommendations for
transitioning from the current to

the target level.
The roadmap for the
implementation of the developed

20 working days after

between the Activity and

30 working days after

40 working days after the
completion of Task A

[lonaTkoBe 3a1a4a 10 3aBaanns B 3a 3anutom
OKI: npoextn 20 nokymeHTIB 3 iHdopmaniiHol
Oesrnexu

Po3pobka JIOPOKHBOT KapTu peamizarii
PO3pOOJIEHUX PEKOMEH ALl Ha 2 MicsIl Ta 3 pOoKH.

JlopokHs KapTa MOBHHHA MICTHUTH CITHCOK 3aXO0JiB
Ta iX mnpiopituzanii, mo wmae BxutH OKI mist
JIOCSITHEHHSI IUJTHOBOTO PiBHS 3PiJOCTi 3 A€TaTbHUM
OMHKCOM KOXKHOTO 3 HHX Ta BHU3HAYCHUMH JUIs iX
BIIPOBAKCHHS HEOOXITHIX pecypcis
(MaTepiajdbHUX, YACOBUX, JIFOJACHKHX ).

HapmanHus gecsTH THIB KOHCYJIBTATHBHOI MIATPUMKH
OKI B mpomeci BmpoBamkenas OKI Hamanux
peKOMeHaali#, mo OyJe BKIOYATH B cebe, ale He
OOMEXYIOUHCh: KOHCYJBTAIlil IO ajanTamii Ta
Bepu(ikamii mporeayp Ta MOJITHK Ta HANAIITYBaHb
0o0JaTHAHHS.

Po3poOka 3BiTy mpo XiJ BAKOHAHHS PEKOMEHIAIIIH
"agaaux OKI.

OuiHIOBaHHS PIiBHS 3pPUIOCTI CHCTEM KiOepOe3meku
OKI Bignosiguo go NIST Cybersecurity Framework
2.0 wepes 2 wicaui 3 garu orpumanHs OKI
pEKOMEHAAIIH.

I'padik HaxaHHsa pe3yabTaTiB (podoTH 3
OI[iHIOBAHHSI TPOBOIAITHLCSI B PAMKAaX 0THOT0
MPOEKTY, ajie VI KOKHOTO0 3 00' €KTIiB
KPUTHYHOI iHPpaCTPYKTypH - OKpeMo)

Initial Stage: Signing of the i?te\):(s)fk:l?rgl dtaﬁ/es
Non-Disclosure Agreement Con traft be%ween
(NDA) between OCI and ..
the Contractor the Apthlty and the
provider

Task A Report:
Assessment of the current .

. . 30 working days
OCI cybersecurity maturity after sionine the
level according to the NIST NDA gning
Cybersecurity Framework
2.0
Task B Report:
Determination of the OCI
target maturity level
according to NIST 40 working days
Cybersecurity Framework after the completion
2.0 of Task A

Recommendations for
transitioning from the
current to the target level.
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recommendations for a period of
2 months and 3 years

45 working days after
completion of Task B (the
report shall capture the
work completed under
task C and D)

Task C - D Report: The progress
of each month of implementation
of the recommendations by the
recipient

Task E Report: Reassessment of

the current cybersecurity maturity = 20 working days after the
level according to the NIST completion of Task D
Cybersecurity Framework 2.0

Minimum qualifications, skills, and experience

1. The provider must be registered and provide
auditing, assessment, and consulting services in
the field of cybersecurity in Ukraine within the
last 3 years;

2. Employees of the provider must have experience

The roadmap for the
implementation of the
developed recommendations
for a period of 2 months and
3 years

Task C - D Report: The
progress of each month of
implementation of the
recommendations by the
recipient

Task E Report:
Reassessment of the current
cybersecurity maturity level
according to the NIST
Cybersecurity Framework
2.0

45 working days
after completion of
Task B (the report
shall capture the
work completed
under task C and D)

20 working days
after the completion
of Task D

MiniManbHa kBagigikailis, HABHUKH Ta 10CBix

1. TlocTauanbHHUK Ma€ OyTH 3apEECTPOBHUM Ta
HAJIaBaTH MMOCJIYTH 3 ayJUTY, OL[IHIOBAHHS Ta
KOHCYJIbTYBaHHS B cpepi kibepOe3neku B
VYkpaiHi NpoTAroM OCTaHHIX 3 POKiB;

. . o . 2. ChiBpoOiTHUKM MOCTaYabHUKA IOBUHHI MATH
in conducting at least 3 similar information . . 3 6
security diagnostic projects during the last 3 igz};ié r;lz;):;gce:;;aﬁ{r?:goenggiﬂﬁng? X
ears; . .
Y 0e3MeKH MPOTATOM OCTaHHIX 3 POKIB;
3. The qualifications of at least 2 team experts 3 Keanidicaui L. .
. . . . Ksanidikarmis npunaiiMui 2 ekcriepTiB Mae 0yTH
must be confirmed by internationally recognized . .
certificates, such as: CISA, ISO 27001 Lead anBep.zmceHa MDKHAPOJHO BH3HAHIMIT
Auditor, ISO 27001 Lead Implementer ceprudikatamu, Takumu sk: CISA, ISO 27001
inclu din’g at least one employee with th’e Lead Auditor, ISO 27001 Lead Implementer, y
Certified NIST Cybersecurity Framework Lead TOMY FIHCIIL HE MCHILE OXHOTo CmeO61THI./IKa 3
Implementer certificate: ceprudikatom Certified NIST Cybersecurity
P ’ Framework Lead Implementer;
4. Confirmed experience of the proposed personnel . N .
(qualifications, resume) in the field of 4. TligTBepmKeHuUit JOCBI 3aIPOIIOHOBAHOTO
q . ’ S . ... nepconany (kaiigikaris, pestome) y chepi
conducting cyber security diagnostics of critical [IPOBE/IHHs TArHOCTHK Kibep6esnex 06’ ekTis
infrastructure objects with an indication of the KPUTHYHOT iH(DPACTPYKTYPH 3 BKA3AHHSAM
projects in which the personnel participated (a TPOEKTIB, /e MIePCOHA IPHIAMAB yIacTh
list of relevant projects of each proposed (mepestik BiANOBIAHUX MPOEKTIB KOKHOTO
specialist) 3aMpOTIOHOBAHOTO CIIEIliamicTa)
DIAGNOSTIC STRATEGY CTPATEI'TA JIATHOCTYBAHHSA
Before starting the first stage of work, the provider [epen mouaTkoM poOIT MOCTa4AIBHUK TOBUHEH
must provide the Activity and OCI with a diagnostic nanaru IIpoexty ta OKI crpaterito aiarHoctyBaHHs,
strategy, which should include: sIKa TTOBUHHA BKIIIOUYATH:

e  Communication protocols with the OCI and
the Activity

e [Iporoxomnu 383Ky 3 OKI i [IpoexTom.
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e Format for transferring and receiving
documents between supplier, OCI, and the
Activity.

e Project manager on the part of the supplier
was defined

REPORT STRUCTURE

Each report should consist of five parts:

1. Introduction

2. Goals and tasks performed at the described stage
of work

3. Description of mechanisms and approaches used
in the report

4. Key Observations - The structure of key
observations should follow the structure of the
functional areas and domains described in the

NIST Cybersecurity Framework 2.0. The report

should describe the approach used to determine

the current and target maturity level according to

the NIST Cybersecurity Framework 2.0.

5. Results of the stage

PROCEDURE FOR DIAGNOSTICS AND
IMPROVEMENT OF THE CYBERSECURITY
MATURITY LEVEL ACCORDING TO THE NIST
CYBERSECURITY FRAMEWORK 2.0

Stage 1 — Task A. Determining the Recipient's
current cybersecurity maturity level

Step 1.1 — Determination of the means and methods step
1.1 — Determination of means and methods of
communication (letter, e-mail, telephone or other
methods) and responsible persons on the part of the
recipient and the provider — Project Managers

Step 1.2 — Determination of the list of departments,
departments, and other structural units that will be
involved in the project on the part of the recipient and
will be included in the scope of the project - information
can be obtained including, but not limited to, from the
HR department, specialized information systems and
directories of the recipient, and other.

Step 1.3 — Determination of strategic goals and objectives
of the organization in the field of IT and Cybersecurity. -
information can be obtained, including, but not limited to,
from the adopted strategic documents of the recipient,
which define the goals and objectives of the organization,
interviews with the recipient's stakeholders

Step 1.4 - Collection of information on the current state
of cybersecurity in accordance with the domains and
subdomains of the NIST Cybersecurity Framework 2.0 -
information can be obtained including, but not limited to,
interviews with interested representatives of the recipient,
collection of documentary evidence - "artifacts" (acts,
procedures, policies, downloads of software settings,
contracts, regulatory documents, screenshots)

e  ®dopmar mepeaadi Ta OTPUMYBaHHS
JIOKYMEHTIB Mix nocradaimbHukoM, OKI Ta

IIpoexTom.
o Busnauenuit KepiBHUK IpoekTy 3 O0KY
IocTavyaIbHAKA
CTPYKTYPA 3BITY
KokeH 3BIT ITOBHHEH CKJIAIATHCS 3 IT'STH YaCTHH:
1. Beryn

2. 1lini Ta 3aBIaHHS, 110 BUKOHYIOTHCS Ha
OTICAaHOMY eTarli poOoTH

3. Omnmc MexaHi3MiB 1 MIX0/iB, BHKOPUCTAHUX Y
3BITI

4. OcHoBHi criocTepexenHs - CTpykTypa
KITFOYOBHUX CIIOCTEPEKECHb MMOBUHHA BiAMOBIIATH
CTPYKTYpi pyHKITIOHAIEHUX O0MacTe i
nmomeHiB, onurcanux y NIST Cybersecurity
Framework 2.0. Y 3BiTi noBuHeH 0ytu
OTMCAHWI MIAX1M, IKAH BUKOPUCTOBYBABCS IS
BHU3HAYCHHS IIOTOYHOT'O Ta I[ILOBOT'O PiBHS
3pinocti BignosigHo a0 the NIST Cybersecurity
Framework 2.0

5. Iligcymkwm eramy

HOPAJOK

INPOBEJEHHSA POBIT 3
JIATHOCTUKHU TA HNOKPAIIIEHHSA PIBHA
3PIVIOCTI KIBEPBE3IIEKM 3I'IJTHO  NIST

CYBERSECURITY FRAMEWORK 2.0

Etan 1 —3aBnanns A. BusHaueHHs MOTOYHOTO PiBHSA
3pinocTi kidepoe3nexku Penumienra

Kpox 1.1 — BuzHauenns 3aco0iB Ta METO/[IB KOMYyHIKaITii
(JTMCTYBaHHSI, €JIEKTPOHHA MOIITA, TeIe(HOHOM YU
IHIIMMHA CTTOCO0aMM) Ta BiANOBINATBHUX 0Ci0 31 CTOPOHU
PenumienTa ta [Tinpsnanka — Menemxkepis [Ipoekty
Kpok 1.2 — BusHaueHHst nepesiiky Biaiis,
JIEMAPTAMEHTIB Ta 1HIIUX CTPYKTYPHUX OJIUHUIIb, IO
OyayTh 3aJIy4eHi J0 IPOCKTY 3i cTopoHU Penumienra ta
BBIl{/IyTh B CKOYII ITPOEKTY — iH(OpMaILlis MOXKe OyTH
OTPUMAaHA Y TOMY YHCJI, aJie He 00MEKYIOUHCH - 3
BIUTUTY KajpiB, CIIEIiani30BaHUX iHPOPMAIIHHUX CUCTEM
Ta NOBIAHMKIB Pemunienra, Ta iHIe.

Kpox 1.3 — Bu3HaueHHs CTpaTeriyHuX IiJiel Ta 3a1aq
oprawnizaiii B o6macti IT Ta KibepOe3neku. - inhopmarrist
MOXe OyTH OTpUMaHa y TOMY YHCI, aje He
00MEXYIOUHCh — 3 IPUHHATHX CTPATETIYHUX JOKYMEHTIB
PerumienTa, 1110 BU3HAYAKOTh LTI Ta 3aJ1a4i OpraHizaii,
iHTEepB’10 31 cTelikxonaepamu Penumnienra

Kpok 1.4 — 36ip indopmarii npo noroyHuii cTan
KiOepOe3neKu BiIIOBITHO J0 JIOMCHIB Ta CyOJ0MEHIB
NIST Cybersecurity Framework 2.0 — indopmariist Mmosxe
OyTu OTpHMaHa y TOMY YHCIIi, aje He 0OMEXYIOUHCh — 3
MIPOBEJIEHHS THTEPB 10 3 3aIliKaBICHUMH
npeacTaBHuKaMu PenumienTa, 30ip JOKYMEHTAILHUX
JI0Ka3iB — «apTedakTiB» (aKTiB, MpoIeIyp, MOJTITHK,
BHBAHTQ)XEHb HAJIAIITYBaHb MPOrPAMHOI0 3a0€e31IeYCHHS,
JIOTOBOPIiB, HOPMAaTUBHUX TOKYMEHTIB, 3HIMKIB €KpaHiB)
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Step 1.5 - Analysis of the information collected in steps
1.2-1.4 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0 - the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used

Step 1.6 — Based on the information analyzed in step 1.5,
determine the current cybersecurity maturity level in
accordance with the NIST Cybersecurity Framework 2.0.
The maturity level is defined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is 0 level for the organization as a whole, from
105to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (tab Diagnostics (liaraocTtuka)) to the
spreadsheet (Forma Diagnostyky OKI.xlsm file)
provided by the Activity and filled by the provider.

Step 1.7 — Preparation of the report based on the results
of stage 1, which includes a completed spreadsheet based
on the results of step 1.6

Step 1.8 — Agreeing with the recipient and the Activity of
the report based on the results of the stage (within a
physical or online meeting)

Stage 2 — Task B. Determination of the Recipient's
target cybersecurity maturity level. Development of
Recommendations for acquiring the recipient's target
cybersecurity maturity level in accordance with the
NIST Cybersecurity Framework 2.0. Development of
the Roadmap for the implementation of the
Recommendations for the acquisition of the target
level of the Recipient's cybersecurity maturity in
accordance with the NIST Cybersecurity Framework
2.0

Step 2.1 - Conducting interviews with management and
key stakeholders to determine key areas for improving
cyber security in terms of the organization's goals and
objectives - information may be obtained including, but
not limited to, the recipient's adopted strategic documents
defining the organization's goals and objectives ,
interviews with the recipient's stakeholders

Step 2.2 — Determination of the available resources of the
recipient in the field of cyber security - information can
be obtained, including, but not limited to, from existing
regulatory and legal documents, a description of the
organizational structure, a description of projects,
inventory documents, interviews with stakeholders of the
recipient

Step 2.3 — Analyze and identify priority cybersecurity
categories and subcategories for improvement according

Kpok 1.5 — Anaui3 3i6panoi Ha kpokax 1.2-1.4
iH(opMallii Ha BIAMOBIIHICTH BUMOTaM JJOMCHIB Ta
cybonomenip kibepoesnexu NIST Cybersecurity
Framework 2.0— aHasi3 TOBHHEH BKIIIOYATH B ceOe OIHC
MIPOLIEYPH TIEPEBIPKU Ha BiAOBIIHICTH BUMOTAM
KOKHOTO CyOZOMEHa Ta HaBEICHHSAM BHKOPHCTAHIX
nokasiB (apTedaxTiB)

Kpox 1.6 — Ha ocHOBI ipoaHasizoBanoi Ha kporti 1.5
iH(popMaIlii BU3HAUYEHHS TIOTOYHOTO PiBHSI 3PUTOCTI
kibep6Oe3neku y BianosinHocti 3 NIST Cybersecurity
Framework 2.0. Busnauenus piBHs 3pinocti
BiZI0YBAE€THCSl HACTYITHUM YHHOM — KOXHa cyOKaTeropis
ouiHtoeThest o wmkai Bix 0 1o 4 6anis (0 piBens — 0 Oai,
1 piBens — 1 Gasny, 2 piBeHb — 2 6ainu, 3 piBeHs - 3 Oany,
4 piBenb — 4 Gainy, 6aJI IPUCBOIOETHCS B TOMY BHIAJIKY —
SIKIIO CyO0MEH TIOBHICTIO BiATIOBI/Ia€ BUMOTAM PiBHS
3piJIOCTI), MicIs 40oTo sAKIo HabpaHo Bix 0 mo 105 GamiB —
e 0 piBeHb IS oprasizanii B misiomy, Bix 106 mo 211 — 1
piBeHb, Bix 212 1o 317 — 2 piBens, Bix 318 mo 423 — 3
piBeHb, 424 — 4 piBenb). Bei 6anu BKITIOYAIOTHCS TIPH
3anoBHEHHI (Bkiaaka Diagnostics ([liarHocTuka) 1o
eJICKTPOHHOT Tabiui (aiin

Forma_Diagnostyky OKI.xIsm), mio Hamae 3aMOBHHK Ta
3anoBHIo€ [TipsgHuK.

Kpok 1.7 — ITinroroska 3Bity 3a pesyibraramu Etany 1,
1110 BKJIIOYA€E B ceOe 3alI0BHEHY CJICKTPOHHY TaOJIHIIIO 3a
pesynbratamu Kpoky 1.6

Kpox 1.8 — IToromkenns 3 PerumnieHToM Ta 3aMOBHUKOM
3BiTy 3a pesynbratamu Etamy 1 (B pamMkax (i3uaHOi un
OHJIAHH 3yCTpidi).

Etan 2 — 3aBaanns B. BusHaueHHs HijiboBOro piBHsi
3pinocri kibepOesnexn Penunienra. Po3podka
Pexomenpmauiii 11 Ha0yTTH HiILOBOrO PiBHSA 3plIOCTI
ki0epoe3nexn Penunienta Bignosinno NIST
Cybersecurity Framework 2.0. Po3po6ka loposxHoi
Kaptu BnpoBagxenns Pexomenaauiii 11 Ha0yTTS
HiILOBOro piBHA 3pijocTi kidepOesnexkn Penumienra
BinmosinHo 10 NIST Cybersecurity Framework 2.0

Kpox 2.1 — IIpoBeneHHs iHTEPB 10 3 KEPIBHUIITBOM Ta
KITFOYOBUMH CTEHKXOJIZICpaMHy [T BU3HAUCHHS
KITIOYOBHUX HAIPSIMKIB MMOKpAIeHHs KidepOe3neku 3
TOYKH 30py LJIeH Ta 3a7a4 opraHizauii - iHpopmaris
MO3Ke OyTH OTpHMaHa y TOMY YHUCIIi, aJic He
00OMEKYIOUHCH — 3 IPUIHITUX CTPATCTIYHUX TOKYMCHTIB
PerumienTa, 1110 BU3HAYAOTH LTI Ta 3aJ1a4i OpraHizaii,
iHTEepB’10 31 cTelikxonaepamu Penumnienra

Kpok 2.2 — BusHaueHHst HasiBHUX pecypciB Penumienra B
chepi xibepOesniekn - iHpopMallis MOke OyTH OTpUMaHa
Yy TOMY YHCJIi, ajie He 0OMEXYI0UHCh — 3 HAsIBHUX
HOPMATHBHO-IIPABOBUX JOKYMEHTIB, OIHICY
oprauizaniiHoi CTPYKTYpH, OITUCY MPOEKTIB,
IHBEHTapH3AIIHTHUX JOKYMEHTIB, iIHTEpPB 10 3i
crefikxonaepamu PerumienTa
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to the NIST Cybersecurity Framework 2.0 based on, but
not limited to, the results of step 1 and steps 2.1, 2.2.
Step 2.4 - Determination of the target maturity level of
cyber security based on the goals, objectives, available
and minimum required resources and the results of steps
2.1-2.3 and stage 1. The target level of maturity should be
at least one higher than the existing one.

Step 2.5 — Development of recommendations for
increasing the level of maturity of selected cyber security
domains and subdomains according to the NIST
Cybersecurity Framework 2.0 based on the results
obtained in previous steps

Step 2.6 — Development of drafts of necessary documents
(including, but not limited to, policies, procedures,
instructions)

Step 2.7 — Determining the resources required to
implement the recommendations developed in step 2.5
and the documents developed in step 2.6 (including, but
not limited to, time, personnel, and equipment)

Step 2.8 — Development of a 2-month and 3 years
Roadmap for the implementation of the developed
Recommendations, based on the results of previous steps
and, but not limited to, interviews and discussions with
stakeholders from the Recipient side

Step 2.9 — Developing a report based on the results of
Stage 2 and filling in the Recommendation Plan tab
(Iman BripoBaKeHHS pekoMenaaiii) of the spreadsheet
(Forma Daignostyky OKI.xlsm file) and spreadsheet of
specifications (Form HLD Recommendation.xlsx file)
provided by the Activity and completed by the
Contractor. The completed spreadsheet tab must be
included in the Stage report.

Step 2.10 — Preparation of the report based on the results
of stage 2

Step 2.11 — Agreeing with the recipient and the Activity
of the report based on the results of stage 2 (within a
physical or online meeting)

Stage 3 — Tasks C-D. Consultative and methodological
support of the Recipient at the stage of
implementation of the Road Map Recommendations
Step 3.1 — Provision of monthly advisory support (to the
Recipient by the provider at the stage of implementation
of the recommendations obtained as a result of stage 2
Step 3.2 — Monitoring by the provider of the progress of
the implementation of the recommendations by the
Recipient on a monthly basis within the framework of the
schedule determined by the Road Map based on the
results of Stage 2

Step 3.3 — Submission of a monthly report within 2
months of the implementation of the recommendations
provided as a result of Stage 2 and the Road Map,
describing the recipient's progress and identified
problems and backlogs (if any)

Kpok 2.3 — AHaui3 Ta BU3HAYCHHS [IEPIIOYEPIOBHX, IS
MOKpalleHHsl, KaTeropiii Ta cyOkaTeropiii kibepoesnexu
3rigHo NIST Cybersecurity Framework 2.0 Ha ocHOBI,
ajie He 0OMEeXYIOUHCh, pe3ybTatiB Etamy 1 Ta KpokiB
2.1,2.2.

Kpox 2.4 — Bu3HaueHHs iIbOBOTO PiBHS 3PiJIOCTI
kibepOe3neKn BUXOAMUH 3 iJeH, 3a/1a4, HassBHUX Ta
MiHIMaJTbHUX HEOOXITHUX PecypciB Ta pe3yJIbTaTiB
Kpokis 2.1-2.3 Ta Etany 1. [{inpoBHii piBeHB 3p1IIOCTI
Mae OyTH HE MCHIIIC HiXK HA OJIMH OUTbINNHI 32 HASBHUI.
Kpok 2.5 — Po3poOka Pexomenaariit ist miABUIICHHS
PiBHS 3plJIOCTI 0OpaHMX JOMEHIB Ta Cy0JOMEHIB
kioepoOesnexku NIST Cybersecurity Framework 2.0, na
OCHOBI pe3yJIbTaTiB OTPUMAHHUX Ha MOMEPEIHIX KPOKaX.
Kpok 2.6 — Po3poOka npoekTiB HEOOXiTHUX TOKYMCHTIB
(BKITIOYArOYH, Ta HE OOMEKYIOUIHCH - TIOJITHK, TIPOIIEAYD,
THCTPYKIIiN)

Kpox 2.7 — BuzHaueHHs pecypciB HEOOXITHUX IS
BIPOBaDKEHHS Pexomenmariii po3podinenux Ha Kporri
2.5 Ta TOKyMEHTIB, pO3pO0JIEHUX Ha TIOTIEPEIHIX KPOIT
2.6 (BKJIIOYAIOYH, ajle HE OOMEXKYIOUHUCH - 4ac, IepCoHall,
001 IHaAHHS)

Kpok 2.8 — PozpoOka 2-micsiuHoi Ta 3-piunoi JJopoxuboi
Kapru BripoBapxeHHst po3pobiiennx Pexomennaniii, Ha
OCHOBI Pe3yJIbTaTIB MOIIEPEIHIX KPOKIB Ta, ajie He
00MEKYIOUHCh, IHTEPB 10 Ta 0OrOBOPEHHSIMH 31
cTelkxoaepamu 3i ctoponn PerernienTa

Kpox 2.9 — Po3po0Oka 3Bity 3a pe3yabratamu ETamy 2 Ta
3amoBHeHHs BkIaaku Recommendation Plan (ITman
BIPOBAKEHHS pEKOMEH/IAIIIH) eJIeKTPOHHOT TaOIUII
(daitn Forma Daignostyky OKI.xlsm) Ta exekTpoHHY
Tabmmio crienudikarnii (dpain Form HLD
Recommendation.xIsx), 1o Hagae 3aMOBHHUK Ta
3anoBHrO€ [1iapsHUK. 3an0BHEHA BKIIAJKA €JICKTPOHHOL
TaOIUIl MOBUHHA OyTH BKJIFOYEHA 110 3BiTY 3a ETar.
Kpok 2.10 — ITinrotoska 3Bity 3a pe3yibraramu Etamy 2
Kpok 2.11 — [Toromxenns 3 Penumnientom ta
3aMoBHHUKOM 3BiTY 3a pe3ysbratamu Etamy 2 (B pamkax
(hi3MUHOT UM OHJIAWH 3yCTpidi).

Etan 3 — 3aBaanns C-D. KoncyJbTaTuBHO-
MeTo0J0riyHa miaTpuMKa PenunieHTa Ha eTami
BHpoBa:keHHs: Pexomenaauiii 3a JlopokHbOI0
Kaproio

Kpok 3.1 — Hananns momicsiaHOT KOHCYJIbTaTUBHOT
niaTpuMku Penumienta [TinpsaHukom Ha eTarti
BIIPOBaKCHHS PekoMeHIaliif OTpuMaHuX 3a
pesynpTatamu Etamy 2

Kpok 3.2 — BiacniakoBysanus [Tizpsigaukom nporpecy
BIIpOBaKeHHS Pexomenaniii PenumienTom Ha
IOMICSIYHIN OCHOBI B paMKax rpadiky BU3HAUEHOTO
Jlopoxupoto KapToro 3a pesynbratamu Etamy 4

Kpox 3.3 — HagauHs moMicSIT9HOTO 3BiTy MPOTITOM 2
MICSIIiB BIPOBA/KEHHST PekoMeHaaIiii HaJJaHux 3a
pesynbratamu Etamy 2 Ta Jloposknoi Kaptu 3 onmucom
nporpecy PeruiienTa Ta BUSBICHHX TPOOIEM Ta
BiJICTaBaHb (32 HASIBHOCTI)
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Step 3.4 — Agreeing with the Activity of monthly reports
based on the results of stage 3 (within a physical or
online meeting).

Stage 4 — Task E. Re-diagnostics to confirm the
Recipient's achievement of the target cybersecurity
maturity level according to the NIST Cybersecurity
Framework 2.0

Step 4.1 - Gather information on the current state of
cybersecurity of NIST Cybersecurity Framework 2.0
domains and subdomains identified in Step 2 as high
priority for improvement - information may be obtained
including, but not limited to, conducting interviews with
interested recipient representatives, collection of
documentary evidence - "artifacts" (acts, procedures,
policies, downloads of software settings, contracts,
regulatory documents, screenshots)

Step 4.2 — Analysis of the information collected in step
4.1 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0— the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used.

Step 4.3 - Based on the information analyzed in step 4.2,
determine the confirmation of the recipient's achievement
of the target level of cybersecurity maturity in accordance
with the NIST Cybersecurity Framework 2.0 - the
analysis should include a description of the procedure for
checking compliance with the requirements of each
subdomain and providing evidence (artifacts) used.

The maturity level is determined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (Re-diagnostics tab) into the spreadsheet
(Forma Diagnostyky OKI.xlsm file) provided by the
Activity and filled by the Contractor.

Step 4.4 — Preparation of a report based on the results of
Stage 4, which includes a completed table based on the
results of Step 4.3

Step 4.5 — Agreeing with the recipient and the Activity of
the report based on the results of Stage 4 (within a
physical or online meeting).

Kpoxk 3.4 — [ToromkeHHs 3 3aMOBHHKOM IIOMICSYHIX
3BITiB 3a pe3ynbTaramMu BUKOHaHHS ETamy 3 (B pamkax
(i3UYHOT UM OHJIAWH 3yCTpiui).

Etan 4 — 3aBaanus E. IloBTopHa aiarHocTuka 1Jist
NiATBePIKeHHS T0cATHeHHs PennnieHTOM iiboBOro
piBHs 3pijiocTi kiGepoe3nexn 3rigno NIST
Cybersecurity Framework 2.0

Kpox 4.1 — 36ip indopmarrii mpo NOTOYHUH CTaH
KibepOe3neku nomeHiB Ta cyonomeni NIST
Cybersecurity Framework 2.0, 110 6ysu Bu3HaueHi Ha
Etani 2, six nepmoueprosi st [Tokparenns —
iH(popMalis Moxe OyTH OTpHMaHa y TOMY YMCIIi, aJie He
00MEKYIOUHCh — 3 IPOBEJCHHS IHTEPB 10 3
3aliKaBJICHUMHU Npe/icTaBHuKamMK Pennmienta, 30ip
JIOKyMEHTAIIbHUX J0Ka3iB — «apTedaxTiBy (aKTiB,

MIPOIIEe Ty, TTOJIITHK, BUBAHTAKEHb HATAIITYBaHb
MIPOTPAMHOTO 3a0e3MeYeHHSI, JIOTOBOPiB, HOPMATHBHHUX
JIOKyMEHTIB, 3HIMKIB €KpaHiB)

Kpox 4.2 — Anauni3 3i6panoi Ha Kpori 4.1 indopmariii vHa
BiJINIOBIJTHICTh BUMOT'aM JIOMEHIB Ta CyOIOMEHIB
kibepoesnexu NIST Cybersecurity Framework 2.0 —
aHaJIi3 MOBUHEH BKJIIOYATH B ce0e OMHUC MpoLeaypr
MEPEBIPKHU Ha BIAMOBIAHICTH BUMOTaM KOKHOTO
cy0Z0MeHa Ta HABSJICHHSIM BHKOPHCTAHHX JIOKa3iB
(apredaxris)

Kpox 4.3 — Ha ocHoBi nipoanaitizoBanoi Ha Kporti 4.2
iH(hopMallii BU3HAUCHHS MiATBEPHKSHHS JOCITHEHHS
PenumiieHTOM IiTLOBOTO PiBHS 3piIOCTI KibepOe3nekn y
sigmosigaocTi 3 NIST Cybersecurity Framework 2.0 —
aHaJIi3 TOBHHEH BKJIIOYATH B ce0e OTHC MPOIeypH
MIePEeBiPKU HA BiAMOBIHICTH BUMOTaM KOKHOTO
cy0Z0MeHa Ta HABSJICHHSIM BHKOPHCTAHHX JIOKa3iB
(apredaxriB). BuznaueHHs piBHs 3plI0CTi BinOyBaeThCs
HACTYITHUM YHHOM — KOKHA CYOKaTeropisi OIliHIOETHCS
o mkaii Big 0 mo 4 6anis (0 piBens — 0 6an, 1 piens — 1
Oanu, 2 piBeHs — 2 Oany, 3 piBeHsb - 3 Ganu, 4 piBeHs — 4
0aru, Oan MPUCBOIETHCS B TOMY BUIAJKY — SIKIIIO
cyOJIOMEH MTOBHICTIO BiJIIOBiTa€ BUMOTaM PiBHS
3piJIOCTI), MicIs 9oro sAKIo HabpaHo Bix 0 mo 105 GamiB —
e 0 piBeHb IS oprasizanii B misiomy, Bix 106 mo 211 — 1
piBeHb, Bix 212 1o 317 — 2 piBens, Bix 318 mo 423 — 3
piBeHb, 424 — 4 piBenb). Bei 6anu BKITIOYAIOTHCS TIPH
3anoBHeHHi (Bkiaaka Re-diagnostics (IToBTopha
JIIarHOCTHKA) JI0 CJICKTPOHHOT Tabuui (daiin
Forma_Diagnostyky OKI.xlsm),, o Hajjae 3aMOBHHK Ta
3anoBHO€ [TiApsTHUK.

Kpok 4.4 — ITinroroska 3BiTy 3a pe3yibraramu Erany 4,
[0 BKJIFOUYAE B ceOe 3aMIOBHEHY TaOJIHIIO 32
pesynbratamu Kpoky 4.3

Kpox 4.5 — TToromkenns 3 PerumnieHToM Ta 3aMOBHUKOM
3BiTy 3a pesynbratamu Etamy 4 (B pamMkax (i3udHOT 4n
OHJIAHH 3yCTpidi)
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Attal hment B: Proposal Cover Letter
Hopatok B CynpoBigHuu nuct

We, the undersigned, provide the attached proposal
in accordance with RFP No. REQ-KY1-24-0208

dated 16 September 2024. Our attached proposal is
for the total price of
(figure and in words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 110 TiaIUCATHCS HIDKYE, HaTaeMO TTPOTIO3HIIIIO i3
3arajbHOIO I[IHOIO

(BKaXITh MiHY ITU(GPaMH 1 IPOTIMCOM), KA TOAETHCA,
BIIMTOBITHO 10 3anuTy Ha HamaHHs mporosuiii RFP Ne
REQ-KYI-24-0208 Bix 16 BepecHs 2024 poky.

Mu 3acBiggyemo, 110 IiHA 3a3HaveHi y [Ipaiic-mucTi, mo
JOJTAETHCS, AIMCHI IPOTATOM Tiepioay 60 (mricTaecsT)
KaJICHIapHUX JIHIB.

Mu 3acBigayemo Hanty (piHaHCOBY BiIITOBITATBHICTS 1
npuitMaeMo yMOBH oruiatu Kommasii «DAI», sxi €
OTIJIATOIO MICTS TOCTABKH Ta MPUHHATTA HAJAHUX TTOCIYT.

Hama npomno3uuist € 060B’13K0BOIO IJ1s1 HAC 3
ypaxyBaHHSAM 3MiH B pe3ynbTaTi Oyab-IKuX 00rOBOPEHb.

Mu posymiemo, 1o kommanist «KDAD» He 30008’ s13aHa
npuitMatu Oynb-sIKi MPOMO3HULIii, IKi BOHA OTPHMYE.
[lignuc ynoBHOBaXXeHOT 0COOH:

IM’st Ta ocazia yIOBHOBa)KEHOT 0COOU:

Hasga opranizauwii:

Anpeca:

Tenedon:

E-mail:

[TeuaTka KOMMaHil:
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Attal hment C: Prile S hedule / QopaTtok C: NMpanc-nucr

The budget below includes examples of the types of costs that may be included in the budget. Actual budget
submissions may consist of different costs and should be prepared in line with the offerors’ technical
proposal. Please include an accompanying budget narrative linking prices with the work required in
Attachment A. Additional supporting documentation may be requested for any costs included below.

VY Ttabnuni HWK4YE HaBeAEHI BUMOTH 0 MOCIYT. YUYacHHKM TEHAEPY MOBHHHI MOJATH MPOTMO3MLIi, 10
MICTSTh BiANOBIAHY iH(poOpMamito Ha QipmMoBoMy OnaHkKy abo BiAMOBiAHO NO odiuiiiHOoro Qopmaty

MPOTO3HUIII.

The price could be presented in USD or UAH without VAT/ Yci niinu Hagasi B B fonapax CIIIA a6o

rpuBHi 6e3 I1/IB.
q Budget narrative
Detailed budget template explanation
I:: Item Description/Specifications Unit Quantity IPr I:;Z ’II,‘:;:: Provide brief justification
# | Omuc/Crnenundikarii Omunnig | Kinekicts | [liHa 3a o Bcroro o rerdhlitip i m
1 | Program Staffing
1,1
2 | Equipment and material
2,1
3 Travel, Transportation, Per
Diem
3,1
4 Other Direct Costs/Program
Administration and Services
4,1
5 | Benefits/Fee
6 | Other Indirect Costs
GRAND TOTAL IN UAH:

Delivery Period: Click here to enter text.

NOTE: Offerors must submit comprehensive budget narrative/ budget notes that provide information
on each line item in the budget and explain why these items are needed to implement the activity,
including hourly rates for presented team members and any indirect costs which may occur during the

completion of the assessment).

THE PROPOSAL COST/BUDGET MUST BE SUBMITTED IN A PDF AND EXCEL SHEET.

INPUMITKA: YyacHUKH MMOBHHHI IMOJATH BUYCPITHUN OMHUC OIOKETY, SIKMHA MICTHTH 1H(GOPMAIIIIO TIPO
KOXHY CTaTTIO BUTPAT Ta MOSCHIOIOTh, YOMY IIi CTATTI MOTPiOHI JUIs 3MIHCHEHHS MisUTHHOCTI, BKIFOYAIOYH
HiHy po0Oouoi TOAWHM cHeuiamicTiB Ta Oynb-sKi HENpsMi BHTPATH, IO MOXYTh BHHUKHYTH B MpOIECi
pOBe/IeHHs OliHKH. Moro notpi6Ho Hagicnati y dpopmari daiiny .pdf ta Xls.
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Milestone No. /
PesyabTar

Milestone Description &
Required Documentation /
Onuc Ta HeoOXiTHA
JOKyMeHTAaIlist

Payment
Amount /

Bincorok
Bix cymu

3arajbHoOl
OILIATH

Due date /
Jlata

Total
price /

ina

Milestone #1 /
PesyabTaTt Nel

Initial Stage: Signing of the
Non-Disclosure Agreement
(NDA) between OCI and the
selected provider /
IoyaTkoBuii eram:

i ITUCaHHS YTOIH TIPO
Heposronomenas (NDA) mix
OCI Ta o6panuM npoBariepomM

Deliverable A Report:
Assessment of the current OCI
cybersecurity maturity level
according to the NIST
Cybersecurity Framework 2.0 /

3BiT 3a pe3yJibTaTaMu
3aBmanasa A: Omninka
TIOTOYHOTO PiBHS 3piIOCTI
kidepoesnexknu OCI BignoBigHO
1o NIST Cybersecurity
Framework 2.0

35%

20 working days after signing
the contract between the
selected provider and the
Activity / 20 poGouux nHIB
TCIS TAACaHHS JOTOBOPY
MiX 0OpaHuM
MOCTa4YaaIbHUKOM Ta
JlistIbHICTIO

30 working days after signing
the NDA between the OCI
and the selected provider / 30
poOOYHX JTHIB ITiCTIs
migmucanas NDA mixk OKI
Ta BUOpaHUM
MOCTaYaIbHUKOM

UAH/
TpH.
USD/

JoJIIapu
CILIA

Milestone #2 /
2 PesyabTaTt Ne2

Deliverable B Report:
Determination of the OCI target
maturity level according to
NIST Cybersecurity
Framework 2.0

Recommendations for
transitioning from the current
level to the target level.

The roadmap for the
implementation of the
developed recommendations
for 2 months and 3 years /
3BiT 32 pe3yibpTaTaMu
3aBnanusa B: Bu3HaueHHS
mipoBoro piBHsA 3pinocti OCI
BignosinHo mo NIST
Cybersecurity Framework 2.0

Pexomenariii o0 nepexomy
BiJ] IOTOYHOTO PIiBHS JI0
LIJILOBOTO.

Jlopo>kHS KapTa peamizartii
pO3po0IIeHNX peKOMEeHIaIliii Ha
2 micsi Ta 3 poku

40%

40 working days after the
completion of Deliverable A
/ 40 po®ounX IHIB MiCHs
3aBepIUeHHS 3aBaaHHsI A

UAH/
TpH.
USD/

JoJIIapu
CILIA

= DAI
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Deliverable C - D Monthly
Report: The progress of
implementation of the
recommendations by the
recipient / llloMicssunmit 3BIT 3a
pe3yabtaramu 3asaanns C - D:
X1 BUKOHAHHS PEKOMCHIAIIIi

45 working days after
completion of Task B (the
report shall capture the work
completed under task C and
D) / 45 pobouux qHiB micus
BUKOHaHHS 3aBaanHs B (y
3BiTi Ma€e OyTH BioOpa)KeHO

oJIepIKyBadeM pobOTY, BUKOHAHY 32 UAH/
3apranasmu C ta D) TpH.
3 | Milestone #3 / Deliverable E Report: 25% 20 working days after the USD/
Pesyabrar Ne3 | Reassessment of the current completion of Deliverable C | #OH1aPH
cybersecurity maturity level & D / Yepes 20 poGourx CIIA
according to the NIST JIHIB TIiCIIA 3aBepIIEHHS
Cybersecurity Framework 2.0 / 3apmans C ta D
3BiT 3a pe3yJibTaTaMu
3apnanns E: moBTOpHA OLliHKA
TOTOYHOTO PiBHS 3piIOCTI
KibepOe3mneKy BiIoBiIHO 10
NIST Cybersecurity
Framework 2.0
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Attal hment D: Representations and Certifi[ ations of
Complian e/doaaTtok D: 3asBu Ta lliaTBepAXeHHAM Npo
BignosigHicTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on
the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIl with a disclosure
statement describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

1. depepanbHUil cHHMCOK BUKIIOUEHHMX oci0 — OOpaHmii y4acHUK
TEH/Iepa Hapa3i He € BiJICTOPOHCHWM, TUMYACOBO BiJICTOPOHCHHM abo
BU3HAHHUM TaKHM, IO HE Mae€ MpaBa YKIAJaTH KOHTPAKT 3 OyIb-IKAM
(enepanbHUM OPraHOM.

2. IMigrBep/pkeHHs 3apo0iTHOI maTu kepiBHuiTBa — [Tonoxxenns FAR
52.204-10 Bumarae Bix kommanii «DAD» sk reHepaIbHOTO MiAPSAHHKA
3a koHTpaktamu (enepanbHoro ypsimy CIIA 3BityBatH mpo piBHi
3apoOiTHOI IUIATH M'STH KEpIBHUKIB CyONiApSOHUKA 3 HaAWBUIINM
piBHeM 3apoOiTHoi mratm B CuHcTeMy 3BITHOCTI 3a JOTOBOpaMH
cyOmiapsity BiANOBIAHO 10 3aKOHY IIPO IMIiA3BITHICTH 3a (efepaTbHIM
¢inancyBanHsaM Ta npo3opicts (FSRS).

3. Ykas3 Ilpesunenta CIIA mpo 3a60poHy (iHAHCYBAHHS TEPOPH3MY -
BukonaBio Haragyerbcsi, 1o ykasu Ilpesumenta CHIA Ta
3akoHomaBcTBO CIIIA  3a00poHSIOTH 3MINCHIOBATH —ofmepamii 3
¢biznuHrME 0c00aMH Ta OpraHi3alisiMU, OB’ I3aHUMH 3 TEPOPH3MOM, a

TakOo’K HaJaBaTH IM  pecypcd Ta MmATPUMKY. Opuandny
BINOBINANBHICTE 32 3a0e3MEUcHHs JOTPHMaHHA [UX  yKa3iB
[IpesunenTa Ta 3aKkoHOIABCTBa Hece BukonaBenb/PenumieHt.

PenumienTy He JO3BOJISIETHCS TPAIIOBATH 3 (DI3MYHUMH OCOOAMH Ta
OpraHi3alisiMH, OB S3aHUMH 3 TEPOPU3MOM, a TAaKOXXK HaJaBaTH iM
pecypcu Ta miarpuMky. JKomHa momomora abo pecypcH HE MOXKYTh
HaJaBaTUCh (i3UYHUM ab0 IOPHAMYHHM 0C00aM, SKi 3HAXOISATHCS Y
CHHUCKYy TPOMAIsIH OCOOMMBHUX KaTeropiii Ta 3a00pOHEHHMX 0Ci0, SKHii
Bene Kasnaueiicteo CIHA (mamB. www.SAM.gov ), a6o y Crucky
0co0IMBHX KaTeropin OOH (muB.
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ). Ile
MOJIOXKEHHS 000B’I3KOBO BKIIFOYAETHCS JIO BCIX JOTOBOPIB CyOMmiapsiy /
pillleHs PO HaJaHHA CyOHiApsy, SIKi BHKOHYIOTBCS B paMKaX I[bOTO
JIOTOBODY.

4. Toprisns aw0aeMu — BUKOHABIIO 3a00pOHSETHCS MPOTATOM CTPOKY
Il 1[bOT0 KOHTPAKTY 3MiCHIOBATH TOPTIBIIIO JIOABMH (K BU3HAUCHO Y
IMporokoni miomo 3amoOiraHHs, NPOTHAIl Ta MOKapaHHS TOPTiBIi
JIIOBMH, OCOOJIMBO >KIHKAMHU Ta JIITHMH, SIKAH TOoHOBHIO€ KOHBEHIIIIO
OOH 1100 mpoTHIiT TpaHCHAIIOHATFHOT OPTraHi30BaHOT 3JIOYMHHOCT ),
OIUTa4yBaTH KOMEPIIHHI CEKCyalbHi MOCIYI'HM Ta BHKOPUCTOBYBATH
MIPUMYCOBY IPALIIO.

5. IlinTBeppKEHHS Ta PO3KPUTTS iHGOpMAaNii 1010 MIIATEXkIB 3 METOI0
BILIMBY Ha Jiedki denepanbHi rocnojnapcebki omeparii — YvacHHK
TEeH/epa MiATBEPAXKYE, 10 JOTPUMYETHCS 3apa3 Ta J0TPHUMYBATHMETHCS
i wamami Bumor FAR 52.203-11 «IligTBepmKeHHS Ta PO3KPHUTTS
indopmarii momo mIaTexiB 3 METOI0 BIUIMBY Ha JesKi (erepanbHi
TOCIIOJJAPCHKI OTeparii».

6. OpraHizaliifHuil KOHQIIKT iHTepeciB — Y4YacHHK TEHACPY
MiATBEPIKYE, MO oMy He Bimomo mpo Oyab-siKy iH(opMmaiiro, ska
CTOCYEThCS ICHYBaHHS OYIb-SIKOTO MOTCHIIIITHOTO KOH(IIIKTY iHTepeciB
opranizarii. YYaCHHK TEHAEPY TAKOX MiATBEPIXKYE, IO SIKIIO HOMY
CTaHe BiIOMO Mpo iH(pOPMAIIifo, IKa Ma€ BiIHOMICHHS 10 MOKIMBOCTI
iCHyBaHHS MOTCHIIMHOr0 KOH(IIKTY, Y4YacHUK TEHAEPY HEBiIKIaIHO
Hajae kommnanii «DAID» 3BiT, e po3KpUBAETHCS Taka iHpOPMAIis.

7. 3abopoHa cerperamnii MicIlb CHIIbHOTO KOPHCTYBAHHS — YYacHHUK
TeHJepa MiATBEepIKYe, Mo HoTpuMyeThest FAR 52.222-21 «3abopona
cerperanii MiCIlb CITITEHOTO KOPHCTYBAHHSD).
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8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the Performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

8. PiBHI MOXIHMBOCTI — Y4YacHHK TEHJAEPY MIATBEPDKY€E, IO HE
3[1HCHIOE TUCKPHMIHALIIIO IPOTH Oy Ib-SKOTO MpaliBHUKa a00 3assBHUKA
3a BIKOM, CTATTIO, PEIITi€l0, 1HBANITHICTIO, Pacol0, IMEePEKOHAHHIMH,
KOJIbOPOM ILIKipH a00 HAI[IOHATBHICTIO.

9. TpymoBe 3aKOHOMABCTBO — YYAaCHWK TEHACPY MiATBEPIKYE, IO
JOTPUMYETHCS BCIX BUMOT TPYZOBOTO 3aKOHOABCTBA.

10. Honoxennst npo denepanshi 3akynisni (FAR) — Yyacuuk Tenaepa
HiATBEep/UKYe, 10 o3Haifomnenuit 3 IlomoxeHHAM mpo dexepanbHi
3akymiBini (FAR) 1 He mopymrye >KOZHOTO MATBEP/DKCHHS, IO
BUMAraeThCs 3riHO 3 BianmoBinauMu HopMamu FAR, y Tomy uucii, ane
He 00MEeXyIOUHCh MiATBEPHKEHHSIMH CTOCOBHO JIOOifOBaHHS, Xabapis,
MOJKJIUBOCTI piBHOTO MpaICBIANITY BAaHHS, KOMIICHC I THOT
MUCKPUMIHAII, Ta IUIATeXIiB 3 METOI0 BIUIMBY Ha (eaepaabHi
roCroaapchKi omneparti.

11. JoTrpuMaHHs BUMOT NPAIiBHUKAMKU — YYaCHUK TEHIEPY TapaHTye,

10 BUMAaraTuMe BiJl YCiX IpaIiBHUKIB, IOPHIMIHUX Ta (PI3UIHHUX 0Cib —
HaJaBadviB MOCIYT y 3B’sI3Ky 3 BUKOHAHHsAM J[OrOBOpY Ha 3aKyIiBIIIO
kommaHii «DAI» noTpuMyBaTHCh BUMOT BinnosigHoro [loroBopy.

IMojaroun NPONO3MILII, YYaCHUKH TEHAEPY UMM IIOTOKYIOTHCS
MOBHICTIO BAKOHYBATH YMOBH Ta [OJIOXKEHHSI BUIIE3Ta[aHOTO T4 BCHOTO
BiamoBigHoro (emepaipHoro 3akonomascrBa CIIIA, mio 3a3HaucHe y
BOMY IOKYMEHTIi, a TaKOX IMpPH YKIaACHHI IOTOBOPY MOBHHHI OyTH
TOTOBI MiANKMCATH L1 3asBH Ta MiATBEPIKCHHS.
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Atta’ hment E: Instrul tions for Obtaining an Unique Entity ID (SAM) for DAI's
Vendors, Subl ontral tors & Grantees / [logaTtok E: IHcTpyKUii woao
OTPUMaHHSA YHiKanbHoOro ineHTuUdikatopy opranisadii (SAM) —
nocravyanbHUKU, CyOniapAAHUKN Ta rpaHTOOTPUMYyBaYi KomnaHil «DAI»

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is contingent
upon the winner providing an Unique Entity ID (SAM)to DAI. Organizations who fail to provide an Unique
Entity ID (SAM) will not receive an award and DAI will select an alternate vendor/subcontractor/grantee.

Note: There is a Mandatory Requirement for your Organization to Provide a Unique Entity ID (SAM) to
DAI

. SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive first-
tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an Unique
Entity ID (SAM) prior to signing of the agreement. Your organization is exempt from this requirement if the
gross income received from all sources in the previous tax year was under $300,000. Please see the self-
certification form attached.

1. MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified
and FAAs) with a value equal to or over $25,000 and performing work outside the U.S. must obtain an
Unique Entity ID (SAM) prior to signing of the grant. All U.S. organizations who are recipients of first-tier
monetary grants of any value are required to obtain an Unique Entity ID (SAM); the exemption for under
$25,000 applies to foreign organizations only.

NO SUBCONTRACTS/POs ($30,000 + above) or MONETARY GRANTS WILL BE SIGNED BY

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making
it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the US Government. The Information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranbHa indopmanis:

Crucanii orJisig norouHux Bumor ypsiny CIIA — yHikanabHuii inenTudikarop ropuananoi ocoou (SAM)
IMounnaroun 3 4 xBiTHA 2022 poKy, OpUAWYHI 0COOHM, SAKI BEIyTh MISIBHICTH 13 (elepalbHUM YPSIOM,
BUKOPUCTOBYBAaTHUMYTh YHiKanbHUil izeHTH]iKaTOp IopuaudHoi ocoon (SAM), mo cTBOpIOEThCS Ha caiiti SAM.gov.
VYHikanpHu# ineHTUudikaTop opuandHoi ocodu (SAM) — wne 12-3HayHmii andaBiTHO-UMGPOBUHA KOA, SKHUN
KOHTPOJIIOETHCS Ta IPUCBOIOETHCS YPSIIOM 1 HACKUTh ypAAy. Bid mormoMarae ypsiiay CIipOCTHTH MPOLEC 11eHTH(IKAIIT
Ta TEPEeBIPKH IOPUIUYHUX OCi0, MONEruIyloud W poOnsdd MEHII OOTSKIMBUM JJsl IOPUAMYHHUX OCiO BeIeHHS
JisUTbHOCTI 3 peepaIbHUM ypSAOM.

InenTHdiKaTOp HAAAETHCS IOPUIMIHUM 0CO0AM IIiJI Yac peecTpallii, abo K HOro MokHa OTpuMaTH Ha caidTi SAM.gov
0e3 peectpauii. Ilocnyru 3 miaTBepmxeHHs ineHtudikatopa ans ypsagy CLIA Hanae xommanis Ernst and Young.
Iadopmariis, HeoOXiaHA i1 OTPUMaHHS YHIKaJIbHOrO ifeHTH(iKaTOpa IopuandHoi ocoou (SAM) Oe3 peecrtparii, —
MiHIMabHa. [neHTHdIKaTOp MiATBEPIKYE JIMIIE IOPUINYHY Ha3By Ta aapecy Bamioi oprasizaiii. Lle miaTBeppxeHHs
TOTO, 1[0 Ballla OpraHi3alis € TUM, 3a KOro ceOe BHIAE.
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VHikanbHU# ieHTH(IKATOP PopuarndHOol 0coou (SAM) HamaeThest 0€3CTPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unique entity identifiers. This system was retired by the US Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing
in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucanii orasax koauumHix Bumor ypaay CIIIA — DUNS

VYHiBepcanpHa cuctema HyMmeparlii maaux (DUNS) — 1e cuctema, po3po0sieHa i KOHTPOJIboBaHA KoMmaHiero Dun and
Bradstreet, sixa npucBoro€e cy0’e€KTy TOCIOAApIOBaHHS YHIKAJIbHHUN IeB’ ITH3HAUYHUH 1udpoBuil ineHTHdikaTop. Taka
CHUCTEMa € CBITOBUM CTaHJIApTOM 1 paHille BuUkopuctoByBanachk ypsgom CIIIA s mpUCBOEHHS YHIKaTbHUX
imeHTudikaTopiB opuanaHUM ocobaM. 4 kBiTHI 2022 poky ypsa CHIA nmpunwHWB BUKOPHUCTAHHS ITi€T CUCTEMH 1
3aMiHMB ii Ha yHIKaJIbHUH i1eHTH(IKATOP IopuanuHoi ocodu (SAM). Iicis 4 keiTas 2022 poky deaepanbHUil ypsia He
Bumaratume Homep DUNS.

Skio ropuauuHy 0co0y Oyj0 3apeecTpoBaHO Ha caidlTi SAM.gov (3 aKTUBHOK a00 HEAKTUBHOK PEECTPALIIEID),
VHIKaNpHUN izeHTH}ikaTop ropuandaoi ocoou (SAM) OyB NpUCBOEHHH 1 JOCTYIHUIA AJIS MEPErIiAy B 0OJTIKOBOMY
3amuci opranizauii Ha cadti SAM.gov me 10 mepexody, Akuid BimOyBcs 4 kBiTHA 2022 poky. YHiKaJbHHUN
imeHTudikaTop 0puANIHOI 0cobu (SAM) MoXKHA 3HAWTH, YBIHIIOBIIN 0 cHCTeMHU Ha caiTi SAM.gov i BUOpaBIIH
BiKeT «YTpaBiiHHA opranizaiieto / Entity Managementy y cBoeMy po6ouoMy mpocTopi ado yBIHIIOBIIH 10 CHCTEMHU
1 BUKOHABIIY TOIIYK 1H(OpMalii Mpo IOpUINIHY 0co0y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a UE
ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Atta hment F: Information about OCI/ flopaTtok F: IHdbopmauisa npo OKI

1.

The table below provides basic information about the OCI (Ministry for Communities, Territories, and Infrastructure

Development of Ukraine) and its scope.

VY Tabmuni Huwkuye HaBeaeHo OaszoBy iH¢popmanito mpo OKI (MinicTepcTBO PO3BUTKY TpOMaj, TEPUTOpid Ta

iHppacTpyKTypu YKpainu) Ta ioro Macmrao.

Name of OCI / Ha3zBa OKI

Ministry for Communities, Territories and Infrastructure
Development of Ukraine
MinicTepcTBO pO3BUTKY TPOMaJI, TEPUTOPIi Ta
iHbpacTpyKTypu YKpainu

CHCTEM, aJAMiHICTpaTOpaMu ad0 pO3NOPSTHUKAMU
axkux € OKI

Official Website / Odiniiinuii Beo-caiit mtu.gov.ua
Number of employees / KiibKicTh mpaiiiBHUKIB 420
Number of main divisions (departments) / Kinbkictb 37
OCHOBHHUX CTPYKTYPHHUX MiIPO3IiiB (JemapTaMeHTiB)

Number of regional offices / KinbkicTh perioHaqbHUX 0
NpPE/ICTABHHUIITB

The number of informational systems, administrated

or managed by OKIs / KiibkicTs iHpOpMaLiHHUX 12

2.

The table below provides basic information about the OCI (State Enterprise "UKRSERVICE MINTRANSU ") and its

scope.

VY tabmuni Hrx4ue HaBeaeHo Oa3oBy iHdopmamnito mpo OKI ([ep:xaBrHe minmnpueMctBo «YKpcepBic MiHTpaHcy») Ta

Horo Macmra0.

Name of OCI / Ha3zBa OKI

State Enterprise " UKRSERVICE MINTRANSU "
JepxaBHe mianpueMcTBo «YKpcepBic MiHTpancy»

Official Website / Odiniitauii Be6-cait

www.mtuservice.gov.ua

CHCTEM, aJMiHICTpaTOpaMu ad0 pO3NOPSTHUKAMU
sxux € OKI

Number of employees / KiibKicTh mpaiiiBHUKIB ~ 200
Number of main divisions (departments) / Kinbkictb 16
OCHOBHHUX CTPYKTYPHHUX MiIPO3IiiB (JemapTaMeHTiB)

Number of regional offices / KinbkicTh perioHaqbHUX 0
NpE/ICTABHUIITB

The number of informational systems, administrated

or managed by OKIs / KijbkicTs iHpOpMaLiHHUX ~10

= DAI

PAGE 36




REQ-KYI-24-0208

Attal hment G: Past Performan( e/ JoaaTok G: docBig po6oTtu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past
three years will be considered.

HpOCI/IMO BKJIIOYUTH 3aMOBJICHHS, SIK1 HaﬁKpame iJ'IIOCprIOTB Ball I[OCBiZ[ p06OTI/I, aKTyaJ'IBHI/Iﬁ 11 ObOT0 3aHI/ITy, INOYHMHAKO4YMU 3 OCTaHHBLOI'O

3aMOBJIeHHSA. bepyThcs 10 yBaru mociyru 371iCHEeHI TPOTIrOM MUHYIIUX TPHOX POKIB.

Ne | Project | Description Client name/ Price in Period of works | Completed in Transfer and Type of agreement,
Title/ of phone number, UAH/ (Start-End time (yes/no)/ acceptance act subcontract, grant, order
Haz3ga Activities/ e-mail/ Bapricts y Dates)/ Jlatu 3aBepIIeHoO Y signed (yes/no)?/ (fixed price, with
MIPOEKT Omnuc Haspa kitienTa/ I'PH. MOYaTKY 1 crpok (Tax/Hi) | Ym mignucano aktu | reimbursement of expenses)/
y TUSATBHOCTI HOMED 3aBEPIICHHS MpUuiMaHH- Tun yroau, 10roBopy
tenedony, e- pooiT nepeaavi pooit? CyOmiapsay, TpaHTy,
mail (Tax/Hi) JIOTOBOPY Ha 3aKyIiBIIO (3
(ikCcOBaHOIO LIHOIO, 3
BiJIIIIKOTyBaHHSIM BUTPAT)
1
2
3
4
5
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Attal hment H: Proposal Che( klist/
HDopatok H: Yek-nuct npono3suuii

Offeror: Have

you?

D Submitted your proposal to DAI electronic E-mail address UkraineCCl _Proposals@dai.com (as specified in the
General Instructions above?

Does your proposal include the following?
|:| Signed Cover Letter (use template in Attachment B)
|:| Price Proposal (submitted in PDF and Excel format)

I:‘ Technical Proposal (including CVs for each team member, Certificates for experts)
D Past Performance (use the template in Attachment G).

|:| Documents used to determine Responsibility (As required in section “Responsibility
Determination”):

Provide copies of the required business licenses to operate in Ukraine (company registration documents,
including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
A brief overview of the company, including professional achievements.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment G)

=
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