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USAID Cybersecurity for Critical Infrastructure (USAID/Cybersecurity)
USAID Kibepbesneka Kpumu4Ho saxxnueoi iHgppacmpykmypu (USAID/Kibepbesreka)
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Provision of services for diagnostics of the cybersecurity level of critical
infrastructure objects according to the NIST Cybersecurity Framework for the
USAID/Cybersecurity Activity

HadaHHs1 nocnya 3 diaczHocmyeaHHs1 pieHs1 Kibepbe3neku o06’ekmie Kpumu4HOI
iHppacmpykmypu 32i0Ho NIST Cybersecurity Framework O0Onsi npoekmy
USAID/Ki6bepbesneka

Issued by: DAI Global, LLC
BudaHo: DAl Global, LLC

Issue Date: September 12, 2024
LHama: 12 eepecHs 2024

WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCIl_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NONEPEOXEHHA: MNoTeHUinHi YyacHuKn TeHaepy, ki oTpumanu Len AOKYMEHT 3 [Kepena iHLWoro,
HK koMnaHis «DAl», noBuHHI HeranHo 3BepHyTUcsa Ao UkraineCCl _Procurement@dai.com Ta BkasaTu
Ha3By Ta agpecy CBOEI KOMMaHii, Wob NpsiMo Ha Lo agpecy iM MoxHa Byno HagcunaTi 3miHu 4o Lboro
3anuty abo iHWi NoBigoMNeHHs. byab-aKun NOTEHUINHUI Y4YacHUK TeHOepy, SSKUA TakuM YMHOM He
BUSIBUTb CBOK 3alikaBreHicTb, Gepe Ha cebe noBHy Bi4MOBiIAANbHICTL Yy pasi HeOTPUMAaHHSA
noBigOMIIEHb [0 KiHLEBOro TepMiHy nogaHHs npono3uuii. byab-ski 3MiHM g0 uboro 3anuty
Ha4CUNATUMYTUCS €NTEKTPOHHOIO MOLLTOHO.

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)
Ctucnum ornapa 3anuTy Ha HagaHHA npono3uuii (3anuT)

1.RFP No. REQ-KY1-24-0204
2. Issue date: September 12, 2024

3.Title
Critical  Infrastructure  Cybersecurity  Incident
Preparedness ~ Assessment  (CICIPA)  for the

Kirovohrad Regional State Administration (next —
Kirovohrad RSA). Procurement of services to conduct
a diagnosis of the cybersecurity system of OCI to
assess the level of cyber maturity in accordance with
the requirements of the NIST Cybersecurity
Framework and provide recommendations for
improving the state of cyber readiness under USAID
Cybersecurity Activity

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCl_Proposals@dai.com.

5. Deadline for Receipt of Questions

September 19, 2024, Kyiv, 2 p.m. Ukraine Time to
the e-mail address
UkraineCCl_Procurement@dai.com Questions and
requests for clarifications — and the responses thereto
will be circulated in writing to all RFP recipients who
have indicated interest in responding to this RFP. Both
guestions and answers will be distributed, without
identification of the inquirer(s), to all prospective
Offerors who are on record as having received this
RFP. In addition, questions and answers will be posted
publically on the same platform where the RFP is
posted.

6. Deadline for receipt of Proposals

September 26, 2024 4 p.m., Kyiv, Ukraine Time to
the e-mail address UkraineCCIl Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR THE RECEIPT OF QUESTIONS AND THE E-

1. 3anut Ne REQ-KY1-24-0204
2. lata naganus 3anuty: 12 Bepecnsi 2024
3. Ha3Ba

3aKkymiBisg TOCIYr [JiarHOCTYBaHHS TIOTOYHOTO PIBHA
kibepOesneku misa KipoBorpaacekoi o0macHOi JepikaBHOT
anminicTparii (mani — KipoBorpaaceka O1A).

3aKymiBig TOCIYr [JiarHOCTYBaHHS TIOTOYHOTO PpIBHA

kibepOesnekn  KipoBorpaacekoi OJA Ta HazaHHA
pPEKOMEHIAIid JyIs TOKPAIEHHS Ta IOCHICHHS PIBHS
3aXUCTy Big kibep arak B paMKax  IPOEKTY
USAID/Kibep6e3rmieka

4. EnexTpoHHa ajgpeca Jjs NOJaHHS MPONO3UIIii

[Ipormo3urlii MarOTh 1MOIaBaTHUCh HA a/IPECY:
UkraineCCI Proposals@dai.com

5. KinueBuii TepMin OTpUMAHHS 3aNIUTAHD

14.00 3a micieBuM KHiBCHKUM YacoM B YKkpaiHi 19 BepecHst
2024 poxy, Ha aapecy: UkraineCCl_Procurement@dai.com
[MuTaHHs Ta 3aMUTH Ha PO3'ICHEHHS - 1 BIAMOBIAI Ha HUX
OyayThb HaJlaHI B IICBMOBIH (opMi ISt BCIX OepKyBadiB
3anuTy HA  HAAAHHA  TPONO3WIi, SAKi  BKa3aH
3aIliKaBJICHICTh y BIAMOBIAI HA HBOTO. [TUTaHHS 1 BiIOBI I
OyayTh mommpeHi, 6e3 inenTudikamii 3anurysada (iB), s
BCiX TOTeHIIMHUX npono3umid. Kpim Toro, muraHHs Ta
BiMMOBiMI OyayTh po3MimieHi myOmiyHO Ha TiH Xe
wiatdopmi, e po3MilleHuH 3anuT Ha HaJaHHS TTOTIO3HIIIi

6. KinneBuii TepMiH 0TPUMaHHS MPOMO3UIIii

16.00 3a miciieBiM KHUiBCHKHM Y4acoM B YKpaiHi 26 BepecHs
2024 poxky Ha anpecy: UkraineCCl_Proposals@dai.com

3BEPHITL VYBAI'Y, 1O AJIPECA EJIEKTPOHOI
[NOoTH 11 OTPUMAHHSA 3ATIMTAHD TA AJIPECA

MAIL ADDRESS FOR RECEIPT OF PROPOSALS EJIEKTPOHOI [1IOIOTU JUIS OTPUMAHHJI
ARE DIFFERENT HPOHOBHHIVI BIAPISHAIOTHCA
7. Point of contact 7. Anpeca st 3anUTIB
UkraineCCl Procurement@dai.com UkraineCCIl Procurement@dai.com
— DAI PAGE ii
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8. Anticipated Award Type
Firm Fixed Price Purchase Order

9. Basis for Award

An award will be made based on the Trade Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility”.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful Performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

8. OuikyBaHMii B KOHTPAKTy
Jorogip Ha 3aKyHiBIIO i3 (iKCOBaHOIO LIHOIO

9. ITiacraBa JuIsl yKJIaJeHHS KOHTPAKTY

Pimenns nmpo yknanaHHs KOHTpPakTy Oyae MpuiMaTHCh Ha
OCHOBI MeTOAy MOPiBHAIbHOrO aHamizy. Konrpakr Oyme
YKJIaJCHO 3 BIANOBINAIBHUM Ta NPUHHATHUM Y4YaCHHUKOM
TEHIepy, SKWH mojacTe Haiikpamry mpomnosuuiro DAl Ta
KIIIEHTY KOMIIaHii, BAKOPUCTOBYIOUHN TIOETHAHHS TEXHITHUX
Ta IIHOBUX/BapTICHUX ITOKA3HUKIB.

Hns toro, mio0d NPUHHATH y4yacTh y TeHOAEpi, Y4aCHHKH
TEHJIepy TOBUHHI BiANOBiAaTH BUMOTaM, BU3HAYCHUM Y
Po3nini «BuznaueHHs BiANOBiAaIbHOCTD.

DAI Bene cBOIO AiSUTBHICTh BIAMOBITHO JO HAHCYBOPINIUX
€TUYHUX CTaHJapTiB, MO0 3a0e3Me4YnTH YECHICTh
KOHKYPEHIIii, IPUAHATHI I[iHA Ta yCIiITHEe HaJaHHs TOCITyT
abo J0CTaBKy sKiCHUX ToBapiB Ta oOmagHanHs. DAI He
TEPIUTh KOPYIIi, XabapHHUITBA, 3MOBH YU KOHQIIIKTY
inTepeciB. [Ipo Oymp-ski 3anuTu Ha omimaTy abo MOCITyTH
cuipoOiTHUKIB DAI ciif sskoMora MIBUIIIIE TOBLIOMISTH
Ha ethics@dai.com a6o BiJIBiZIaBIIN
www.dai.ethicspoint.com. Kpim Ttoro, Oymb-siki crpoOu
KOHTpaKTepa 49  CyONiApsIHUKA  3alpONOHYBaTH
cniBpoOiTHHKaM DAI 3a0x04eHHSs Ta BIUIMHYTH Ha PillICHHS
He OyAyTh JONMYyCKAaTHUCS 1 CTaHyTh IIiJICTABOIO IS
TUCKBaTi(iKkalii, IPUIUHEHHS Ta MOKIIUBOTO OJIOKYBaHHSL.

=DAlI
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Introduction and Purpose / Bctyn ta MeTta

Purpose Meta
The purpose of this RFP is to obtain proposals from | Meroto 1p0ro 3amuTy € OTPUMAaHHsS MHPOIO3UIH Bij
suppliers  that can  provide services 10 | mocTayaabHWKIB, SKi 3MOXYTh HAAaTH TOCIYTH IS

USAID/Cybersecurity Activity (the Activity) DAI
Global LLC to carry out diagnostics for Kirovohrad
Regional State Administration as per the
requirements included in the Scope of Work of this
RFP.

npoexty «USAID/Kibep6esneka» (nani — [Ipoexr), sikuii
Bukonyetbcsi DAI Global LLC, 3 miarHOCTYBaHHS
notoyHoro piBHs KiGepOesneku mia KipoBorpaacbkoi
o0JsiacHOi fep:kaBHOI ajaMmiHicTpamii, 3rigfHo BHMMOr,
3a3HaveHuX B TexHiyHoMy 3aBaHHi 10 1LOro 3anuTy.

Issuing Office

Odic, n1o BHIAaE 3aNIMT HA HATAHHS MPOMO3UILii

The Issuing Office and Point of Contact noted in the
above synopsis are the sole points of contact at DAI
for the purposes of this RFP. Any prospective Offeror
who fails to communicate their interest with this office
assumes complete responsibility if they do not receive
direct correspondence and relevant information
(amendments, answers to questions, etc.) before the
closing date.

Odic, mo Bumae 3anuT HA HAJAHHS TMPOIO3UILHN, Ta
KonTakTHa oco0a, 3a3HaueHa y CTUCIIOMY OTJISI/Ii BHIIE, €
€IMHOI0 KOHTAaKTHOIO 0c0o00i0 B Kommadii «DAID» mms
iJei IboTo 3anuTy Ha HaJlaHHS MPOTO3Ullid. by nb-sxuit
MOTCHIIHHUN YYacHUK TEHJIEpY, SKUH HE 3apeecTpyBaB
CBOIO 3aIliKaBIIEHICTh B IbOMY 0dici, Oepe Ha ceOe OBHY
BiJIMOBIATBHICTG y BWIIAJKY, SKIIO BIiH HE Oyne
OJICP)KyBaTH TMpsAMi  TOBIJIOMJICHHS Ta  BIANOBIAHY
iHpopMalito (3MiHHU, BIAMOBiJi HA 3allUTaHHS TOLIO) /IO
JIaTH 3aKPUTTS.

Type of Award Anticipated

OuikyBannii BUJI KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price for the provision of specific
services, goods, or deliverables. It is not adjusted if the
actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all direct and
indirect costs into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

KonTpakr i3 ¢ikcoBaHo0 WiHOI — 16 BUHAaropozaa 3a
3araibHy (DiKCOBaHy IliHY, 3a HaJaHHSA KOHKPETHHX
HOCITYT, TOBapiB YW pPe3yJbTaTiB, SIKa HE KOPHIYETHCS,
AKIo (HaKTUUHI BUTpPATH BUILI a00 HMXKYI 32 (QiKcOoBaHY
1iny. O4iKy€eThCsl, M0 YYaCHUKH TEH/IEPY BKIIOYATUMYTh
yci mpsMi Ta HenpsMi BUTpaTH 10  3arajbHOi
3aIpOIIOHOBAHOI IiHU.

Hapannst nporo 3anuty B *KOAHOMY pa3i He 3000B’s3ye
kommaHito «DAI» ykmagatu A0TOBip Ha 3aKyIiBIFO, i
YyacHUKaM TeHAepy He BiIIKOJOBYIOTBCS OYIb-sIKi
BUTPATH, TIOB’S13aHi 3 TATOTOBKOIO TIPOTIO3HIIii.

=DAlI
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General Instructions to Offeror/3aranbHi iHCTpPyKUil

General Instructions

3arajbHi iHCTpYKIil

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

o Offerors wishing to respond to this RFP must submit
proposals in English in accordance with the RFP
instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions
not modified in the amendment shall remain unchanged.

e Issuance of this RFP in no way obligates DAI to
award a subcontract or purchase order. Offerors will not
be reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

¢ Proposals are due no later than September 26, 2024,
4 p.m., Kyiv, Ukraine Time.

¢ Please note that Offerors shall submit complete
proposals in electronic form only to
UkraineCCI_Proposals@dai.com.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicate the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the right
not to evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the
subject line of e-mails.

o Offerors shall sign, seal, and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

e Offerors shall complete Attachment C: Price
Schedule. Offerors should indicate the total and all-

e «YuacHUK TeHAepy» Ta/abo «CyOmigpsaHuK» O3Hayae
¢bipMy, sIKa TIPOTIOHYe BUKOHATH POOOTH B paMKax IHOTO
3anuTy Ha HazaHHs npomo3uniid. «lIpomo3uuis» o3navae
MakeT JOKYMEHTIB, sKi (pipMa mojae, mo0 3amponoHyBaTH
BHKOHAHHS pOOIT.

e VY4UacHWKH TEHJepy, fAKi OakaloThb BIJANOBICTH Ha mel
3amuT Ha HaJaHHS NPOMO3MILIM, IOBHHHI MOJaBaTH
MPOMO3UII AHTJIIHCHLKOW BIAMOBIAHO 10 I1HCTPYKIIii,
BKAa3aHUX Yy LbOMY JOKYMEHTi. YYacCHUKU TEHAEPY
3000B's13aHI TMEPErNIAHYTH BCl 1HCTPYKIii Ta TEeXHIYHI
XapaKTEePUCTUKH, 1[0 MICTATHCS B IbOMY 3alUTi Ha HaJaHHS
MPOTO3UIi. Pu3ukn He3mifiCHEHHS IhOTO Hece YYaCHUK
TeHAepy. SIKIIo 3anpoIneHHs 10 HalaHHS MPOTOo3HIii Oy/ie
3MIHEHO, TOJI BCi TOJOXKEHHs Ta yMOBH, SIKi He Oynu
3MIHEHI, 3aHIIaTHEC HE3MIHHUMU.

e OnpwiroHEHHS BOr0 3aNUTy Ha HAJaHHS MPOTO3MIIIN
JKOJTHUM YHHOM He 3000B's13ye kommaniro «DAID» yximamati
CyOKOHTpakT a0o JOroBip Ha 3aKyIiBIK. YYaCHUKaM
TeHaepy He OynyTh BiIIKOIOBYBATHCS OyIb-sKi BHTPATH,
MOB'sI3aHi 3 MATOTOBKOIO 200 MOAaHHAM X mpomno3wuiii. 3a
JKOOHHUX  oOctaBuH, KommaHit «DAI» He  Hece
BiJIMIOB1IaJIbHOCTI 3a I1i BUTPATH.

o [Ipono3unii matoTe OyTH monani He mizHime 16:00 3a
MICIIeBUM KHIBCHKMM 4acoM B Ykpaini 26 Bepecus 2024
POKY.

e 3BepHiTH yBary, MO0 MPONO3ULIl MarOTh IOAABATHCS
JIiMlle B eJIEKTPOHHOMY BHIJISUIi Ha E€JIEKTPOHHY aJipecy
UkraineCCI_Proposals@dai.com.

e Ilpono3umii, momani mi3Hime, OyIyTh BiIXWIEHi, 3a
BUHSATKOM BHIAJIKIB HaJ3BHYaHMX OOCTaBHUH Ha PO3CY]l
xommanii «DAIy.

o Jlomanus npomno3utii kommanii «DAI» y BiamoBias Ha
nedl 3anmuT Ha HAJaHHA TPOIO3UIN OyJe SBISATH COOOI0
MIPOTIO3UIIIIO Ta CBIAYUTHME PO 3roAy YUacHHUKa TEHAEPY 3
MOJIOKEHHSAMHU Ta YMOBAMH, SIKI MICTSTBCS Y I[bOMY 3alMTi
Ha HaJaHHS MPOTO3UILIN Ta OyIb-IKHUX JOJaTKaX JI0 HhOTO.
Kommanis «DAI» 3aimmiae 3a co060r0 nmpaBo HE OLIHIOBATH
HEBIIOBIIHY 200 HEMOBHY MPOIIO3UILIIO.

o YV memi nogioomneHHs eleKmPOHHOI0 ROWNLOI0 MAIOTh
OyTH 3a3Ha4yeHi HOMep 3anuTy Ta Ha3BY.

e Yci npono3uIlii MOBHHHI MICTUTH CYTIPOBITHHUM JTUCT, IO
Mae JaTy, I ITTHC Ta MeYaTKy
YyacHuKa TeHAEpY. YYaCHHUK TEHJEPY INOAAE LEH JUCT y
¢dopmarti .pdf.

=DAlI
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inclusive price for services, roll them up, and distribute
them across the listed deliverables in the USD or
Hryvnia (UAH)

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAD’s bank exchange rate on the transfer day.

e Value Added Tax (VAT) shall not be included in
the Price Schedule. These services are eligible for VAT
exemption based on the USAID Contract
Ne72012120C00002 registered with the Cabinet of
Ministers of Ukraine, having the registration card
Ned464-24 of August 12, 2024,

e Each Offeror and any of its subsidiaries shall submit
only one proposal.

e VYuyacHUKHM TeHJepy 3anoBHIOOTH JdomaTok C: Ilpaiic-
JUCT. YYacHUKU TEHAEpY MOBHHHI BKa3aTH 3arajibHy Ta
BCEOCSKHY I[IHY Ha TIOCIYTH, 3arajlbHY LIHY Ta PO3IIOAITUTH
LiHY 10 BKa3aHUX pe3ynbraTrax B fojiapax CLLIA abo rpuBHi.

YyacHuky TeHAepy MOBUHI OyTH mpoiHdopMoBaHi, Mo yci
TIaTeX1 3AIHCHIOBATUMYTHCS B MiCHEeBiil BaJXIOTI 3riHO 3
3aKOHOZAaBCTBOM Y Kpainu. SKio 1oroip Oyje mianucaHo B
momapax CHIA, i paxyHOK-pakTypy HaJZaHO B Jojlapax
CHIA, mporpaMa CIUIaTUTh IMOCTAYaJbHUKY B MicLeBii
BANTIOTI (ITPUBHSAX) 3a 0AHKIBCBKHM KypcoM  OaHKY
IIpoekTy Ha 1eHb nepeKasy.

o Ilomatox Ha nomany BapTticts (IIJIB) He mae OyTm
3a3HaveHWi y mnpaiic-yucri. L{i mocoyru miamsAraroTh
3BUTBHEHHIO Bij omnomatkyBanHa [1J[B BixmoBigHOo 10
OCHOBHOTO KOHTpakTy Kommanii «DAI» 3 USAID
Ne72012120C00002 3apeectpoBannm y Kabineri MinicTpis
VYkpainu, peectpaniiina kaprka Ned464-24 Bix 12 cepnus
2024 poxky.

o KoxeH YdyacHUK TeHAEpY, Ta Oymb-iki HOro AOYipHI
KOMITaHii, MOKe TOJIaTH JIMIIE OJTHY IPOIO3HIIILO.

Proposal Cover Letter

CynpoBignuii JJUCT 10 NPONno3uuii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall
include the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

o Acknowledge the solicitation amendments received,
if applicable.

[Ipomo3uriss Mae BKJIIOYATH CYNPOBITHWHA JIHCT Ha
¢ipMoBOMy OnaHkKy VY4acHUKa TEHAEPY, CKpiIUICHHN
MiNICOM HAJEKHUM YHHOM YIIOBHOBKEHOI ocobm Ta
IITAaMITOM/TIEYaTKOI0 KOMIaHii 3 BUKOpUCTaHHAM JlomaTky
B B skocti mabmonHoro ¢opmary. CynpoBiiHUH JIHCT
MTOBHHEH MICTUTH TaKi TyHKTH:

* VYyacHMK TEHIEpy T[OBHHEH MiATBEpAUTh IEpiox
YMHHOCTI 3alPONOHOBAHUX IIiH TPOTATOM 60 KajieHJapHuX
JIHIB.

o [linTBepKEHHS] OTPUMAHHS TEHICPHUX MPABOK, SKILO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHA CTOCOBHO 3anuTy

Each Offeror is responsible for very carefully reading
and fully understanding the terms and conditions of this
RFP.

All communications regarding this solicitation must be
submitted via e-mail to
UkraineCCIl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions SHOULD NOT be submitted to
UkraineCCI_Proposals@dai.com.

No questions will be answered by phone. Any verbal
information received from a DAI or

Koxen YyacHUK TEHIEPY € BIANOBIJAIBHUM 33 JIyKe
YBa)XHE TPOYUTAHHS LBOTO 3alUTy Ta MOBHE PO3YMIiHHS
Horo yMoB. Yce CHIKYBaHHSI CTOCOBHO IIhOTO 3alUTy Mae
HAJCHJIATHCh  CIIEKTPOHHOKI  TMOMITOK  Ha  ajpecy:
UkraineCCIl_Procurement@dai.com He mi3Hille OaTH,
3a3Ha4yeHoi Buule. Bei otpumani 3anutannas OyayTh 3i0paHi,
1 BILAMOBIII HA HUX OYyIyTh HAIICIIaHI €JICKTPOHHOIO MOIITO
yCIM 3aIiKaBJICHUM YYaCHUKaM TCHJIEPY.

3anutanass HE MAIOTDb mnonaBatucs 3a aapecoro
UkraineCCl_Proposals@dai.com

Bignosigi Ha Oyap-ski 3amMTaHHA HE OyAyTh HagaHi IO
teiedony. bynp-sika BepOanbpHa iHPOPMAaLIisl, OTpUMaHa Bij
npaiiBHUKA KOMIIaHii «DAI», abo TIPOEKTY

=DAlI
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USAID/Cybersecurity employee or other entity shall not
be considered an official response to any question
regarding this RFP.

USAID/Ki6epbe3mneka 9u iHImo1 opraHizarii, He BBaKAEThCS
odimiitHOI0 BIANOBIAAI0 Ha OyAb-KEe 3alHUTaHHS II0JI0
FOTO 3aNUTy HAa HAJAAHHS TTPOMO3HIII.

Instructions for the Preparation of Technical
Proposals

IncTpykuii 11070 MiArOTOBKH TeXHIYHUX NPONO3ULii

Technical proposals shall be sent in a separate
attachment from cost/price proposals and clearly labeled
as “VOLUME I: TECHNICAL PROPOSAL”.

Technical
contents:

proposals shall include the following

1. A document in MS Word of approximately maximum
3-5 pages that responds to the evaluation sub-criteria
“Technical Approach”. Description of the proposed
services which meet or exceed the stated technical
specifications or scope of work. The proposal must
show how the Offeror plans to complete the work
(specific steps that will be taken to produce the outputs
listed in attachments A and C) and describe an approach
that demonstrates the achievement of timely and
acceptable Performance of the work. In this section, the
Offeror must also show an understanding of the services
desired and how they intend to design a product that will
satisfy their client.

2. Management approach — Description of the
Offeror’s staff who will be assigned to the project and
their roles and responsibilities. The proposal should
describe how the proposed team members have the
necessary experience and capabilities to carry out the
Technical Approach. This section should also include
the Offeror’s Approach to communicating with DAI as
well as a timeline for delivering the required services.
CVs and Certificates for each team member are
mandatory to be provided.

3. Past Performance — Provide a list of at least three (3)
recent awards of similar scope and duration. The
information shall be supplied as a table and shall include
the legal name and address of the organization for which
services were performed, a description of work
performed, the duration of the work and the value of the
Contract, a description of any problems encountered and
how it was resolved, and a current contact phone number
of a responsible and knowledgeable representative of
the organization. See Attachment G.

4. Experience in addressing the needs stipulated
under “Additional task to task C at the request of
the OCI. Offerors to provide information related

TexHiuHI Mpono3uIii MOBUHHI OyTH HaJlICIaHI B OKPEMOMY
JTOJIATKY OKPEMO BiJI IIIHOBOT POMO3HIIii 1 MAFOTh OYTH YiTKO

MapkoBaHi K «TOM I: TEXHIYHA ITPOIIO3UILS.

TexHiuHI MPOTO3UILiT TOBUHHI MICTHTH TaKi TIOJI0KCHHS:

1. Joxyment y MS Word, of'emom mpubnmsHo 3-5
CTOpPIHOK, SKHUW  BIANOBIZa€  MIAKPUTEPIIM  OIIHKH
«Texniunmii minxin»y. VY mnpomo3unii MOBHHHO OyTH
NOKAa3aHo, K YYaCHUK TEHJEePY IUIAHy€e 3aBEPIIUTH POOOTY
(KOHKpEeTHI KpOKH, sIKi OyAyTh BXHTI A OTPUMAaHHS
pe3yinbraTiB, nepenidyenux y Jlogarkax A ta C), Ta onmcaHo
MiIX1], SKAA JeMOHCTPYBaTUME 3a0e3MeUeHHS CBOEYACHOTO
Ta TPUHAHATHOTO BUKOHAHHA poOIT. Y MOMY pO3Iii
YyacHUK TeHIIEpy NOBUHEH MPOJEMOHCTPYBATH PO3YMIHHS
Oa’kaHMX TMOCIYT Ta TOTO, SIK BOHU MalOTh HaMip CTBOPUTHU
HPOIYKT, SIKUH 330BOJIEHUTH 1X KITIEHTA.

2. Yupaaincbkmii miaxin — Onmc mepcoHany YdacHHKa
TEHJIEpY, KUK OyJie 3aKpilIeHO 3a MPOEKTOM, sika Oyze iX
POJIb Ta BIAMOBIMAIBHICT. Y MPOIO3UIT CIIiJl OTIMCATH, 110
3aMpOIIOHOBAHI YICHH KOMaHIM MalOTh HEOOXiTHUH TOCBI
Ta MOXJIMBOCTI Ui BUKOHaHHs TexHiuHoro mimxoxay. Lleit
pO3/AUT TOBUHEH BKIIOYATH MiAXiJ Y4YacHUKA I0JI0
komyHikarii 3 DAI, a Takox rpadik HamaHHS HEOOXiTHUX
nmociyr. OOOB’sS3KOBO TOTPIOHO Hajatu Pesrome s
KOXKHOTO 4JieHa koMaHau Ta CepTudikary.

3. JocBin podorm — Hapaiite crmmcok mioHaiMeHme 3
(TppOX) OCTaHHIX KOHTPAaKTiB AaHAJIOTIYHOTO O0OCsTY Ta
TpuBajiocTi. [Hpopmalliss momaeTbess y BHIIISAAL TaOmumi i
BOHa IIOBUHHA MICTUTH IOPHIMYHY Ha3By Ta ajpecy
opraizariii, AKiii HaJaBajIKCs IOCIYT'H, OINKUC BHUKOHAHUX
po0IT, TPUBAIICTH POOOTH Ta BapTIiCTh KOHTPAKTY, OIHC
Oyapb-fKuX MpoOjeM, 10 BUHHUKAIM, 1 SK BOHM Oyin
BUPILIEH], a TAKOXK AIHNCHUNA KOHTAaKTHUH HOMep TenedoHy
BIJIMIOBIZAJIBHOTO  Ta  KOMIIETEHTHOTO  TIpEJICTABHUKA
oprasizarii. lusucs [lomatok G.

4. JlocBim misi 3a0BOJIEHHsI TOTPed, BU3HAYEHUX Y
po3aini «/logaTtkoBe 3aBaanHs 10 3aBaaHus C Ha 3anuT
OCl». YyacHuku HaaalTh iH(poOpMAalil0 CTOCOBHO
JA0CBiny, CBOIX CMiBPOOITHUKIB i 3aBepiIeHNX 3aBIaHb.
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to the specific experience the company and its
employees have and the tasks completed.

Services Specified

BuzHauyeHHs MOCJHyr

For this RFP, DAI needs the services described in
Attachment A.

VY 3B’a3Ky 3 muM 3anuTtoM Ha HamaHHS npomosuiid DAI
moTpeOye MOCHyT, siKi onmcani B JlomaTky A.

Technical Evaluation Criteria

Kpurepii TexHiuHOI oliHKH

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors and cost/price,
when combined, are considered significantly more
important than cost/price factors alone.

Koxna mpomo3uiliss Oyne OIIHIOBAaTHCS BIIIOBIIHO JO
KpUTEpIiB OIIHKK Ta CYOKpHUTEpiiB OLIHKH, SKi BKa3zaHi B
Tabuii Hwk4de. 1liHOBM Tpomo3uIlii HE OIIHIOIOTHCS 3a
0aJIbHOI0 CHCTEMOIO, OJHAK I LUIEH 3arajbHOI OLIHKHU
OTO 3anuTy HA HAJaHHS MPOMO3UIiH, (HaKTOPH TEXHITHOT
OITIHKM, BapTOCTI/IIHM, TPH IiX ITOEIMHAHHI BBAKAIOTHCS
3HAYHO OLBII BaYKIIMBUMH, HiXK (paKTOpU BapTOCTI/LIiHH.

NOTE: The proposal will be evaluated and scored on
technical aspects first. Only the price proposals of those
Offerors that pass the minimum qualifying score of 70
points in the technical evaluation will advance to cost
evaluation. Proposals not reaching this qualifying score
in the technical evaluation will be considered non-
competitive and will not be evaluated.

HPUMITKA: Ilpono3wumiro Oynie OiHEHO B MEPIITy Yepry
3a TeXHIYHI acmekTH. Jlumie IiHOBI MPOMO3HUIli THUX
VYyacHMKIB, sKi TiJi Yac TEXHIYHOI OI[IHKK HaOpasu
MiHIManpHUN KBadidikamiitauii 6am y 70 6amniB, mepeyTh
o eTary OIiHKM BapTocTi. Ilpomo3wmii, siki He HaOpamn
IBOro KBamidikaiiiiHoro ©Oajlly B TEXHIUHIA OIiHIII,
BBa)KaTUMYThCSI HEKOHKYPEHTOCTIPOMOYKHUMU Ta HE OYIyTh
OLIIHIOBATHUCS.

Technical Competence as presented in the Technical
Proposal with the possible 100 points in total made up
as follows:

Technical Competence — presented in the Technical
Proposal (100 points in total)

Technical Approach (30 points)
Management Approach (25 points)
Past Performance (25 points)

Additional task to Task C at the request of the OCI
(20 points)

TexHiuYHa KOMIIETEHTHICTB, IPEICTaBIeHa B TeXHIUHIN
npono3uiiii, i3 100 MOXJIMBUMU 3arajibHUMH OajiaMu
(bOpPMYEThCS HACTYITHUM YUHOM:

TexHiuHa KOMIIETEHTHICTh — TIPEJICTaBIIeHa B TEXHIUHIH
npono3uiii (3arasom 100 Gais)

Texuiunuii migxix (30 Gaiis)
Yupasiincekmii miaxin (25 6anis)
JHocin pooorTu (25 6aiis)

JonarkoBe 3aBaanns A0 3apaanusa C Ha 3anut OCI
(20 GautiB)
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Evaluation Criteria/ Kputepii ouiHkn

Offerors shall provide a clear, specific, and concise YuacHukH TeHIepy MOBUHHI HAJIATH YiTKY, KOHKPETHY Ta
technical proposal that covers both the conceptual and crtuciny TexHiYHYy TPOMNO3UINIO, SKa OXOIUIE SIK
practical approaches and addresses the following in the xonuentyanpHuii, Tak 1 NPAKTHYHUNA TMIXOJH Ta

order specified below:

CTOCYETbCA HACTYIHOIO Yy HOPSIKY, 3a3HAa4€HOMY
HIKYE:

Evaluation Criteria/ Kputepii ouinku

Technical Approach /
TexHIYHUHN Miaxin

The proposal is expected to contain the full description of the technical
approach and will be evaluated based on how well it addresses the task
based on the requirements of the RFP, including:

e a detailed methodological approach to conducting diagnostics and
evaluating the current level of cybersecurity level according to the
NIST Cybersecurity Framework 2.0;

e a detailed methodological approach to the development of
recommendations, high-level design (HLD) and operational model

o clarity and comprehensibility of the procedure for determining the
duration of work.

e a methodology for developing recommendations and a roadmap for
their implementation/consultation support for the object of critical
infrastructure, 30points /

30 Ganis

o confirmed experience of work in the field of critical infrastructure
cybersecurity for the same or similar activities.

[Ipono3utlii OWiHIOITHCS, BUXOASIYH 13 BIAMOBITHOCTI 3aIPOIIOHOBAHUX
pilieHh Ha OCHOBI BUMOT BHKJIAJICHUX Y 3aIlHTi, BKIFOYAOUH:

® JleTAJIbHUH METOIOJIOTIYHMH MiJXiZ J0 NMPOBEIESHHS MiarHOCTHKH, a
TaKOX OILIHIOBAHHS TOTOYHOTO Ta IIJILOBOI'O PiBHS KibepOe3neku 3rifiHo
NIST Cybersecurity Framework 2.0;

e JeTAIbHUHA METOJOJOTIYHUI MiJXiJA 10 PO3pOOKHM peKOMEHAallii,
BUCOKOpiBHeBoOro nu3aiiny (HLD) ta onepauiitnoi moaeni

® UITKICTh Ta 3PO3YMUIICTh NPOUEAYPH BH3HAYCHHS TPHUBAIOCTI
BHKOHaHHS pOOIT;

® METOAOJIOTIS PO3pOOKK pEeKOMEHJAlid, MOOPOXKHBOI KapTH iX
BIPOBA/KEHHS Ta KOHCYJIbTaTHBHOT MIATPHUMKH peLieIi€HTa;

® IATBEpIKEHHUHA IOCBiN POOOTH B cdepi KibepOe3meKu KPUTUIHOT

iH]pacTpyKTypH.

Client and Management
Approach/ KiienTchkuii Ta
VYrpaBmiHCEKHUH iK1/

e List of qualified technical specialists assigned to support the Activity
and respond to immediate requests. .
o Confirmed experience of the proposed personnel (qualifications, | 2 Points/
resume) in the field of conducting cyber security diagnostics of critical 25 Gauis
infrastructure objects with an indication of the projects in which the
personnel participated (a list of relevant projects of each proposed
specialist)

Qualifications of team members must be confirmed by internationally
recognized certificates, namely:

e 5 points for meeting the minimum requirements
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(qualifications of at least 2 employees must be confirmed by
internationally recognized certificates, such as: CISA, 1SO 27001
Lead Auditor, 1ISO 27001 Lead Implementer, including at least
one employee with the Certified NIST Cybersecurity Framework
Lead Implementer certificate

e additionally, 4 points for certified specialists with certificates:
CISM, CISSP, Certified NIST Cybersecurity Framework Lead
Auditor, CGEIT, CRISC.

e [lepenik kBanipikOBaHMX TEXHIYHUX CHELIATICTIB HAJaHUX Ha
miaTpuMKy [IpoekTy Ta st BiIOBIIi HA TEPMIHOBI 3aITUTH;
e [linTBepmKeHUIT TOCBi/ 3aIPONIOHOBAHOTO MEpCOHATY (KBamidikaris,
pestoMe) y cdepl TpoOBeNCHHS MiarHOCTHK KibepOe3meku 00’ €KTiB
KPUTUYHOT 1HQPACTPYKTYpH 3 BKa3aHHSAM NPOETKIB, A€ IeCpOHA
mpuitMaB  ydacTh  (TEpeNik  BIAMOBIMHUX  TPOEKTIB  KOXKHOTO
3allpONIOHOBAHOTO CIEMiajicTa)
Kgamigikarmii 4ieniB koMaHAu Mae OyTH MIATBEpPIKCHA MIXHAPOIHO
BU3HAHUMH cepTHdikaTamu, a came:
e 5 OamiB 3a BUKOHAHHS MiHIMAJIbHUX BUMOT
(kBamidikariiss mpUHAKMHI JBOX €KCIEPTIB Ma€ OyTH
MiATBEpKCHA MIXKHAPOJIHO BU3HAHUMH CEPTU(IKATAMH,
takumu sk CISA, ISO 27001 Lead Auditor, ISO 27001 Lead
Implementer, y ToMy 4KCIIi HE MEHIIIE OHOTO CIiBPOOITHHKA 3
ceprudikatom Certified NIST Cybersecurity Framework Lead
Implementer)
. JIOZIATKOBO 10 4 Oaii 3a HasBHICTh Y KOMaH/i CHEUIaIiCTiB, 3
ceprudikatamu:  CISM, CISSP, Certified NIST Cybersecurity
Framework Lead Auditor, CGEIT, CRISC.

Past Performance / Jlocsiz
pobotu

e Evidence that the company has experience in carrying out services
similar to those outlined in the Scope of Work with USAID-funded
projects or technical assistance programs in Ukraine?

o Evidence that the company has experience in cybersecurity of critical
infrastructure, developing policies and procedures, providing advice,
conducting assessments for compliance with international and national
cybersecurity standards, and determining the current and target maturity
level of IT processes and cybersecurity processes?

e Evidence that the company and its employees have the experience of
at least three (3) similar projects in the field of information security during
the last three years?

e Prove that the company has experience in assessing information
security at critical infrastructure facilities (such facilities are enterprises
that meet the Law of Ukraine "On Critical Infrastructure™ criteria or are
officially included in the list of critical infrastructure facilities)

e [ligTBEepMKEHHS TOTO, IO KOMIIAHIS Ma€ JOCBIJ HagaHHS TOCIHYT,
momiOHuUX 10 TuX, mo ommcaHi B OOcs3i pobiT 3 mpoekramMu abo
nporpamMaMu TeXHi4HOT Joromord, o ¢inancyrorses USAID B YkpaiHi?

e [linTBEepmKEHHS TOTO, IO KOMITaHis Ma€ A0CBiN Y cepi KibepOesnekn
KPUTUYHOI 1HQPACTPYKTYpH, PO3pOOKM MOJITHUK 1 MpOUenyp, HagaHHI
KOHCYJIBTAIl, IPOBEJCHHS OIIHOK HA BIANOBIIHICTh MIKHAPOJTHHUM i

25 points /
25 GaiB
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HaI[iOHATLHUM CTaHAapTaM KibepOe3lmekd Ta BU3HAYCHHS MOTOYHOTO Ta
uinsoBoro piBHs 3pinocti IT-nponecis 1 nporecis kidepoe3nexu?

e IlinTBepmKEeHHS TOTO, MO KOMIIAHIA Ta ii CHIBPOOITHHKH MaroTh
JIOCBiJ HE MeHIIe TproX (3) momiOHUX MpoekTiB y chepi iHdopmarmiitHol
0E3MeKH MPOTATOM OCTaHHIX TPHOX POKIB?

e IlinTBepmKeHHS, IO KOMIIAHIA Ma€ JOCBIA TPOBENCHHS OLIHKU
iHpopMmamiiHoi Oe3mekn Ha 00’€KTaX KPUTHYHOI iH(PPACTPYKTYpH
(TakuMu 00’ €KTaMU € MiIMPUEMCTBA, SKi BIIMOBIIAIOTh KPUTEPisIM 3aKOHY
VYxpainu «I[Ipo kputnuHy iHGpacTpykTypy» abo odimiiiHO BKIIOYEHI /10
nepesniky 00’ €KTiB KpUTHUHOI iHQPACTPYKTYPH)

Experience to address the needs
stipulated under “Additional
task to task B at the request

e Does the company and its employees have specific experience and
strategic competencies in performing the additional task? If so, a list and
confirmation is provided
e How many similar tasks was implemented by the company at critical
infrastructure facilities?
o The methodology and description of the approach to the task are

(13 - -
of the OCI provided 20 points /
/ JTocBia 1uis 3a10BOJICHHS 20 Gais
MOTPEO, BU3HAYCHUX Y PO | o Uy mae kommamis Ta ii criBpoGiTHUKY crenudiuHuii 10CBin Ta
«JlonatkoBe 3aB/laHHs JI0 CTpaTeriyHi KOMIICTCHIII B BAKOHAHHI JI0JaTKOBOTO 3aBJaHHsA? SIKI0 Tak
sapfannd B Ha samut OCh — HaJIaHOo TEpPeJiK Ta MiATBepAKEHHS
e Ckitbkd TOAIOHUX 3aBHaHb OyJO peaTi30BaHO KOMIIAHIEID Ha
00bEKTaX KPUTHYHOT iHPpacTpyKTypu?
e HamaHo METO/I0JIOTIIO Ta OMHKC MiAXOAY 0 BUKOHAHHS 3aBIaHHS
. L . 100 points/
Total Points / 3aranbpHa KinbkicTs 6aJiB ) 00p6aniB
— DAI PAGE 12
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Instructions for the Preparation of the Cost Proposal IHcTpyKuii woao
NiAroToBKU LiHOBUX NPONO3ULLN

Cost/Price Proposals

HinoBi mpomo3uirii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and clearly
labeled as “VOLUME 1I: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for a fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption based
on USAID Contract 72012120C00002 registered with
the Cabinet of Ministers of Ukraine, with registration
card #4464-24 dated August 12, 2024.

LinoBi mpormo3ulii noBuHHI OyTH HAIICIaHI B OKPEMOMY
JIOJTATKY OKPEMO BiJI TEXHIYHUX MPOTIO3UILiH i MAIOTh OyTH
yitko  mapkoBaHi sk «TOM II: IIHOBA
HOPONO3UILIA».

Y Jonarky C Hamano mabmoH Ilpaiic-mucty mociyr.
VYdYacHUKH TOpPTiB 3amOBHIOIOTH INAOJIOH Ta BKa3yIOTh
sSKOMOra  Oimple  geTaneil  mist  OOTpYHTYBaHHSA
3ampOIIOHOBAHOI ITiHH.

Li mocityry miyisraroTh 3BUILHEHHIO BiJl OTIOAATKYBaHHS
[IIB BiAMOBIZHO 1O OCHOBHOTO KOHTPAKTy KOMIIAHil
«DAI» 3 USAID Ne72012120C00002 3apeecTpoBaHUM y
KabGineri MinictpiB YkpaiHu, peecTpamiiiHa KapTka
Ne4464-24 gin 12 cepnns 2024 poky.

Basis for award

IincTaBu A yKIageHHS KOHTPAKTY

Best Value Determination

BusnavenHsi kpamoi npono3uuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAI. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible”, i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. The
cost will primarily be evaluated for realism and
reasonableness. DAl may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommnanist «k DAI» npoanainizye yci mporo3uiii Ta nmpuiiMe
pilIEHHS PO YKIIJIEHHS KOHTPAKTY HA OCHOBI TEXHIYHUX
KpUTEpiiB OIIIHKM Ta BapTICHAX KPUTEPiiB OIIHKH,
3a3Ha4YeHUX BUIIIE, Ta Bigdepe YdUacHHWKa TEHIEPY, SKUH
3po0MB HaWKpally Mpono3uiiro kommaHii  «DAIy.
Kowmmaniss «DAID» TakoX MOXe BiIMOBHTH Yy PO3TIISII
MPOMO3UIii, SKIIO BOHA BCTAaHOBHUThH, IO YYaCHUK
TEHJEPY «HE € BIINOBIJAILHUMY, TOOTO, 110 BiH HE Mae
VOpaBIiHCHKUX  Ta  (PIHAHCOBUX  MOXIIMBOCTEH,
HEOOX1THUX JUTsi BAKOHAHHS Bi/IOBITHUX POOIT.

Banu omiHkM He HapaxoOBYIOTbCS 3a BapTicTh. BapTicTh
OIIHIOETHCS 3/1€0UIBIIONO HA MPEAMET PEeaTiCTUYHOCTI Ta
obrpynToBanocti. Kommanis «DAI» Moxke TpHIAHATH
pilIEeHHS TPO YKIAJAEHHS KOHTPaKTy 3 YYaCHUKOM
TEHIIEpy, SKUH TIPONOHYE BHUIIY IiHYy, SKIIO OyJne
MIPUIHATO PIlIEHHS PO Te, MI0 OUIBII BUCOKA TEXHIYHA
OLIHKA TAaKOro Y4YacHUKa TEHAEPY 3acilyroBye Ha
JOJIATKOBY BapTiCTH/IIiHY.

Kommaniss «DAI» wMoxe nNpUHAHATH pilIeHHS PO
YKJIAZCHHS KOHTPakTy 3 YUYacHHKOM TeHIepy 0e3
00roBopeHHs. TOMy IOYaTKOBa IPOIO3UIlis MOBHHHA
MIiCTUTH HaliKpaly WiHy Ta Halikpalli TeXHiYHi yMOBH
YuyacHHMKa TeHaepy.

Determination of Responsibility

Busnauenns BignoBigaanLHoCT

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

Kommnawniss «DAI» He ykiagatuMme >KOJHUX JIOTOBOPIB 3
VY4acHUKOM TEHIEepY MEepII HiXkK He MePEeKOHAEThCS y HOro
BimmoBigansHOCTi. [lpm oOIiHIOBaHHI BiAIMOBIAATBLHOCTI
VYdacHuka TeHJepy OepyTbcs 10 yBarum HACTYIHI
(hakropu:
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1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including documents from the tax authority about
VAT status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin, and nationality of the services
are not from a Prohibited Country (explained below).

4. A brief overview of the company, including
professional achievements

5. The firm has had successful experience with
related projects of similar scope and size (Attachment
G).

1. Hapmanus Komid HEOOXigHMX OKYMEHTIB Ha
3MIACHEHHS [ISUTBHOCTI B YKpaiHi (JOKyMEHTH TIpO
peeECTpallirto KOMIIaHii, BKJIFOYAOYH JOKYMEHT BiJ
[IOIaTKOBOTO opraHy npo cratyc [1/1B).

2. HasBHicTh HOMEpY
(TIOSICHIOETHCSI HUKYE).

Unique Entity ID (SAM)

3. Jlxepeno,  TOXOMKEHHA  Ta  IOPHCAMKIIKHHA
MPUHAIEKHICT TOCHYr HE 3 mepeliky 3abopoHeHHX
Kpain (rmosicHeHHS HagaHi HIDKYE).

4, KopoTkuid OTJIsAI KOMITaHii, BKIFOYAr0IH MMpodeciiiti
JOCSITHEHHSL.

5. HasBHICTh yCHINTHOTO IOCBiMYy BUKOHAHHS pPOOIT B
aHAJIOTIYHUX MpoekTax y munynomy (Joxatok G).

Anticipated post-award Deliverables

QuikyBaHi pe3yJbTaTH MicJIsl YKIaJeHHS KOHTPAKTY

Upon awarding the contract, the deliverables and
deadlines detailed in the table below will be submitted
to DAI. The Offeror should detail proposed costs per
deliverable in the Price Schedule. All deliverables
must be submitted to and approved by DAI before
payment is processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licns ykmageHHS KOHTPaKTy, pe3yJabTaTd poOIiT Ta
KIHIICB1 TEpMiHU BUKOHAHHS, IETAJILHO OMMCaHI B TAOJIUII
HWK4e, OyayTh monmani kommadii «DAID». VYyachHux
TEHJEpy MOBHHEH MAETAJbHO OIUCATH 3alPOIOHOBAHY
BapTiCTh KOKHOTO pe3ynbTaTy poOiT B [Ipaiic-nmucTi. Yci
pe3ysibTaTd poOIT MaroTh OyTH IOJaHI Ta CXBaJICHI
kommaHiero «DAI» mepem tum, sik Oynme odopmieHa
oriara.

Husutuce [Momatoxk C: Ilpaiic-Jluct miast oTrpumanHs
J0JIaTKOBOI 1H(OpMallii Mpo OdiKyBaHi pe3yabTaTH Micis
YKJIQZICHHS] KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NnpuiiHATTS

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being conducted
in a satisfactory manner and ensure that all equipment
or supplies are of acceptable quality and standards.

The Selected Vendor shall be responsible for any
countermeasures or corrective action within the scope
of this RFP, which the DAI Chief of Party may require
as a result of such inspection.

Busnauenuit MeHemkep mpoekty kommanii  «DAI»
MEPIOINYHO NePeBIpATUME MOCIYTH, SIKi HaJAlOThCs, Ha
MPEeIMET TOTO0, YU AisIbHICTh BUKOHYETHCS 3aI0BIJIBHO Ta
4y yce oOyiagHaHHS a00 TMOCTaBKH € MPUUHSATHUMH 32
SIKICTIO Ta CTaHIapPTaMHu.

OO0panwuii mocTayaabHUK HECE BiMOBIANBHICTE 32 OYyIb-
SIKI KOHTp3axoau abo KOpUTYBAIIbHI Jii B MeXax IBOT0
3anuTy Ha HaJaHHS NPOIO3ULIH, SKi MOXKYTh BUMAaraTuch
KepiBaukom npoexty xomnanii «DAI» 3a pesynbratamu
TaKoi MepeBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

in  Ukraine as

1. Offeror must be registered

BinnosBigHicTh BUMoOram

Ha pgomaTtok [0 BIAIOBIAHOCTI  BHIIE€3a3HAYECHUM
BUMOTaM, YYaCHUKH ITOBUHHI MOBHICTIO BIiAMOBiAaTH a00
[IEPEBUIIYBATH HEI[IHOBUM BUMOTaM crienugikarii:

1. YyacHUK HOBMHEH OyTH 3apeecTpOBaHMid B Y KpaiHi, 110

demonstrated by valid documents for operation in H;HTBemeiyeT]’c”y q?HingH HOKiva?HTaMH UL
Ukraine (company registration documents, including JUATIBHOCTL B Kpatl  (peeCTpauiul — JIOKyMCHTH
document from the tax authority about VAT status).
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2. Consent is required in writing to receive
payment for services solely by bank transferrin line
with the terms stipulated in the signed Contract.

3. Offeror must have at least three (3) years of
relevant experience in providing similar services
(please fill in Attachment G: Past Performance).

4. The offeror must preferably have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

6. The Offeror must have adequate financial resources
to perform the work within the required delivery
schedule, as evidenced by the acceptance of DAI
payment terms upon delivery and the acceptance of
DAl as stated in the cover letter.

KOMIIaHil, y TOMYy YHCI TOKyMEHT BiJ] TIOZaTKOBOTO
oprany npo cratyc I1/IB).

2. IMucbmoBa 3roga ydyacHMKa Ha OIUIATy IOCIYT
BHKIIIOYHO y  0Oe3roriBkoBii ¢opmi Ha yMOBax,
nepenbadeHux B mianmucanomy Jlorosopi.

3. YyacHMK NOBMHEH MaTu He MeHme Tphox (3) pokiB
BIJIMOBITHOTO JOCBIAY HafgaHHA MOAIOHWUX mocayT (OyIos
nacka, 3anoBHiTh Jlogarok G: [lonepenniit nocin).

4. BaxxaHo, 11100 Y4yacHUK MaB JOCBiJ HaJaHHSI IOXIOHUX
MOCITYT YKPailHCHKUM HEKOMEPIIMHUM Oprasizaiism abo
MIXKHApOJAHUM HEYPSIOBUM OPTaHi3allisiM.

5. JocBin HamaHHs mociyr i3 3ButbHeHHsSM Bin I1JIB
(6axaHno).

6. Y4acHUK MMOBMHEH MaTH JOCTaTHI (piHAHCOBI pecypcu
JUTSI BUKOHAHHS poOiT B MeKax HeoOXiaHOTO rpadiky, 1o
MiATBEPDKYEThCS MPUUHATTAM YMOB oruiaTi DAL micns
moctaBku Ta mnpuiHATTI DAL, sk 3a3HaueHo B
CYIIPOBITHOMY JIKCTI.

General Terms and Conditions

3arajibHi YMOBH Ta I0J10KEeHHSI

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

YyacHuKk TeHAepy Mae OyTH B KypcCi 3araIbHUX YMOB IS
YKJIaJIaHHSI KOHTPAKTy 3a pe3y/ibTaTaMu JaHOTrO 3amuTy
Ha HajgaHHd nponosuiii. OOpaHUN ydYaCHHUK Mae
BimmoBimatn ycim 3asBam Ta llinTBepmKeHHSAM TIpO
BIJIMOBIIHICTH, 3a3HaueHuM y Jlogatky D.

Prohibited Technology

3a6oponeni TexnoJorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

VY4acHUKM TOPriB HE MOBHHHI HafaBaTH Oyb -sIKi TOBapU
Ta/abo0 TOCIyrW, SKi BUKOPHUCTOBYIOTH TPOJYKTH
TEJICKOMYHIKAI[Il Ta BIJCOCIOCTEPEKCHHS BIJ TaKUX
kommaniid: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, abo
Dahua Technology Company, a6o 6yms -ska ix ¢imis
BiamoBigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunnii ko

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

BiamnoBigHo 103BOJIGHOrO reorpadiyHoro KOmy s

yKJIagaHHs  JoroBopiB  kommaHiss  «DAI»  Moxke
3aKylOBYBAaTH TOBapH Ta MOCIYTH JIMLIE 13 HACTYITHHX
KpaiH.

leorpadiunmii xox 110: ToBapum Ta mnoCIHyrd 3i
Crniony4enux llITatiB, He3aIeKHUX JEPIKAB KOJIUITHBOTO
Pagsiacekoro Coro3y abo kpaiH, 10 pO3BHBAIOTHCS, ajie 3a
BUHSTKOM 3200pOHEHUX KPaTH MOXOKEHHSI.
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Geographic Code 935: Goods and services from the
United States, the Cooperating Country, and
developing countries other than advanced developing
countries, but excluding any country that is a
prohibited source.

o DAI must verify the source, nationality, and
origin, of goods and services and ensure (to the fullest
extent possible) that DAI does not procure any
services from prohibited countries listed by the Office
of Foreign Assets Control (OFAC) as sanctioned
countries. The current list of countries under
comprehensive sanctions include Cuba, Iran, North
Korea, Sudan, and Syria. DAI is prohibited from
facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAL.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

l'eorpadiunmit koxm 935: ToBapm Ta mocmyrum 3i
Cromyuennx IllTariB, kpaiH-mapTHepiB Ta KpaiH, MIO

pPO3BHBAIOTHCS,  KpiM  MepedoBUX  KpaiH, 110
PO3BHUBAIOTECS,, 3a BHUHATKOM 3a00pOHEHMX KpaiH
MTOXO/IKEHHS.

e Kowmmanis «DAI» 3000B’s13aHa IEPEBIPUTH HKEPEIIO,
IOPUCIOUKIIIO Ta TIOXO/KEHHSI TOBapiB Ta mociyr ta (y
MaKCUMaJIbHO MOYJIMBIH Mipi) MEepeKOHATUCh, IO JKOIHI
MOCITYTH HE 3aKYyIOBYIOTHCS i3 3a00pOHEHWX KpaiH, SKi
3HAXOAATHCS Yy CIHCKY YNPaBIiHHSA KOHTPOIIO 3a
inozeMuumu aktuBamu (OFAC) sk kpaiHu, Ha sKi
PO3MOBCIO/UKYIOTECSL  caHKMii. [0 MOTOYHOro CHHCKY
KpaiH, Ha SKi PO3MOBCIODKYIOTHCS BCEOCSIKHI CaHKIIIi,
BXOAATh HacTymHi kpainu: Ky0a, Ipan, [liBHiuna Kopes,
Cymarn Tta Cupis. Kommanii «DAI» 3a00poHSE€TBCS
CIpuATH OyAb-AKiil yrofi TpeThOi CTOPOHH, SKIIO Taka
yroma Oyna O 3a0opoHeHOr0, sikiio O i1 BHKOHyBasa
kommadist «KDAD».

e llogarounm mpOMO3UIiI0 y BIAMOBIAE Ha Iei 3amuT,
VYdacHUKM TeHIEpy MiATBEPIKYIOTb, IIO BOHH HE
nopyurytoTb BuMor a0 Jxepena ta FOpucnukuii, i mo
MOCIyrd  BignoBimaroTe ['eorpadiuHomMy Koy Ta
BUHATKAM I110/10 3200pOHEHHUX KpaiH.

Unique Entity 1D (SAM)

YHikaabHuii ineHTudikarop opranizauii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000
in equivalent and above are required to obtain a
Unique Entity ID (SAM) number before signing the
agreement.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci  amepukaHchki Ta iHO3eMHI oprasizamii, sKi
OTPUMYIOTH  TIpsSMi  CyOKOHTPaKTH/IOTOBOPH  Ha
3aKymiBIIO Ha cymy B ekBiBasienTi 30 000 nonapis CILA i
BHIIle, MOBHUHHI OTPUMAaTH YHIKaJbHUH 11eHTH(IKATOP
opranizamii (SAM) 1o minucaHHs Yoy,

Hdns  Thx, KOMYy MOTpiOHO OTpPHMAaTH YHIKaJIbHHN
inentudikarop opranizamii (SAM), 3BepHiTBCA 10
IHCTpYKIiT A7 OTpUMaHHS YHIKaIbHOTO ieHTH]IKaTOPY
oprauizarii (SAM) ({usucs Tonatok E) a6o 3BepHiThCS
1o Bigniny 3akymisens [Ipoekry.

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

MoniTnka momo 60poTL0HU 3 KOPYNUi€E Ta 60POTHO0I0
3 xa0apHunTBoM Ta BinnmosinaasHoi 3BiTHOCTI

e DAI conducts business under the strictest ethical
standards to assure fairness in competition,
reasonable prices and successful Performance or
delivery of quality goods and equipment. DAI does
not tolerate the following acts of corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives, to
influence an award or approval decision.

DAI Benie cBOTO AisUTBHICTB 32 HAWCYBOPIIIMMU ETHYHHMHU

cTaHmapTamu, mo0 3a0e3MeYnTH YECHICTh KOHKYPEHIIl,

OpPUHHATHI WIHM Ta YCHIIIHE HaJaHHA MOCIyr ado

JIOCTAaBKy SKICHMX ToBapiB Ta oOnaaHanHsi. DAI He

TePNUTh TAKUX KOPYNUIHHUX Jiii:

e bynp -aki 3amuTH Ha OTpuUMaHHs Xxabapa, Bimjadi,
CHPUSHHA YM BUIUIATH Y BUTJISAL BUILIATH, MOJAPYHKA
abo crerianbHOT KoMMeHcalii chiBpoOiTHuKY DAL,
VPSAZOBIIO YU iX MpeJcTaBHUKAM BIUIMBAIOTh Ha
pilIEHHS TPO HATOPOHKEHHS 00 CXBAJICHHS
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o Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

e Any fraud, such as mis-stating or withholding
information to benefit the offeror or subcontractor.

o Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the Offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

e These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the Offeror or subcontractor from participating in
future U.S. Government business.

e Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor or DAI staff to:

e Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

¢ Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAIl.com

e USAID’s Office of the Inspector General Hotline
at hotline@usaid.gov.

e By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
Offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and
possible suspension and debarment by the U.S.
Government.

e DBynp -axa npono3uiis xadapa, BiAKaTy, CIPUSAHHS YU
BUIUTATH Yy BHUIJIIAI IUIATEXy, NOJapyHKa abo
CIleliaapbHOl  BHHAropoAaw  Bim  odepeHTa  9H
CyOmimpsimHUKa A7 BIUIMBY Ha pIilIeHHS Mpo
HPUCYDKEHHS UM CXBaJICHHSI.

e DBynp-sike maxpaiicTBO, Take SK HENpaBUIbHE
BUKIAJaHHA a00 TIPUXOBYBaHHA iHQoOpMamii Ha
KOpHUCTH OpepeHTa 4 cyOmiApsiiHUKA.

e byns -ski 3MOBH a00 KOH(DIIIKTH iHTEpecCiB, y SKHUX
MpaliBHUK, KOHCYJIbTaHT a0o mpenctaBHuK DAI mae
IijoBi a0 0COOWCTI CTOCYHKH 3 TPWHIUIIAIOM abo
BJIACHUKOM O(epeHTa Y CyOmiIpaJHHUKa, SKI MOXYTb
BUSIBUTHCS HECTIPABEAJTUBUMHU Y KOPUCTH ohepeHTa Un
cyomigpsaauka. CyOmigpsoHUKKA TakoXX ITOBHHHI
VHUKAaTH 3MOB YH KOH(IIKTYy iHTepeciB y CBOiX
3aKYIIBIAX y TMOCTaYaJlbHUKIB. byap -Aki Taki
BiTHOCHHM TIOBWHHI OyTH HErailHO  PO3KpPHTI
kepiBHUIITBY DAI s meperyisimy Ta TPHAHSTTS
BIATOBITHUX  3aXOIiB, BKIIIOYAIOYH  MOXKJIMBE
BUKJIFOUEHHS 3 BUHATOPOH.

e Ili xopymuiifHi aii He JOMYCKalOTBCSI 1 MOXKYTb
MPU3BECTH 1O CEPHO3HUX HACHIIKIB, BKIIOYAIOYN
NPUIUHEHHS TPU3HAYCHHS BUHATOPOAM Ta MOXKIIMBE
npu3ynuHeHHs Ta BiaMoBY ypsiay CILIA, Bukmovaoun
odepeHTa YU CyOIiIpsIAHNKA BiJ y4acTi y MalOyTHIX
Oiznecax ypsaay CLIA.

e bynp-sxa crpoba 4m (akTHYHA KOPYIIIisS ITOBHHHA
OyTH HeTalnHo MOBiIOMJIEHA odepeHToM,
cyOmiapsmauKoM abo criiBpobitHrkamu DAL

e Dbe3kommroBHa aHOHIMHA Tapsya JIiHis 3 TUTaHb €THKH
Ta JOTpUMaHHsA BUMOT 3a anapecoro (CLIA) +1-503-
597-4328

e Be6 -caifr rapsyoi ninii - www.DAL.ethicspoint.com,
a00 HamiclaTh CIEKTPOHHHHM JIMCT Ha  aapecy
Ethics@DAI.com

e Odic rapsuoi ninii I'enepansaoro iHcnekropa USAID
3a agpecoro hotline@usaid.gov.

o [limmucyrouu M0 MPOTO3UIII0, OPEPEHT MiATBEPKYE
JOTPUMaHHS IBOTO CTAaHAAPTy Ta rapaHTye, MO0 HE
OynyTb 3polisieHi crnpobu BrumHyTH Ha DAI abo
YPpSA0BUi IEpCcoHAN 3a ONOMOTOI0 XabapiB, YaOBHX,
BUIUIAT 3a CHOPUSHHS, BiJKaTy 4YM NIaxpaicrsa.
Y4acHUK TOPTiB TaKOX BU3HAE, MIO MOPYNICHHS IIi€l
NOJITUKH  MOXE  NPU3BECTH JO  IPHUIIMHEHHS,
MOBEPHEHHS KOINTIB, 3a00pPOHEHUX KOPYHIIIHHUMHU
JsSIMH, Ta MOXJIMBOTO TPU3YIHHEHHS Ta 3a00pPOHHU
ypsny CHIA.

Offeror’s Agreement with Terms and Conditions

3roga YuacHuka TeHaepy 3 BUMOTaMHu
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The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DAI to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

Buxonanns ycix BuUMOr 3amuTy BIANOBITHO 110
IHCTPYKIIiH, 3a3HAYEHIX B HHOMY, Ta MTOJaHHS MPOIO3MIIi1
no Bigminy wommanii DAI/Preparedness & Response
CKJIaJlaTUME TIPOTO3UINI0 Ta 3aCBITIyBaTUME 3TOJY
YyacHruka TeHAepy 3 BUMOTaMH IHOTO 3allUTy Ta yCix
JoJaTKiB 0 Hboro. HaganHs mporo 3anmuty B KOIHOMY
pasi He 3000B’s13ye koMmmaHito «DAI» HagaBaTu JOTOBIp
Ha 3aKyIIiBIIO 200 BiIIKOJOBYBaTH Y YaCHUKAM TEHIIEPY
OyJIb-sIKi BUTPATH, ITOB’sI3aHi 3 I IFOTOBKOIO Ta MOTAHHIM
MPOTNIO3HUIIII.

Attachments

See the list of official RFP attachments below.

JlopaTku

JAuBuTHCH mnepenik opiniiHMX M0AATKIB 10 LBLOTO
JOKYMEHTY HUIKYe.
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Attachment A: SCOPE OF WORK/TERMS OF REFERENCE [opaTtok
A: TEXHIMHE 3ABOAHHA

The information below contains the technical requirements for the services. Offerors are requested to
provide proposals containing the information below on official letterhead or official proposal format.

VY tabnuui HUXKYE HaBeACH]! TEXHIYHI BUMOTH JI0 TIOCIYT. YYaCHUKU TeHAEPY MOBUHHI MOJATH HPOTO3HIIii,
0 MICTATH BiAMOBiAHY iH(pOpMamio Ha ¢ipMoBoMy OnaHKy abo BimmoBimHO A0 odimiiHOro dopmary

TIPOTIO3HIII1.

Background

The USAID Cybersecurity for Critical Infrastructure in
Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine
Activity is a program funded by USAID and implemented
by DAI. The overall goal of the Activity is to reduce and
potentially eliminate cybersecurity vulnerabilities in CI
and to transform Ukraine from a compromised, reactive
cybersecurity actor to a proactive cybersecurity leader.

Over the five years of performance, the Activity will
increase resilience and build capacity to prevent, detect,
and respond to cyberattacks against Cl in Ukraine. The
Activity will accomplish this goal through the pursuit of
three strategic objectives (SOs):

e SO1: Create a safe and trusted environment to
accelerate the development of people, processes,
and technology in support of cybersecurity across
Cl sectors and assets in Ukraine.

e SO2: Strengthen Ukraine as a sovereign nation
built on a secure, protected, and dynamic
economy, supported by a talented pool of human
capital.

e SO3: Stimulate demand for and supply of
Ukrainian cybersecurity solutions and service
providers to empower, equip, and finance
cybersecurity entrepreneurs and businesses.

The Activity is organized into three components. Activity
tasks are highly interdependent and mutually reinforcing.

Context

The Activity provides assistance to critical infrastructure
objects in the energy and other sectors (hereinafter - OCI -
within the meaning of the Law of Ukraine "On Critical
Infrastructure” or officially included in the list of critical

IlepeaymoBu

IIpoekr USAID «KibepOe3rneka KpUTHYHO BasKJIMBOI
iHdpacTpykTypu Ykpainm» (nani — [IpoekT) mouas cBoro
nBsutbHiCT B TpaBHi 2020 poky. Ilpoext USAID
«KibepOesneka KpUTHYHO BaXJIMBOI 1H(PPACTPYKTYpH
VYxpainm» ¢inancyerscst USAID Tta peanizyerbcs DAL
KiameBa Meta IIpoekTy —3MCHIICHHS Ta IOTCHIIIIHE
YCYHEHHSI BpPa3IHMBOCTEH KibepOe3nekn Ta mepeTBOPEHHS
VYkpaiHu Ha IPOAKTHBHOTO JIigepa KibepOe3neKu.

[porsarom n’aru pokiB [IpoekT 3MinHIOBaTHME CTIHKICTD
i pO3BHBAaTHME CHPOMOXKHICTH 3aro0iraTd, BHUSBIATH W
OopoTrcss 3 KiOepaTakaMy, HAIlUICHUMH Ha KPUTHIHY
inppactpykrypy (mami — KI) VYkpaiau. isutbHICTB
JOCSITHE ~ [i€l METH UUIIXOM JOCSATHEHHS TPbOX
CTpaTeriyHuX IiJIeH:

Kommnonent 1: CrtBopeHHs Oe3leYHOro Ta HaJiifHOTO
CepefoBHINa I INPHUCKOPEHHS PO3BUTKY JIIOJECH,
MPOIIECiB Ta TEXHOJIOTIM Ha MiATPUMKY KiOepOesrmeku y
CEeKTOpax Ta aKTHUBax B YKpaiHi.

Kommnonent 2: 3MminmHeHHS YKpaiHM SK CyBepeHHOL
JepkaBu, MoOyMOBaHiI Ha Oe3MeuHii, 3axuINeHId Ta
JUHAMIYHIA ~ E€KOHOMIIl, MiATPUMAaHIA TaJlAHOBUTHM
IyJIOM JIFOZICBKOTO KarliTaly.

KommnonenT 3: CTuMyJIOBaHHS MONUTY Ta IPOIO3MILIT
YKpalHCBhKUX pillleHp Ta IOCTA4albHHUKIB TOCIYr 3
kibepOe3nmeku I PO3IIUPEHHS  MOXIIUBOCTEH,
OCHAIIICHHS Ta (DiHAHCYBaHHS IiIIPUEMIIB Ta Oi3HECY 3
KiOepOe3nexH.

JisnpHICTE  OpraHizoBaHa TpbOMa CKJIQJOBUMH.

3aBgaHHs  IiSUIBHOCTI  B3a€EMO3AJIEXHI 1  B3a€EMHO
i ICUIIEH].
KonTekcer
[Ipoexkt Hamae pgomoMory  o0’€KTaM  KPUTHYHOL

iHQPACTPYKTYpH B €HEPreTHYHOMY Ta iHIINX CEKTOpax
(mam — OKI — y posyminai 3akony Ykpaimm «lIpo
KPUTHYHY iHPpacTpyKTypy» abo odimiiiHo BKIIOUYEHi 10
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infrastructure objects) in strengthening their resistance to
cybersecurity incidents.

At the request of OCI, the Activity plans to conduct
diagnostics of their cybersecurity systems. The result of
the diagnosis will be an assessment of the current level of
maturity of the OCI. The diagnosis is carried out in
accordance with the NIST Cybersecurity Framework 2.0,

nepeniky 00’€KTIB  KPUTHUYHOI iHPPACTPYKTypu) Y
MOCWJICHHI X CTIHKOCTI JO IHIUACHTIB KiOepOe3neKH.

Ha 3amutr OKI Ilpoekr mniaHye TNpoBeNEHHA
niarHOCTyBaHHS KiOepOesmeku ix cucrteM. Pesympratom
JiarHOCTyBaHHS OyZe OLHKA ITOTOYHOTO PIiBHS 3pLIOCTI
OKI. liarHOCTYBaHHS 3IiHCHIOETHCS y BiIHOBITHOCTI 10
NIST Cybersecurity Framework2.0 , a 3a pesynsTaTamu

and based on the results, recommendations will be
developed to improve the cyber resilience of the
organization in accordance with the NIST Cybersecurity

OyayTh po3poOiieHi peKOMEeHIalli IIOoA0 IiABHIICHHS
kibepcrilikocti  opramizamii  Biamosimro mo  NIST
Cybersecurity Framework 2.0.

Framework 2.0.
The results of the diagnostic will also establish a basis
for measuring the progress of strengthening the cyber
resilience of the OCI after the implementation of the
recommendations provided after the diagnosis

Objectives

The overall goal of the task is to conduct a diagnosis of the
cybersecurity system of OCI to assess the level of cyber
maturity in accordance with the requirements of the NIST
Cybersecurity Framework 2.0 and provide
recommendations for improving the state of cyber
readiness

Tasks

Carrying out diagnostic of the Kirovohrad Regional
State Administration (see Attachment F) (next —
Object of critical infrastructure, OCI) cybersecurity
systems, which will include the following steps
performed in accordance with the NIST Cybersecurity
Framework 2.0:

a. Assessment of the -current level of OCI
cybersecurity maturity according to the NIST
Cybersecurity Framework 2.0. The evaluation
report must contain a list and description of the
Recipient's key information systems and resources.

b. Defining OCI target maturity levels according to
the NIST Cybersecurity Framework 2.0.
Development of recommendations for the
transition from the current level to the target level
of maturity.

Recommendations should contain a list of
necessary policies and processes of information
(cyber) security, calculation of essential resources,
definition of personnel competencies, and
organizational  structure. Based on the
recommendations, a high-level design High-Level
Design, (HLD) of the technical architecture of
cyber security and an operational cyber security

PesynbraTi 1iarHOCTyBaHHS TAKOX BCTAHOBJISITH OCHOBY
JUIsL BUMIPIOBaHHS NIPOTPECy MOCHICHHS KiOepCTiHKOCTI
OKI micisi BHPOBa/PKEHHS pPEKOMEHJALld, HaJaHuX
TICJIS JIaTHOCTYBaHHSL.

Iiti

3aranbpHa MeTa 3aBJaHHsI TIOJISTa€ B TOMY, 100 MPOBECTH
niarHoctyBaHHS cucteMu kibepOesnexu OKI s orinkn
piBHsA KiOep3pimocti BiamoBimHO g0 BEMor NIST
Cybersecurity Framework 2.0 Ta namatu pexoMeHmaii
1070 TIOKPAIICHHS CTaHy KiOeproTOBHOCTI

3amaui

[IpoBeneHHs JiarHOCTYBaHS CUCTEMH KibepOesmneku
KipoBorpaacexoi o0J1acHOl Aep:KaBHOI
agMminicrpamii (guB. omatox F) (mam — OOG’ekr
kputH4HOi iHPpacTpykrypu, OKI), mo Oyme BKIrOUaTH
B ceOe HacTymHI KPOKi BUKOHaHI BigmoBigao 1o NIST
Cybersecurity Framework 2.0:

a. OuiHOBaHHA MOTOYHOTO piBHS 3piTocTi
kibepbesnexkn  OKI  BiamoBimro mo  NIST
Cybersecurity Framework 2.0. 3BiT 3 owiHKK
NOBUHEH MICTHTH TIEPETiK Ta ONHC KIFOYOBUX
iHpopManiiHUX chucTeM Ta pecypciB PenmmieHTa.

b. Bushauenns uinsoBoro pieust 3pizocti OKI
BinnosinHo 1o NIST Cybersecurity Framework 2.0

Po3pobka pexomeHmamii MIOAO TNEpexoay Bix
MOTOYHOT'O PiBHS JI0 IITLOBOTO PiBHSI 3PUJIOCTI.

Pexomenamii [IOBUHHI MiCTUTH TepetiK
HEOOXiTHMX TOJITHK Ta NpoleciB iH(popMariiHol
(xibep) Oe3nexy, miIpaxyHOK HEOOXITHUX PecypciB,
BU3HAYCHHS KOMITETEHIIH TIepcoHaly,
oprasizarinny CTPYKTYDY. Ha OCHOBI
peKoMeHaIiii MOBMHHI TakoX OyTm chopMOBaHi
BucokopiBHeswmii mpoekT (High-Level Design, HLD)
TEXHIYHOT apxiTeKTypHu KibepOe3nexu Ta
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model should also be formed. HLD and operating
model requirements:

1) The HLD document is based on technical
controls (software and hardware solutions) and
reqmrements for it:

A minimum of 2 manufacturers for each
technical solution;

Contain prices in the Global Price List of
manufacturers and without VAT.

The list of products must be submitted as a
full-fledged Bill of Material (expanded
specification indicating all components of
the solution).

2) Structure of HLD:

Vi.

Vii.

A list of projects for the
implementation of technical controls of
cyber security and related digital
infrastructures (if necessary) and the
purpose of each of them. The goal
should be specific and clear and
correspond to the actual technological
content of the project.

General description and issues of the
Project(s) of item 2(i)

Basic technical requirements for
defined design solutions with
quantitative and qualitative
requirements.

High-level technological design
(visualization of system components,
relationships between them, and other
data that help the reader get a reliable
idea of the project).

The composition of the technical
solution (at least two specifications in
the form of a Bill of Material).
Comparison table of technical
solutions.

Implementation requirements
(components and resource assessment).

3) Operatmg model and requirements for it:

The operational model consists of policies,
processes, organizational structure, key
performance indicators (KPI), personnel,
corporate governance structure

The operational model should contain
technical personnel and an approximate
description of their functional duties and
responsibilities (taking into account the
proposed design technical solutions)

The cost of implementing the operational
model, namely - policies, processes,
organizational structure, KPI, personnel,
and corporate governance structure.

ornepaniiHoi Moneni kibepOesneku. Bumoru 1o
HLD Ta onepaniiiHoi Moaeni:

1) Hoxyment HLD omupaetbest Ha TexHiuHi
KOHTpOJTi (MpOTpaMHi Ha amaparHi pillleHHs) Ta
BUMOTH JI0 HBOTO:

i. MinimMyM 2 BUpOOHHKA HA KOJKHE TEXHITHE
pimIeHHs;

ii.  Micruru uinu B Global Price List
BHpoOHUKIB Ta 6e3 I1/]B.

iii. [Tepenik NpoAyKTiB MOBUHEH OyTH
MOJIaHU Y BUTIIsAL ToBHOIIHHOTO Bill of
Material (posroprayra crienugikanis i3
3a3HAUCHHSM YCiX CKJIaJ0BHX PIILICHHS).

2) Crpykrypa HLD:

i. [lepenik NpoeKTiB BIIPOBaKEHHS
TEXHIYHUX KOHTPOIIB KibepOe3neku Ta
CYITyTHIX TUPPOBUX 1HPPACTPYKTYp (SIKIIO
€ moTpeda) Ta MeTa KOXKHOTO i3 HuX. MeTta
Mae OyTH KOHKPETHOIO, YITKOIO Ta
BIJINIOBIiaTH pPEaTbHOMY TEXHOJIOTITHOMY
3MICTY MPOEKTY.

ii. 3aranpHuil onuc Ta MpodIeMaTHKa
[poekry(-iB) myHKTY 2.1

iii. Ba3oBi TeXHIYHI BUMOTH 10 BUSHAYEHUX
NPOEKTHHX PIllIeHb 3 KIJIbKICHUMH Ta
SIKICHUMHU BUMOTaMHU.

iv. BucokopiBHEBHIA TEXHOJIOTIHUH
I3aifH (Bi3yasi3allisi KOMIOHEHTIB
CHCTEMH, B3a€MO3B’SI3KiB MI’K HUMH,
IHIII TaHi, 0 JOMOMAralTh YATaqy
OTPUMATHU JJOCTOBIpHE ySBJICHHS MPO

MIPOEKT).
V. CkJ1aJ] TeXHIYHOTO pillieHHs (MIHIMYyM
nBi cnenudikanii y surmsiai Bill of
Material).
Vi. IopiBHsIbHA TAOIHUIT TEXHIYHIX
pillIeHb.
vii. Bumoru 110 BripoBapkeHHst (CKIa10Bi Ta

pecypcHa OIliHKa).
3) OmepauiitHa MozeNb Ta BAMOTH JI0 Hei:

i. OrnepaniitHa MOJENb CKIATAETHCS 3:
TMOJTITHK, IPOLIECIB, OpraHizaiiiHol
CTPYKTYPY, KITIOYOBHX ITOKa3HUKIB
edpextusHOCTI (KIIE) mepconairy,
CTPYKTYPH KOPIIOPATHBHOT'O YIIPABIIHHSI.

ii. OnepariiitHa MO IOBUHHA MICTHTH
TEXHIYHUN TIEPCOHAJ Ta OPIEHTOBHHUN OITHC
1oro GyHKITIOHAJTHbHUX 000B’SI3KIB Ta
BiAMOBigaIbEHOCTEH (OaXkaHO i3
ypaxyBaHHSM IPONOHOBaHMX MPOEKTHUX
TEXHIYHHX PILICHB).

iii. BapricTs BipoBayKeHHS onepariifHol
MOJIeII, a caMe - TIOJITHK, POLECIB,
oprauizauiitnoi ctpykrypy, KIIE,
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Deliverables schedule (assessment works are carried out
within the framework of one project but separately for

Additional task to task B at the request of the
OCI: drafts of 10 information security policies,
draft of information security policies for district
state administrations

Development of a roadmap for the implementation
of the developed recommendations for 2 months
and 3 years.

The roadmap must contain a list of actions that OCI
should provide to achieve the target maturity level
with a detailed description of each action and
required resources (material, time, human).

Ten days of advisory support will be provided to
OCI in the implementation process by OCI of
developed recommendations, which will include,
but not be limited to, consultation on adaptation and
verification of procedures and policies and
equipment settings.

Development of a report on the implementation
progress of the recommendations provided by the
OCl.

Evaluation of the maturity level of OCI's
cybersecurity  systems according to NIST
Cybersecurity Framework 2.0 after 2 months from
the date of receipt of recommendations by OCI.

each of the critical infrastructure objects)

nepCoHaly, CTPYKTYpHU KOPIIOPATHUBHOT'O

yIpaBIiHHS.
JonaTkoBe 3a1a4a 10 3aBaanns B 3a 3anutom
OKI: mpoektn 10 momituk iHopMariiiHOi
Oe3meKkn, TPOEKT TONITHKK  iH(pOpMamiiHOL

Oe3meku 1 pallOHHUX Jep’KaBHUX aIMiHICTpamii

Po3pobxa JOPOXKHBOT KapTH peadizamii
PO3po0IIeHNX peKOMEH Al Ha 2 MicAIli Ta 3 POKH.

JlopoXHS KapTa MOBHHHA MICTUTH CIIMCOK 3aXOIIiB
Ta ix mpiopitu3anii, mo wmae Bxuta OKI mis
JOCSITHEHHSI LIJIbOBOTO PiBHS 3pIJIOCTI 3 JIETaIbHIM
OIMCOM KOXKHOTO 3 HHMX Ta BH3HAUCHHMH Il 1X
BIIPOBAPKCHHS HEOOX1THUX pecypcis
(MaTepiaJbHUX, YACOBHX, JIIOACHKHUX).

HapmauHs gecsTH HIB KOHCYJIBTaTHBHOI MiATPUMKH
OKI B mpomeci BmpoBamkerHs OKI Hamarmx
pexoMeHanii, mo Oyae BKIIOYATH B cebe, ale He
O0OMEXXYIOUMCh: KOHCYJBTAIlil MO ajanramii Ta
Bepudikamii mporeayp Ta MOJITHK Ta HANAIITYBaHb
oO0JIaTHAHHA.

Po3pobka 3BITYy HpoO XiJ BUKOHAHHS PEKOMCHIAIIIM
Hagaaux OKI.

OuiHIOBaHHS PIBHS 3pUIOCTI cHCTeM KibepOe3neku
OKI Biamosiaro g0 NIST Cybersecurity Framework
2.0 uepes 2 wicaui 3 garu orpumanHs OKI
PEeKOMEeH I,

I'padik naganus pesyabrariB (podoTu 3
OLIHIOBAHHS NMPOBOAATHCS B PAMKAX OHOT0
MPOEKTY, ajie Il KOKHOI'O 3 00' €KTIB
KPUTHUYHOI iHPPaCTPYKTYpH - OKpemMo)

20 pobouux IHIB 3

Initial Stage: Signing of the
Non-Disclosure Agreement
(NDA) between OCI and the
Contractor

20 working days after
signing the Contract
between the Activity and
the provider

IlinroroBumnii eram:
[MignucaHHs JOrOBOPY PO
HeposroyomenHs (HJIA)
mix OKI ta ITigpsaaukom

MOMCHTY
MAIHCAHHS
JloroBopy Mix
IIpoexrom Ta
[iapsaHUKOM
Task A Report: Assessment of
the current OcCl cyber_securlty 30 working days after ‘ .
maturity level according to the signina the NDA Bigmosigao mo NIST
NIST Cybersecurity Framework gning Cybersecurity Framework
2.0 2.0

Task B Report: Determination of
the OCI target maturity level
according to NIST Cybersecurity
Framework 2.0

3BiT mpo 3aBaaHHA A:
Omninka piBus 3pinocti OKI | 30 poGouunx nHIB 3
MOMEHTY

mignucanas HIA

3BiT npo 3aBaanusa B:
BusHaueHHs LiTLOBOTO
piBHs 3pinocti OKI
BigmosigHo 1o NIST

40 pobovunx IHIB
IicJI1 BUKOHAHHS

40 working days after the
completion of Task A

Recommendations for . 3aBIaHHsa A
AV Cybersecurity Framework
transitioning from the current to
2.0
the target level. ==
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The roadmap for the Pexomennanii mozao
implementation of the developed Nepexo/y BiJl IOTOYHOTO

recommendations for a period of
2 months and 3 years

Task C - D Report: The progress
of each month of implementation
of the recommendations by the

recipient

45 working days after

task C and D)

Task E Report: Reassessment of

the curre
level acc

nt cybersecurity maturity

ording to the NIST completion of Task D

Cybersecurity Framework 2.0

Minimum qualifications, skills, and experience

1.

The provider must be registered and provide
auditing, assessment, and consulting services in
the field of cybersecurity in Ukraine within the
last 3 years;

Employees of the provider must have experience
in conducting at least 3 similar information
security diagnostic projects during the last 3
years;

The qualifications of at least 2 team experts
must be confirmed by internationally recognized
certificates, such as: CISA, ISO 27001 Lead
Auditor, 1SO 27001 Lead Implementer,
including at least one employee with the
Certified NIST Cybersecurity Framework Lead
Implementer certificate;

Confirmed experience of the proposed personnel
(qualifications, resume) in the field of
conducting cyber security diagnostics of critical
infrastructure objects with an indication of the
projects in which the personnel participated (a
list of relevant projects of each proposed
specialist)

completion of Task B (the
report shall capture the
work completed under

20 working days after the

PIBHS JIO I[ITBOBOTO PiBHS
3piIOCTi.

HopoxHs kapTta
BITPOBAKEHHS
PO3po0IeHNX peKOMEH A
Ha 2 MicsIli Ta 3 poKH

3gir no 3asxannio C ta D:
Xia BUKOHAHHSA
peKOMeHAaII peunieHToOM
3a KOXKEH MicAlb

3BiT mpo 3aBaaHus E:
TIOBTOPHA OITiHKA PiBHS
3piiocTi KibepOe3nexn
BigmoBigHo 1o NIST
Cybersecurity Framework
2.0

45 pobounx nHIB
ITiCJIsE BUKOHAHHS
3aBnanns B (y 3BiTi
Mae O0yTu
BiJTOOpaXKEeHO
po0bOTYy, BUKOHaHY
3a 3aBaanHsmu C Ta
D)

20 pobounx nHiB
IicJIs1 BUKOHAHHS
3asmanusa D

MinimasbHa kBaJidikanisi, HABUYKH Ta J0CBij

[ToctayansHUK Mae OyTH 3apeecTpoBuUil Ta

HaJlaBaTH MOCIYTH 3 ayJHTY, OL[IHIOBAaHHS Ta
KOHCYJIBTYBaHHS B cepi kibepOesmeku B
YkpaiHi IpOTSATroM OCTaHHIX 3 POKiB;

CriBpoOITHUKY TOCTaYaIbHUKA TIOBUHHI MATH

JIOCBIJ] y IPOBEICHHI HE MEHIIIE 3 MOai0HMX
HPOEKTIB JIIarHOCTyBaHHsI iHpOPMAaIiiHOT
0e3IeKH MPOTAroM OCTaHHIX 3 POKiB;

Ksamigikaris mpuHaiiMHI 2 eKciepTiB Mae OyTH

HiITBEpPKeHA MIKHAPOIHO BU3HAHHMH
ceprudikaramu, Takumu sik: CISA, ISO 27001
Lead Auditor, ISO 27001 Lead Implementer, y
TOMY YHMCJIi HE MEHIIIE OJTHOTO CHIBPOOITHHUKA 3
ceprudikatom Certified NIST Cybersecurity
Framework Lead Implementer;

[ligTBepmKeHHI TOCBI 3aIIPOIIOHOBAHOTO

nepcoHany (kBaiigikaris, pesrome) y chepi
MIPOBEICHHS IIarHOCTUK KibepOe3nekn 00’ ekTiB
KPUTHYHOI iHQPACTPYKTYpH 3 BKA3aHHAM
MIPOEKTIB, Jie IepCOHAJ IIPUHMaB y4acTh
(Teperix BiMOBITHUX MPOEKTIB KOKHOTO
3aMpOMOHOBAHOTO CIEIaicTa)
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DIAGNOSTIC STRATEGY
Before starting the first stage of work, the provider
must provide the Activity and OCI with a diagnostic
strategy, which should include:
e Communication protocols with the OCI and
the Activity
e  Format for transferring and receiving
documents between supplier, OCI, and the

Activity.
e  Project manager on the part of the supplier
was defined
REPORT STRUCTURE

Each report should consist of five parts:

1. Introduction

2. Goals and tasks performed at the described stage
of work

3. Description of mechanisms and approaches used
in the report

4. Key Observations - The structure of key
observations should follow the structure of the
functional areas and domains described in the
NIST Cybersecurity Framework 2.0. The report
should describe the approach used to determine
the current and target maturity level according to
the NIST Cybersecurity Framework 2.0.

5. Results of the stage

PROCEDURE FOR DIAGNOSTICS AND
IMPROVEMENT OF THE CYBERSECURITY
MATURITY LEVEL ACCORDING TO THE NIST
CYBERSECURITY FRAMEWORK 2.0

Stage 1 — Task A. Determining the Recipient's
current cybersecurity maturity level

Step 1.1 — Determination of the means and methods step
1.1 — Determination of means and methods of
communication (letter, e-mail, telephone or other
methods) and responsible persons on the part of the
recipient and the provider — Project Managers

Step 1.2 — Determination of the list of departments,
departments, and other structural units that will be
involved in the project on the part of the recipient and
will be included in the scope of the project - information
can be obtained including, but not limited to, from the
HR department, specialized information systems and
directories of the recipient, and other.

Step 1.3 — Determination of strategic goals and objectives
of the organization in the field of IT and Cybersecurity. -
information can be obtained, including, but not limited to,
from the adopted strategic documents of the recipient,
which define the goals and objectives of the organization,
interviews with the recipient's stakeholders

CTPATETI'ISL JIATHOCTYBAHHSA
[lepen mouaTkoM pobiT MOCTadaIbHUK TTOBUHECH
Hangatu [Ipoekty Ta OKI cTpaTterito miarHOCTyBaHHS,
sIKa IOBUHHA BKJIIOYATH:
e [Iporoxomm 3B's13Ky 3 OKI i [IpoekTom.
e  dopmar nepesiadi Ta OTPUMYBaHHS
JOKyMEHTIB Mix nocravansHukom, OKI Ta

IIpoexTom.
e  Busnauennit KepiBHuk npoexty 3 60Ky
IoCTavaabHUKa
CTPYKTYPA 3BITY
KoskeH 3BiT MOBHHEH CKJIQIATHCS 3 I'SITH YaCTHH:
1. Bcryn

2. 1lini Ta 3aBaHHs, [0 BUKOHYIOTHCS Ha
OIMCaHOMY eTari poboTH

3. Onwmc MexaHi3MiB 1 MiJIX0/1iB, BUKOPHCTAHUX Y
3BITI

4. OcHoBHI criocTepexeHHs - CTpyKTypa
KJIFOYOBHX CITIOCTEPE)KEHb IIOBUHHA BiNOBITaTH
CTPYKTYpi (PyHKIIOHATBHIX oOmacTel i
nomeHiB, onucanux y NIST Cybersecurity
Framework 2.0. V 3Biti noBuHen 0yTu
OTIMCaHMH TiJIXiJl, KU BUKOPUCTOBYBABCS IJIs
BU3HAYECHHS IOTOYHOT'O Ta LIIBOBOTO PIBHS
3pinocti BigmosigHo g0 the NIST Cybersecurity
Framework 2.0

5. Iixcymku eramy

MOPSIIOK

INPOBEJEHHS POBIT 3
JIATHOCTUKHN TA TITOKPAIIEHHSA PIBHS
3PUIOCTI KIBEPBE3IEKU 3I'IJHO NIST

CYBERSECURITY FRAMEWORK 2.0

Eran 1 -3aBnanns A. BusHaueHHsI IOTOYHOTO PiBHA
3pisocTi kidepOe3nexu Penunienra

Kpoxk 1.1 — BusnaueHHs 3ac00iB Ta METO/IiB KOMYHIKaIIi1
(JrMcTYBaHHS, €IEKTPOHHA ITOINTA, TEICPOHOM UK
IHIIUMU crToco0aMu) Ta BiMOBITAIEHUX 0Ci0 31 CTOPOHU
PerumienTa Ta [linpsoanka — Menemxepis [Ipoexty
Kpoxk 1.2 — BuzHaueHHs mepemiky BiIifiB,
JIeTIapTaMeHTIB Ta IHIINX CTPYKTYPHHUX OJIUHUIIb, 110
OyayTh 3allydeHi A0 TPOEKTY 31 cTopoHU PenmrienTa Ta
BBII{lyTh B CKOYII IPOEKTY — iH(opMallis Moxe OyTH
OTpHMaHa y TOMY YHCII, ajie He 0OMEKYIOUHCh - 3
BIJUTITY KaJpiB, CTIEIiali30BaHUX 1HPOPMAIIHIX CHCTEM
Ta JOBIIHUKIB PenmmienTa, Ta iHie.

Kpoxk 1.3 — BuzHaueHHS cTpaTerivyHuX IijieH Ta 3a1aq
opranizauii B oonacti IT ta KibepOesneku. - inpopmaris
MoJKe OyTH OTpUMaHa y TOMY YHCIIi, ajie He
00MEXYIOUNCh — 3 IPUUHATHX CTPATEriYHUX JOKYMEHTIB
PerumienTa, 1110 BU3HAYAKOTH LTI Ta 3aJ1a4i OpraHizaii,
iHTEepB 10 31 cTeiikxonaepamu PerumieHTa

Kpok 1.4 — 36ip inpopmarii mpo notoyHuii cran
KibepOe3neKy BiJNOBIIHO 10 TIOMEHIB Ta CyOIOMEHIB
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Step 1.4 - Collection of information on the current state
of cybersecurity in accordance with the domains and
subdomains of the NIST Cybersecurity Framework 2.0 -
information can be obtained including, but not limited to,
interviews with interested representatives of the recipient,
collection of documentary evidence - "artifacts" (acts,
procedures, policies, downloads of software settings,
contracts, regulatory documents, screenshots)

Step 1.5 - Analysis of the information collected in steps
1.2-1.4 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0 - the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used

Step 1.6 — Based on the information analyzed in step 1.5,
determine the current cybersecurity maturity level in
accordance with the NIST Cybersecurity Framework 2.0.

NIST Cybersecurity Framework 2.0 — indopmartist Mosxe
OyTH OTpUMaHa y TOMY YHCIIi, aje He 0OMEXKYIOUHCH — 3
MIPOBEICHHS IHTEPB 10 3 3alliKaBICHIMHU
TpeacTaBHUKaMU PennmienTa, 30ip JOKyMEHTAIBHUX
JIOKa3iB — «apTedakTiBy (aKTiB, MPOIETYp, MOIITHK,
BUBAHTA)XCHb HAJIAIITYBaHb IIPOrPaMHOI0 3a0e3eYeHH,
JIOTOBOPiB, HOPMAaTHBHHX TOKYMEHTIB, 3HIMKIB €KpaHiB)
Kpoxk 1.5 — Anami3 3i6panoi Ha kpokax 1.2-1.4
iHpopMarii Ha BiIMOBITHICTE BUMOTaM JJOMEHIB Ta
cyomomeniB kibepoesnexku NIST Cybersecurity
Framework 2.0— aHai3 moBHHEH BKIIOYATH B cebe omuc
MPOIETyPH MEPEBIPKU HA BIAIOBIIHICTE BUMOTaM
KOXKHOT'O Cy0/IoMEHa Ta HaBEJICHHSIM BUKOPHCTAHUX
JoKka3iB (apTedakTin)

Kpoxk 1.6 — Ha ocHoBI nnpoanasizoBanoi Ha kpoui 1.5
iHpOopMaIii BU3HAYEHHS IOTOYHOTO PiBHS 3PLIOCTi
kibepOesnexu y BianoigHocti 3 NIST Cybersecurity
Framework 2.0. BuzHaueHHs piBHS 3pijaocTi

The maturity level is defined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105 to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (tab Diagnostics (IiaraocTrka)) to the
spreadsheet (Forma_Diagnostyky OKI.xIsm file)
provided by the Activity and filled by the provider.

Step 1.7 — Preparation of the report based on the results
of stage 1, which includes a completed spreadsheet based
on the results of step 1.6

Step 1.8 — Agreeing with the recipient and the Activity of
the report based on the results of the stage (within a
physical or online meeting)

Stage 2 — Task B. Determination of the Recipient's
target cybersecurity maturity level. Development of
Recommendations for acquiring the recipient's target
cybersecurity maturity level in accordance with the
NIST Cybersecurity Framework 2.0. Development of
the Roadmap for the implementation of the
Recommendations for the acquisition of the target
level of the Recipient's cybersecurity maturity in
accordance with the NIST Cybersecurity Framework
2.0

Step 2.1 - Conducting interviews with management and
key stakeholders to determine key areas for improving
cyber security in terms of the organization's goals and
objectives - information may be obtained including, but
not limited to, the recipient's adopted strategic documents
defining the organization's goals and objectives ,
interviews with the recipient's stakeholders

Step 2.2 — Determination of the available resources of the
recipient in the field of cyber security - information can

BiOyBAa€THCS HACTYITHUM YHHOM — KOJKHA CyOKaTeropis
omiHIEThCs 1o Kani Bix 0 no 4 6amis (0 piBers — 0 6a,
1 piBenb — 1 Gasny, 2 piBenb — 2 O6anu, 3 piBeHsb - 3 Oanwu,
4 piBeHb — 4 Gasy, OaJ IPUCBOIOETHCS B TOMY BUIIAJIKY —
SIKIIO CYyOIOMEH MOBHICTIO BIAMOBIIa€ BUMOTaM PiBHS
3pLIOCTI), MicHst YOro sIKIIo HabpaHo Bix 0 1o 105 Gamis —
e 0 piBeHb I opraizaiiii B mijiomy, Big 106 mo 211 — 1
piBeHb, Big 212 no 317 — 2 piBens, Big 318 mo 423 — 3
piBeHb, 424 — 4 piBeHs). Bei Oanm BKIIFOYArOThCS MPH
3anoBHeHHI (Bkiaaka Diagnostics ([liarHocTuka) 10
eIIEKTPOHHOI Tabmuti ((haiin

Forma_Diagnostyky OKI.xIsm), o Hagae 3aMOBHUK Ta
3arnoBHIo€ [TinpsgHuK.

Kpoxk 1.7 — ITixroroBka 3BiTy 3a pe3ynbratamu ETamy 1,
10 BKJTIOYAE B ce0e 3aMOBHEHY €JIEKTPOHHY TaOIHINo 32
pesynsTatamu Kpoky 1.6

Kpoxk 1.8 — ITorompxenHst 3 PerumnieHToM Ta 3aMOBHHKOM
3BiTy 3a pesyabraramu Etany 1 (B pamkax ¢izudnoi un
OHUJIAIH 3ycTpidi).

Eran 2 — 3aBnanns B. BusHayeHHs1 HijiboBOro piBHst
3pisocti kidepOe3nexku Peuunienta. Po3podka
Pexomenaniii 1y Ha0yTTs HiILOBOIO PiBHSA 3pijiocTi
Ki0epOe3nexn Penumienta Binmosimno NIST
Cybersecurity Framework 2.0. Po3pooka Jlopo:xHoi
Kaprtu BnpoBaaxenns Pexomenaamiii a1 Ha0yTTs
HiJIbOBOro piBHS 3pijocTi kiGepOe3nexu Penumnienta
sigmosigHo 10 NIST Cybersecurity Framework 2.0

Kpoxk 2.1 — ITpoBeieHHS iHTEpB 10 3 KEPIBHUIITBOM Ta
KJIFOUOBUMH CTEHKXOJIIEPaMHK JJIsl BU3HAUCHHS
KIIFOYOBHX HAIPSMKIB TIOKpAIIEHHs KibepOe3neku 3
TOYKH 30py IlJIeH Ta 3a/1a4 oprasizauii - ingopmaris
MoOJKe OyTH OTpHUMaHa y TOMY YHCIIi, ajie He
00MEXYIOUNCh — 3 IPUUHATHX CTPATEriYHNX JOKYMEHTIB
PerumienTa, 1110 BU3HAYAKOTH LTI Ta 3aJ1a4i OpraHizaii,
iHTEepB 10 31 cTeiikxonaepamu PerumieHTa
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be obtained, including, but not limited to, from existing
regulatory and legal documents, a description of the
organizational structure, a description of projects,
inventory documents, interviews with stakeholders of the
recipient

Step 2.3 — Analyze and identify priority cybersecurity
categories and subcategories for improvement according
to the NIST Cybersecurity Framework 2.0 based on, but
not limited to, the results of step 1 and steps 2.1, 2.2.
Step 2.4 - Determination of the target maturity level of
cyber security based on the goals, objectives, available
and minimum required resources and the results of steps
2.1-2.3 and stage 1. The target level of maturity should be
at least one higher than the existing one.

Step 2.5 — Development of recommendations for
increasing the level of maturity of selected cyber security
domains and subdomains according to the NIST
Cybersecurity Framework 2.0 based on the results
obtained in previous steps

Step 2.6 — Development of drafts of necessary documents
(including, but not limited to, policies, procedures,
instructions)

Step 2.7 — Determining the resources required to
implement the recommendations developed in step 2.5
and the documents developed in step 2.6 (including, but
not limited to, time, personnel, and equipment)

Step 2.8 — Development of a 2-month and 3 years
Roadmap for the implementation of the developed
Recommendations, based on the results of previous steps
and, but not limited to, interviews and discussions with
stakeholders from the Recipient side

Step 2.9 — Developing a report based on the results of
Stage 2 and filling in the Recommendation Plan tab
(ITman BrpoBamKeHHs pekomenmarniiii) of the spreadsheet
(Forma_Daignostyky OKI.xlsm file) and spreadsheet of
specifications (Form HLD Recommendation.xlIsx file)
provided by the Activity and completed by the
Contractor. The completed spreadsheet tab must be
included in the Stage report.

Step 2.10 — Preparation of the report based on the results
of stage 2

Step 2.11 — Agreeing with the recipient and the Activity
of the report based on the results of stage 2 (within a
physical or online meeting)

Stage 3 — Tasks C-D. Consultative and methodological
support of the Recipient at the stage of
implementation of the Road Map Recommendations
Step 3.1 — Provision of monthly advisory support (to the
Recipient by the provider at the stage of implementation
of the recommendations obtained as a result of stage 2
Step 3.2 — Monitoring by the provider of the progress of
the implementation of the recommendations by the
Recipient on a monthly basis within the framework of the
schedule determined by the Road Map based on the
results of Stage 2

Kpok 2.2 — BusnadeHHst HasiBHUX pecypciB Penumienra B
cdepi kibepoOesneku - iHGopMaIlist Moke OyTH OTpUMaHa
y TOMY YHCIIi, ajle He OOMEXYIOUHUCh — 3 HassBHUX
HOPMAaTHBHO-TIPABOBUX JIOKYMEHTIB, OITHCY
OpraHi3aIiifHoOl CTPYKTYpH, OTIHCY MIPOCKTIB,
IHBEeHTapHU3aiHHUX JOKYMEHTIB, IHTEpPB 10 31
cTelikxomnuepaMu PenmmienTa

Kpoxk 2.3 — Anami3 Ta BU3HAUYCHHS IIEePIIOYSPTOBUX, IS
TTOKpAIIEHHs, KaTeropii Ta cyOkaTeropiit kibepoesnekn
srigao NIST Cybersecurity Framework 2.0 na ocHoBI,
asie He 00MEKyI0UHCh, pe3ybTaTiB ETamy 1 Ta KpokiB
21,22

Kpok 2.4 — BusHadeHHs [IUIbOBOT'O PiBHS 3piIOCTI
KiOepOe3neKy BUXO/ISI4M 3 LJIeH, 3a/1a4, HassBHUX Ta
MiHIMaJbHUX HEOOXIJIHUX PECypCiB Ta pe3ybTaTiB
Kpoxki 2.1-2.3 ta Etany 1. LlinmpoBuit piBeHb 3piiaocTi
Mae OyTH He MCHIIIC HiXK Ha OJIFH O1TBINNIA 32 HASTBHUIA.
Kpoxk 2.5 — Po3poOka Pexomenmariit 1is miABHIICHHAS
PiBHS 3piIOCTi 0OpaHUX TOMEHIB Ta CyOIOMCHIB
kibepoesnexu NIST Cybersecurity Framework 2.0, na
OCHOBI pe3yJIbTaTiB OTPUMAHHUX HA MONEPEIHIX KPOKax.
Kpok 2.6 — Po3po0ka poekTiB HEOOXiTHUX TOKYMCHTIB
(BKITIOUAIOYH, TA HE OOMEKYIOUYHCH - TIOJIITHK, TIPOLIENYP,
THCTPYKIIii)

Kpok 2.7 — BusnaueHHst pecypciB HEOOXiTHUX JIJIst
BIIPOBaKCHHsT PexoMeHaaniii po3pobienux Ha Kpori
2.5 Ta TOKyMEHTIB, pO3pOOJICHUX HA MOMIEPETHIX KPOIIi
2.6 (BxIFOUar0YM, ane He 0OMEKYIOUHCH - Yac, IIePCoHal,
00JaTHaHHs)

Kpoxk 2.8 — Po3po0Oka 2-micsiaHoi Ta 3-pignHoi J0poKHBOT
KapTu BripoBaykeHHST po3pobieHnx Pekomermaiif, Ha
OCHOBI pe3yJIbTaTIB MOMEPEIHIX KPOKIB Ta, aJie He
00ME)XyIOUNCh, IHTEPB 0 Ta OOTOBOPEHHAMH 31
cTelKXxoJiepamu 3i ctoponu Perernienrta

Kpoxk 2.9 — Po3po0ka 3BiTy 3a pe3ysbratamu Etamy 2 ta
3anoBHEHHs BKIaaku Recommendation Plan (ITnau
BITPOBAKCHHST PEKOMCH/IAIIii1) CIICKTPOHHOT Ta0JIHII
(daiin Forma Daignostyky OKI.xlsm) Ta e1ekTpoHHY
tabmuiro cnermdikamii (pavin Form HLD
Recommendation.xlIsx), mo Hagae 3aMOBHHK Ta
3arnoBHIo€ [linpsaaank. 3amoBHeHa BKIIagKa eJ1eKTPOHHOI
TabuII MOBMHHA OyTH BKJIFOYEHA JI0 3BIiTY 3a Etam.
Kpoxk 2.10 — [TingroroBka 3BiTy 3a pesynbraramu Etamy 2
Kpoxk 2.11 — [MToromxennst 3 Penumnientom ta
3amoBHHUKOM 3BiTy 3a pe3yipratamu Etamy 2 (B pamkax
(i3U9IHOT UM OHJIANH 3yCTpidi).

Eran 3 — 3aBaanus C-D. KoncyabraTuBHO-
MeToj0J0riYHa niaTpumka Penunienta Ha erami
BIpoBa/ukeHHs1 Pexomennauiii 3a J{opokHbOIO
Kaproro

Kpoxk 3.1 — HajauHs niomicsiaHOT KOHCYJIBTaTHBHOT
migTpuMku Perumienta [inpsHukoM Ha etarti
BIIPOBA/PKEHHSI Pexomenaariiit orpumanunx 3a
pesyibraramu Etamy 2

Kpok 3.2 — BincnigkoBysanust [Tizpsiqiaukom nporpecy
BNpOBa/DKEeHHS Pexomennaniii PenumienToM Ha
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Step 3.3 — Submission of a monthly report within 2
months of the implementation of the recommendations
provided as a result of Stage 2 and the Road Map,
describing the recipient's progress and identified
problems and backlogs (if any)

Step 3.4 — Agreeing with the Activity of monthly reports
based on the results of stage 3 (within a physical or
online meeting).

Stage 4 — Task E. Re-diagnostics to confirm the
Recipient’s achievement of the target cybersecurity
maturity level according to the NIST Cybersecurity
Framework 2.0

Step 4.1 - Gather information on the current state of
cybersecurity of NIST Cybersecurity Framework 2.0
domains and subdomains identified in Step 2 as high
priority for improvement - information may be obtained
including, but not limited to, conducting interviews with
interested recipient representatives, collection of
documentary evidence - "artifacts” (acts, procedures,
policies, downloads of software settings, contracts,
regulatory documents, screenshots)

Step 4.2 — Analysis of the information collected in step
4.1 for compliance with the requirements of the cyber
security domains and subdomains of the NIST
Cybersecurity Framework 2.0— the analysis should
include a description of the procedure for checking
compliance with the requirements of each subdomain and
providing evidence (artifacts) used.

Step 4.3 - Based on the information analyzed in step 4.2,
determine the confirmation of the recipient's achievement
of the target level of cybersecurity maturity in accordance
with the NIST Cybersecurity Framework 2.0 - the
analysis should include a description of the procedure for
checking compliance with the requirements of each
subdomain and providing evidence (artifacts) used.

The maturity level is determined as follows - each
subcategory is evaluated on a scale from 0 to 4 points (0
level - 0 points, 1 level - 1 points, 2 level - 2 points, 3
level - 3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the requirements
of the maturity level), after which if 0 to 107 points are
scored - it is O level for the organization as a whole, from
105 to 211 - 1 level, from 212 to 317 - 2 level, from 317
to 423 — 3 level, 424 — 4 level). All points are included
when filling (Re-diagnostics tab) into the spreadsheet
(Forma_Diagnostyky OKI.xIsm file) provided by the
Activity and filled by the Contractor.

Step 4.4 — Preparation of a report based on the results of
Stage 4, which includes a completed table based on the
results of Step 4.3

Step 4.5 — Agreeing with the recipient and the Activity of
the report based on the results of Stage 4 (within a
physical or online meeting).

LIOMICSYHIH OCHOBI B paMKax rpagiky BU3Ha4€HOTO
Jopoxubsoro Kaproro 3a pesynsratamu Etamny 4

Kpok 3.3 — HagaHHs NIOMICSYHOTO 3BITY MPOTATOM 2
MICSAIIIB BIPOBaKeHH PexoMeHnariii Haganux 3a
pesynbpratamu Etamy 2 ta Jloposkuoi Kaptu 3 onucom
nporpecy PennmienTta Ta BUSBICHHUX PoOIeM Ta
BiJicTaBaHb (32 HASIBHOCTI)

Kpoxk 3.4 — [ToromkeHHs 3 3aMOBHUKOM IIIOMiCSIHUX
3BiTiB 32 pe3ynbTaTaMu BukoHaHHS Etamy 3 (B pamkax
(i3UYHOT YU OHJIAWH 3yCTpii).

Etan 4 — 3ananns E. [ToBropHa giarHocTuka auisi
niATBep/KeHHs ocsirHennsi Penunientom uiisoBoro
piBHs 3pistocTi kidepoe3nexn 3riqno NIST
Cybersecurity Framework 2.0

Kpoxk 4.1 — 36ip inpopmarii mpo MOTOUHUH cTaH
kibepOe3nexu moMeHiB Ta cyonomenis NIST
Cybersecurity Framework 2.0, 1o Oyii Bu3Ha4ueHi Ha
Etami 2, six neprmodeprosi mrs [TlokpammeHHs —
iHpOpMaIisg MoXe OyTH OTpUMaHa y TOMY YHCITi, aje He
00MEXYIOUHUCH — 3 TIPOBE/ICHHS 1HTEPB’ 0 3
3aliKaBJICHUMU Npe/icTaBHUKamMK PennmieHTa, 30ip
JOKYMEHTAJIbHUX JIOKa3iB — «apTedakTiBy (aKTiB,
npoLenyp, NOJITHK, BUBAaHTA)KEHb HaJAlITyBaHb
NpOrpamMHOro 3a0e3NeyYeHHs], J0r0BOPiB, HOPMATHBHUX
JIOKYMEHTIB, 3HIMKIB €KPaHiB)

Kpoxk 4.2 — Anani3 3i6panoi Ha Kpomi 4.1 indopmarii Ha
BiJIMIOBiTHICTF BUMOTaM JOMCHIB Ta CyOJOMEHIB
kibepoesnexu NIST Cybersecurity Framework 2.0 —
aHaJIi3 MOBUHEH BKIJIIOYATH B ce0e ONKUC Mponeaypu
MePEeBipKU Ha BiAMOBIAHICTH BUMOTaM KOYKHOTO
cy0/IOMEeHa Ta HaBEIEHHSM BUKOPUCTAHHX JIOKa3iB
(apredaxTiB)

Kpoxk 4.3 — Ha ocHoBi npoanastizoBanoi Ha Kporii 4.2
iHhopMallii BU3SHAYCHHS MMiATBEPKCHHS JOCSTHECHHSI
PeruriieHTOM HIJBOBOTO PiBHS 3piJIOCTi KibepOe3neku y
Bignosignocti 3 NIST Cybersecurity Framework 2.0 —
aHaJIi3 MOBUHEH BKIJIIOYATH B ce0e OMKUC MpoLeaypu
MePeBipKU Ha BIAMOBIAHICTH BUMOTaM KOYKHOTO
cy0/IOMEeHa Ta HaBEIEHHSM BUKOPUCTAHHX JIOKa3iB
(aptedakriB). BusHaueHHs piBHA 3pLIOCTI BiOyBa€ThCS
HACTYITHUM YNHOM — KO)KHa CyOKaTeropisi OIiHIOETHCS
o mikaii Big 0 mo 4 6amnis (0 piBens — 0 6an, 1 piBers — 1
Oaxu, 2 piBeHb — 2 Oanm, 3 piBeHb - 3 Ganu, 4 piBeHs — 4
6amm, 6a MPUCBOIOETHCA B TOMY BHIIAJIKY — SKIIO
Cy0/I0MEH TOBHICTIO Bi/IMTOBi/Ia€ BUMOTaM piBHS
3pIIOCTI), MicIs 4Ooro Ko Habpano Bix 0 1o 105 GamiB —
e 0 piBeHb 1151 oprasizaiii B misiomy, Big 106 mo 211 —1
piBenb, Bix 212 no 317 — 2 piBens, Big 318 qo 423 — 3
piBeHsb, 424 — 4 piBeHb). Bei 6anu BKIIIOYAIOTHCS TIPH
3anoBHeHHi (Bkiaaka Re-diagnostics (IToBropHa
JIarHOCTHUKA) JI0 SJIICKTPOHHOT Tadmmi (haiin
Forma_Diagnostyky_OKI.xIsm),, mo Hajae 3aMOBHUK Ta
3arnoBHIo€ [TipsTHUK.
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Kpok 4.4 — Ilinroroska 3BiTy 3a pe3ynbraramu Etamy 4,
110 BKJIIOYAE B ce0e 3all0BHEHY TaOJIULIO 32
pesyiabraramu Kpoky 4.3

Kpoxk 4.5 — [Toromxenns 3 PerumienToM Ta 3aMOBHIKOM
3BiTy 3a pesynsraramu Etamy 4 (B pamkax ¢i3n9aHOT 94U
OHJIAWH 3yCTpidi)
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Attachment B: Proposal Cover Letter
Hopatok B CynposBigHun nuct

We, the undersigned, provide the attached proposal
in accordance with RFP No. REQ-KY1-24-0204

dated 12 September 2024. Our attached proposal is
for the total price of
(figure and in words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 110 T aIHUCATHCS HIDKYE, HaTaEMO ITPOTIO3UIIIIO i3
3araJbHOIO I[IHOIO

(BKaxiTh WiHY mHdpamMu i MPONHUCOM), IKa JOJAETHCA,
BiMOBIAHO 10 3anuTy Ha HagaHHA mponoswuiii RFP No
REQ-KY1-24-0204 Bin 12 Bepecus 2024 poky.

Mu 3acBiggyemo, 1o iHu 3a3HadeHi y [Ipaiic-nmucri, mo
JOJTAETHCS, AIMCHI TPOTATOM Tiepioay 60 (mricTaecsT)
KaJICHIapHUX JIHIB.

Mu 3acBiggyemo Hamry (iHaHCOBY BiIIOBIJAIBHICTS 1
npuiMaeMo yMOBH oruiatu kommasii «DAI», ski €
OIUTATOIO MICIISt JOCTABKHU Ta MPUHHATTS HaJJAHUX TTOCIYT.

Hamma npomno3wuiist € 000B’13K0BOIO 17151 HAC 3
ypaxyBaHHSIM 3MiH B Pe3yJIbTaTi Oyb-sIKUX 00TOBOPEHb.

Mu posymiemo, 1o kommanist « DAD» He 3000B’s13aHa
npuiimMaty Oyab-sKi MPOIO3HLLii, sIKi BOHa OTPHMYE.
[Mlignuc ynoBHOBaXKeHOT 0COOH:

IM’s1 Ta mocazia yHoBHOBa)KEHOT 0COOH:

Ha3pa oprauizariii:

Anpeca:

Tenedon:

E-mail:

IleuaTka KoMmIaHii:
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Attachment C: Price Schedule / QopaTtok C: NMpanc-nuct

The budget below includes examples of the types of costs that may be included in the budget. Actual budget
submissions may consist of different costs and should be prepared in line with the offerors’ technical
proposal. Please include an accompanying budget narrative linking prices with the work required in
Attachment A. Additional supporting documentation may be requested for any costs included below.

VY Tabnumi HWKYE HaBeACHI BUMOTH A0 MOCIYT. YUYacHWKH TEHJAEpY MOBHHHI MOJATH MPOIO3HIIi, 10
MICTSTh BiINOBIAHY iH(poOpManito Ha ¢ipMoBoMy OnaHKy abo BiAMOBiAHO IO odiuiiiHOro Qopmaty

MIPOTO3UIIi1.

The price could be presented in USD or UAH without VAT/ Yci uinu Hagani B B foapax CIIIA abo

rpuBHi 6e3 I1]IB.

Detailed budget template

Budget narrative
explanation

Ir;e Item Description/Specifications Unit Quantity ngéte ;?it:; Provide brief justification
# | Omnc/Crienmoikanii Opuanns | Kinekicte | I{ina3a on | Bcebkoro for each line item

1 | Program Staffing

2 | Equipment and material

Travel, Transportation, Per

3 Diem
3,1
4 Other Direct Costs/Program
Administration and Services
4,1

5 Benefits/Fee

6 | Other Indirect Costs

GRAND TOTAL IN UAH:

Delivery Period: Click here (o enter text.

NOTE: Offerors must submit comprehensive budget narrative/ budget notes that provide information
on each line item in the budget and explain why these items are needed to implement the activity,
including hourly rates for presented team members and any indirect costs which may occur during the

completion of the assessment).

THE PROPOSAL COST/BUDGET MUST BE SUBMITTED IN A PDF AND EXCEL SHEET.

MNPUMITKA: YyacHUKY OBHHHI MOJIATH BUYEPITHUN OIMKC OIOKETY, KWW MICTUTH iH()OPMAIIIO PO
KOXKHY CTaTTIO BUTPAT Ta MOSCHIOIOTh, YOMY IIi CTAaTTI OTPIOHI JUIs 3MIHCHEHHS ISUTBHOCTI, BKIFOYAIOYN
1iHy po0Oouoi TOAWHM CHelianicTiB Ta Oylb-sIKi HENpsMi BHTPATH, IO MOXYTh BUHUKHYTH B TpOIECi
IIPOBEJICHHS OLIHKH. Vloro notpi6ro Hajicnath y popmati daiiny .pdf Ta .xs.
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Price Schedule / Ilpaiic-nuct

Payment
Milestone Description & Amount /
No Milestone No. / Required Documentation / Bincorox Due date / Total price /
) PesyabTar Onuc Ta HeoOXiTHA Bix cymu Hdara Hina
JOKyMeHTalist 3arajibHoil
OILIATH
Initial Stage: Signing of the 20 working days after signing
Non-Disclosure Agreement the contract between the
(NDA) between OCI and the selected provider and the
selected provider / Activity / 20 pobouux aHiB
IMouaTkoBuii eTamn: TICJIS TiAMUCAHHS JOTOBOPY
HiMMCaHHS YTO/HU 1IPO MK 00paHuUM
HeposrosomeHas (NDA) mix [IOCTa4aJIbHUKOM Ta
OCI Ta o6panuM npoBaigepom JisnpHiCTIO UAH / rpm.
Milestone #1 / Deliverable A Report: 30 working days after signing usb/
1 Pes No1 | Assessment of the current OCI 35% the NDA between the OCI AoJLIapu
yJIbTaT Ne . . .
cybersecurity maturity level and the selected provider / 30 CIIA
according to the NIST poGOUNX AHIB MiCIIs
Cybersecurity Framework 2.0 / mianucanas NDA mix OKI
3BIT 3a pe3ynpTaTamMu Ta BHOpaHNM
3asmanusa A: Ouinka nocTa4valbHUKOM
MOTOYHOTO PiBHS 3pLIOCTI
kibepOesnexku OCI BianoBigHo
1o NIST Cybersecurity
Framework 2.0
Deliverable B Report: 40 working days after the
Determination of the OCI target completion of Deliverable A
maturity level according to / 40 poGounx aHiB micus
NIST Cybersecurity 3aBepiieHHs 3aBaands A
Framework 2.0
Recommendations for
transitioning from the current
level to the target level.
The roadmap for the
implementation of the . UAH / rp.
Milestone #2 / developed recommendations USD /
5 Pesyanrar No2 for 2 months and 3 years / 40% fomap
3BiT 3a pe3ynbTaTamMu
CHIA
3aBnanHs B: BU3HaUCHHS
uinpoBoro piBHsi 3pinocti OCI
BignmosigHo 1o NIST
Cybersecurity Framework 2.0
Pexomenmariii oo nepexomy
BiJl [IOTOYHOTO PIiBHS 10
iJIHOBOTO.
JlopokHs KapTa peamizartii
pO3po0IIeHNX pEeKOMEH Al Ha
2 micsi Ta 3 poku
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Deliverable C - D Monthly
Report: The progress of
implementation of the
recommendations by the
recipient / Il{omicsunmuii 3BiT 3a
pesynbTatamu 3apnanus C - D:
X1 BUKOHAHHS pEKOMEH AN

45 working days after
completion of Task B (the
report shall capture the work
completed under task C and
D) / 45 pobouux aHIB micis
BUKOHAHHA 3aBaaHHA B (y
3BiTi Mae OyTH BiioOpakxeHO
poOoTy, BUKOHAHY 3a

oJIepIKyBadeM

sapaandsMu C ta D) U%_'ngm
i\)/lllestone #;,0/3 Deliverable E Report: 25% 20 working days after the nomIapu
ey abrar e Reassessment of the current completion of Deliverable C CIIIA

cybersecurity maturity level & D/ Yepes 20 poGounx

according to the NIST JTHIB MiCTIS 3aBEpIICHHS

Cybersecurity Framework 2.0 / 3asnanb C ta D

3BIT 3a pe3yJbTaTaMu

3aBnanns E: moBTopHa oriHka

MOTOYHOTO PiBHSA 3piJIOCTI

KibepOe3neKu BiIOBITHO 10

NIST Cybersecurity

Framework 2.0
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Attachment D: Representations and Certifications of
Compliance/OopaTtok D: 3asBu Ta liaTBepAXEeHHAM Npo
BignosigHicTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on
the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIlI with a disclosure
statement describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

1. denepanbHU CHHCOK BHKIIOYEHHX o0ci0 — OOpaHHWil y4acHHK
TEHJIepa Hapa3i He € BIJICTOPOHEHUM, TUMYACOBO BiJICTOPOHCHUM abo
BU3HAHHUM TaKHM, IO HE Mae€ IMpaBa YKIAIaTH KOHTPAKT 3 OYy/b-SIKHM
(enepanbHUM OPraHOM.

2. IlinTBep/pKeHHS 3apo0iTHOT mIaTh kepiBHuLTBA — [TonoxkeHHs FAR
52.204-10 Bumarae Bix kommanii «DAID» K TreHepaIbHOTO MiAPSIHAKA
3a KoHTpakTtamu (enepanbHoro ypsimy CIIA 3BityBaTH mpo piBHI
3apoOiTHOI IUIATH M'STH KEepiBHHKIB CyONiApSOHUKA 3 HaWBHIUM
piBHeM 3apoOiTHOi matm B CHcTeMy 3BITHOCTI 3a JOTOBOpaMH
CcyOmiapsITy BiAIOBIHO 1O 3aKOHY IPO IMII3BITHICTE 3a (eepatbHIM
¢inancyBaHHsAM Ta npo3opicts (FSRS).

3. Yka3 Ilpesunenra CIIA npo 3a6opoHy GhiHaHCYBaHHS TEPOPU3MY -
BuxonaBiio Haramyetbes, 1o ykasu Ilpesumenra CIHIA Ta
3akoHomaBctBO CIHIA  3a0OpoHSAIOTH  3MIMCHIOBATH  Omepamii 3
¢izngHIME 0cOOaMU Ta OpraHi3alisiMu, OB’ I3aHUMH 3 TEPOPHU3MOM, a

TAaKOXX HagaBaTH IM  pecypcH Ta MATpUMKY. IOpuanany
BIANOBIiTANBHICT, 32 3a0e3NedYeHHs JOTPUMaHHA LUX yKasiB
IIpesuneHTa Ta  3aKOHOAABCTBa Hece BuKoHaBelb/PerumieHT.

PenumieHTy HE MO3BOJIAETHCS TpAIfOBaTH 3 (i3MYHUMH OCOOaMH Ta
OpraHi3allisiMi, MOB’3aHUMH 3 TECPOPU3MOM, & TaKOXX HaJaBaTH iM
pecypcu Ta miaTpuMmKky. JKomHa momomora abo pecypcH HE MOXKYTh
HagaBaTUCh (DI3UYHUM ab0 IOPUAMYHHM 0CO00aM, SIKi 3HAXOMAATHCS Y
Crucky TpoMalisiH OCOOJIMBUX KaTeropid Ta 3a00pOHEHUX 0Ci0, SAKUH
Bene KasnaueiictBo CIIIA (amB. www.SAM.gov ), a6o y Cmucky
0COOIMBHX KaTeropii OOH (muB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ). Ile
MOJIOXKEHHS 000B’A3KOBO BKJIFOYAETHCS JI0 BCIX JOTOBOPIB CyOmiapsiy /
pillieHb PO HaJaHHA CyOmiApsay, sKi BUKOHYIOTBCS B paMKaX IbOTO
JIOTOBOPY.

4. Toprieng gronpMu — BuKoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Iii IIbOTO KOHTPAKTY 3I1MCHIOBATH TOPTIBIIO JIOJBMH (SIK BU3HAYCHO Y
[IpoTtokoni momo 3amoOiraHHs, NPOTHIIT Ta MOKAPaHHS TOPTiBIi
JIIOJIBMH, OCOOJMBO JKIHKaM¥ Ta JITBMH, SIKMH J0MoBHIOE KOHBEHIIi0
OOH om0 npoTuil TpaHCHAIIOHATIBEHOT OPraHi30BaHOl 3JI0YHMHHOCTI ),
OIUIauyBaTH KOMEpLiHHI CeKCyaJbHI MOCIYrM Ta BHUKOPHUCTOBYBATH
MIPUMYCOBY IpAIIO.

5. IMixTBepKeHHS Ta PO3KPUTTS iH(GOPMAIIi OO0 MIATEXIB 3 METOI0
BIUIMBY Ha JesKi QeaepanbHi TrocmoJapcbki omepamii — YdacHHK
TeH/iepa MiATBEPIKYE, 10 JOTPUMYETHCS 3apa3 Ta JOTPUMYBATUMEThCS
i Hamami Bumor FAR 52.203-11 «IlinTBepmKeHHS Ta PO3KPUTTS
iHdopmarii momo mIaTexiB 3 METOI BIUIMBY Ha JesKi QeaepaybHi
rOCIIOAAPChKI oneparii».

6. OpraHizaiiifHuii KOHQIIKT iHTepeciB — VYYaCHHUK TEHAEPY
HiITBEPDKYE, IO HOMY He BiOMO Mpo Oyab-siKy iH(opMmaliio, ska
CTOCY€ThCS iICHYBaHHS Oy/Ib-SKOTO MOTEHIIIITHOTO KOH(IIIKTY iHTEepeciB
oprauizarii. Y9acHUK TEHIEpY TaKoX MiATBEPIKYeE, IO SKII0 HOMy
CTaHe BIIOMO Mpo iH(OpMAIilo, SIKa Ma€ BiTHOMIEHHS 1O MOXKJIMBOCTI
ICHyBaHHSI OTEHIIHHOTO KOH(IIIKTY, YYacCHUK TEHIEePY HEBIOKIIATHO
Hajae kommnaHii « DAl» 3BiT, 1e po3KpHuBaeThes Taka iHpopMaILis.
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8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the Performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

7. 3abopoHa cerperamnii MicIlb CHIIbHOIO KOPHUCTYBAaHHA — YYacCHUK
TeHJepa MiATBEepIKYe, Mo noTpuMyeThest FAR 52.222-21 «3abopoHa
cerperamii MiCIlb CITITEHOTO KOPHCTYBAaHHSD).

8. PiBHI MOXIMBOCTI — YYacHHK TEHAEPY IMIATBEPIIKYE, IO HE
3IIMCHIOE TUCKPUMIHAIIIIO TPOTH OY/b-SIKOTO MpaIliBHUKA a00 3asiBHUKA
3a BIKOM, CTaTTIO, PEJri€lo, iHBAIITHICTIO, pacolo, MEPeKOHAHHSIMM,
KOJIbOPOM IIKipH a00 HalliOHAIBHICTIO.

9. TpynoBe 3aKOHONABCTBO — YYacHHK TEHIEPY IiATBEPIKYE, IIO
JIOTPUMYETBCS BCiX BUMOT TPYAOBOTO 3aKOHOJIABCTBA.

10. Honoxenns npo denepanbhi 3akynieai (FAR) — YyacHuk TeHaepa
MATBEPIUKYE, IO o3Haifomnenuid 3 IlomokeHHsAM Tpo (enepaibHi
sakymiBii (FAR) 1 He mopyiiye 3>KOIHOTO MiITBEPDKCHHS, IO
BHMAraeThCsl 3TiIHO 3 BiAnoBigHuMH HopMaMu FAR, y Tomy uucii, ane
He 00MEXYIOUHUCH MiATBEP/HKCHHSIMU CTOCOBHO JIOOiFOBaHHS, XabapiB,
MOJKJIUBOCT1 piBHOTO MpaleBIalTyBaHHS, KOMIIEHCaIliifHOT
JUCKpUMIHANii, Ta IUIaTeXiB 3 METOI BIUIMBY Ha (enepaibHi
rOCIIOJapchKi omepartii.

11. JloTpuMaHHs BHMOT MPAIliBHUKAMHU — YYaCHUK TCHAEPY TapaHrye,

110 BUMaraTHMe BiJl YCiX IpaliBHUKIB, FOPHINYHUX Ta Gi3UIHHX OCi0 —
HaJaBayiB MOCIYT y 3B’s3Ky 3 BHKOHaHHSIM J[OroBOpy Ha 3aKyHiBIIIO
kommadii «DAl» 1oTpuMyBaTHCh BUMOT BigmoOBigHOTO J[OTOBODY.

IMojaroun MPONO3MILII, YYaCHUKH TEHACPY UMM IOTODKYIOTHCS
TIOBHICTIO BUKOHYBATH YMOBH Ta ITOJIOKEHHSI BUILE3TaIaHOTO Ta BCHOTO
BifmoBigHOTO QenepansHoro 3akoHoxaBctBa CIIA, mo 3a3Hauene y
OMY JOKYMEHTi, a TaKOX IIPU yKJaJeHHI TOTOBOPY IOBHHHI OyTH
TOTOBI MI/IMMUCATH I1i 3asIBU Ta MiITBEPIXKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for DAI’s
Vendors, Subcontractors & Grantees / [lopaTok E: IHCTpyKUil woao
OTPMUMaHHA YHiKanbHoro igeHTudikaTopy opraHisauii (SAM) —
noctavyanbHUKKU, CyONiapAAHUKNA Ta rPaHTOOTPUMYBaYi KomnaHil «DAI»

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is contingent
upon the winner providing an Unique Entity ID (SAM)to DAI. Organizations who fail to provide an Unique
Entity ID (SAM) will not receive an award and DAI will select an alternate vendor/subcontractor/grantee.

Note: There is a Mandatory Requirement for your Organization to Provide a Unique Entity ID (SAM) to
DAI

. SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive first-
tier subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an Unique
Entity ID (SAM) prior to signing of the agreement. Your organization is exempt from this requirement if the
gross income received from all sources in the previous tax year was under $300,000. Please see the self-
certification form attached.

1. MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified
and FAAs) with a value equal to or over $25,000 and performing work outside the U.S. must obtain an
Unique Entity ID (SAM) prior to signing of the grant. All U.S. organizations who are recipients of first-tier
monetary grants of any value are required to obtain an Unique Entity ID (SAM); the exemption for under
$25,000 applies to foreign organizations only.

NO SUBCONTRACTS/POs ($30,000 + above) or MONETARY GRANTS WILL BE SIGNED BY

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making
it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the US Government. The Information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3aranbHa indopmanis:

Crucauii orusix morounux Bumor ypsiny CHIA — ynikanbHuii ineHTudikarop opuanaHoi ocoon (SAM)
[ounnatoun 3 4 xBitHA 2022 poKy, OpUAMYHI OCOOHM, fAKI BEOYTh MAISUIBHICTH 13 (QelnepanbHuM YpsSaoM,
BUKOPUCTOBYBaTHUMYTh YHIKaNbHUI ieHTH(]iKaTop ropuauaHoi ocoou (SAM), mo cTBoproeThest Ha caiiti SAM.gov.
VuikanpHuil igeHTudikatop ropuauuHoi ocodbu (SAM) — 1e 12-3HauHuMi  andaBiTHO-UU(PPOBUI KO, SIKHI
KOHTPOJIIOETHCS Ta IIPHCBOIOETHCS YPSAAOM 1 HAISXKUTH ypsiay. BiH gonomarae ypsity cipocTUTH npoliec igeHTudikarii
Ta TEPEBIPKH IOPUIUYHUX OCI0, TMONETIIYIOYH W POOJSYM MEHIN OOTSHKIMBUM JUIS FOPUAWYHUX OCi0 BeJeHHS
JUSIBHOCTI 3 peiepaibHUM YPSIIOM.

InenTudikarop HagaeTHCS IPUANIHUM 0cO0aM IIiJ yac peecTpalii, abo >k HOro Mo)kHa OTpUMAaTH Ha caiiti SAM.gov
0e3 peectpartii. [Tociyru 3 migrBeppkeHHs inentrdikatopa mis ypsay CIIA wanae xommanis Ernst and Young.
Indopmaris, HeoOXigHA AT OTPUMAHHS YHIKaIbHOTO ifleHTU(]iKaTopa opuanyHoi ocodn (SAM) 6e3 peectpanii, —
MiHiMabHa. [nenTrdikaTop miATBEpIIKYE JIMIIE IOPUIMYHY Ha3BY Ta ajpecy Bawloi opranizauii. Lle miaTeepmxeHHs
TOTO, 1110 Ballla OpraHi3ailis € TUM, 3a Koro cebe BHJIAE.
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VHikanpHU# iaeHTH(IKATOP PopuarndHoi ocoou (SAM) HagaeThecst 0€3CTPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unique entity identifiers. This system was retired by the US Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing
in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucaunii orysg kosmmHix Bumor ypsixy CIIHA — DUNS

VHiBepcanbHa cucrema Hymepaiii ganux (DUNS) — e cucrema, po3po06iieHa i KOHTpoJibOBaHa Kommaniero Dun and
Bradstreet, sika mprcBoO€ Cy0’€KTy rOCIOIAPIOBAHHS YHIKAIbHUHN B’ ATH3HAYHUI nU(poBuii inenTudikatop. Taka
CHCTEMa € CBITOBHM CTaHAapTOM 1 paHime BHKOpUcTOByBajachk ypsimom CLIA st mpuCBOEHHS yHIKaJIbHHX
ineaTudikaropiB wopuandHUM ocodam. 4 kBiTHA 2022 poky ypsa CLIA npunmuHWB BHKOPUCTAHHA ITi€] CUCTEMH i
3aMiHMB ii Ha yHIKaIIbHUH ineHTH(iKaTOp PopuandHoi ocodu (SAM). [licns 4 keiTas 2022 poky denepanbHA ypsiI He
BuMaratume Homep DUNS.

Sxmo ropunmaHy ocoly Oyio 3apeecTpoBaHo Ha caiTi SAM.QOV (3 akTUBHOK ab0 HEAKTUBHOK PEECTPAILIEIO),
VHIKapHUN ienTrdikarop ropuandaoi ocoou (SAM) OyB NpUCBOEHHI 1 TOCTYITHUIA JJIS IEPETIISAY B OOIIKOBOMY
3amuci opraHizamii Ha caiiti SAM.QOV e g0 mepexoay, skud BigOyBcs 4 kBiTHsS 2022 poky. YHIKaIbHUIA
ineHTudikarop opuandHOi ocodou (SAM) MOoKXHA 3HAWTH, YBIHIIIOBIIN 10 CHUCTEeMH Ha caiiti SAM.QoV i BuOpasmun
Bi/uKeT «YTipaBiiHHs opraHizauieto / Entity Management» y cBoemy po6o4omMy rnpoctopi abo yBIfIIOBIIN 10 CHCTEMH
1 BUKOHABIIIX MOMYK 1H(GOpMALii Tpo I0pUIUIHY 0C00Y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a UE
ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Information about OCI/ JoaaTtok F: IHdbopmauisa npo OKI
The table below provides basic information about the OCI and its scope.

VY Tabnumi HIK4Ye HaBeneHo 6a30By iHpopMartito mpo OKI Ta ioro macmiTa0.

Information system of Kirovohrad Regional State Administration/

Name of OCI / Hazsa OKI Indopmaniiina cucrema KipoBorpaaceskoi 061acHoi aep:kaBHOi
aaMiHicTpauii

Official Website / Odiriiiinuii Beb-caiit https://kr-admin.gov.ua
Number of employees / KinbkicTsb mpariiBHUKIB 2700
Number of main divisions (departments) / Kinskicts 23
OCHOBHUX CTPYKTYpPHHUX MiAPO3IiNiB (IeTapTaMeHTiB)
Number of regional offices / KinbkicTs perioHanbHuX 4
MIPEJICTABHUIITB
The number of informational systems, administrated
or managed by OKIs / KinbkicTs iHhopMaIiiftHux 5
CHUCTeM, aJIMiHicTpaTopaMu abo po3NMOPSTHUKAMHA
skux € OKI
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Attachment G: Past Performance/ QogaTtok G: [locBig po6oTu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past
three years will be considered.

HpOCI/IMO BKJIIOYHUTH 3aMOBJICHHA, SIK1 HaﬁKpame iJ'IIOCTp}/IOTI: Baln HOCBiH p06OTI/I, aKTyaJ’IBHI/Iﬁ 1 ObOTO 3aHI/ITy, INOYMHAK4YM 3 OCTAaHHBLOI'O

3aMOBJIEHHS. bepyThcs 10 yBaru nociyru 34iiCHeH] NPOTsAroM MUHYJINX TPOX POKIB.

Ne | Project | Description Client name/ Price in Period of works | Completed in Transfer and Type of agreement,
Title/ of phone number, UAH/ (Start-End time (yes/no)/ acceptance act subcontract, grant, order
Hassa | Activities/ e-mail/ Bapricts y Dates)/ atu 3aBepIieHo y signed (yes/no)?/ (fixed price, with
MPOEKT Ormuc Hasga kiienra/ IPH. MOYATKY 1 crpok (Tax/Hi) | Yu miamucano aktu | reimbursement of expenses)/
y JUSTBHOCTI HOMEp 3aBEPIICHHA MpUAMaHHS- Tun yroau, 10roBopy
tenedony, e- pooiT nepenavi pooit? cyOminpsmy, TpaHTy,
mail (Tax/Hi) JIOTOBOPY Ha 3aKyMiBIIO (3
(hikcoBaHOIO LIHOIO, 3
Bi/IIIKOIYBaHHSM BHUTPAT)
1
2
3
4
)
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Attachment H: Proposal Checklist/
Hopatok H: Yek-nuct npono3unuii

Offeror: Have

you?

D Submitted your proposal to DAI electronic E-mail address UkraineCCl Proposals@dai.com (as specified in the
General Instructions above?

Does your proposal include the following?
|:| Signed Cover Letter (use template in Attachment B)

|:| Price Proposal (submitted in PDF and Excel format)
D Technical Proposal (including CVs for each team member, Certificates for experts)
D Past Performance (use the template in Attachment G).

|:| Documents used to determine Responsibility (As required in section “Responsibility

Determination”):

1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,

including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
A brief overview of the company, including professional achievements.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment G)

ouvkwnN
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