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NONEPEOXEHHA: MoTeHuinHi YyacHukn TeHaepy, ki oTpumanu Len JOKYMEHT 3 Jpkepena iHLWoro,
Hi>xx komnaHis « DAly, noBuHHI HeranHo 3sepHyTuca ao UkraineCCl_Procurement@dai.com Ta BkasaTtu
Ha3BYy Ta agpecy CBOEI KOMNaHil, LWo6 NpsAMOo Ha Lo agpecy M MoxHa Byno HagcmnaTu 3MiHu 4o Lboro
3anuty abo iHWi noBigomMneHHs. byab-akuii NOTEHUIMHUIA YYaCHUK TeHaepy, SKUA TakuM YMHOM He
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Synopsis of the Request for Proposals (RFP)
Ctucnuu ornag 3anuTy Ha HagaHHA npono3uuii (3anuT)

1. RFP No. REQ-KYI-24-0167
2.Issue date: August 2, 2024
3.Title

Procurement and delivery of equipment and licences
for the State Cyber Protection Centre of the State
Service of Special Communications and Information

Protection of Ukraine

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCI_Proposals@dai.com.

5.Deadline for Receipt of Questions

August 09, 2024 Kyiv, 14.00 Ukraine Time to the e-
mail address UkraineCCI_Procurement@dai.com
Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
questions and answers will be posted publically on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

August 16, 2024 16.00 Kyiv, Ukraine Time to the e-
mail address UkraineCCI Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR RECEIPT OF QUESTIONS AND THE E-MAIL
ADDRESS FOR RECEIPT OF PROPOSALS ARE
DIFFERENT

7. Point of contact

UkraineCCI_Procurement@dai.com

8. Anticipated Award Type

A Firm Fixed Price Purchase Order is an anticipated
award for a total firm fixed price, for the provision of
specific services, goods, or deliverables and is not
adjusted if the actual costs are higher or lower than the
fixed price amount. Offerors are expected to include all

1. 3anut Ne REQ-KYI1-24-0167
2. lata HajaHHs 3anuTy: 2 cepnHs 2024 p.
3. Ha3Ba

3akymiBiis Ta JOCTaBKa OOJIAHAHHS Ta JIIEH31H JyIs
JepxaBHOrO TEHTPY Kibep3axucty JlepkaBHOI Ciry)OH
CHeUiaTbHOTO 3B'A3KY Ta 3aXUCTy iHpopmaii Ykpainu

4. EnexTponna agpeca Jjs NOJaHHSI MPONO3UILIiH

[Ipomno3uii MaloTh MOJaBaTUCh
UkraineCCI_Proposals@dai.com

Ha azpecy:

5. KinueBuii TepMiH OTpMMAaHHS 3aIUTAHb

14.00 3a miciieBUM KHIBCBKHM 9acoM B YKpaiHi 09 cepnus
2024 poxky, Ha anpecy: UkraineCCI_Procurement(@dai.com

IMutanHs Ta 3amuTH Ha PO3'ICHEHHS - 1 BIAMOBIAI HA HUX
OyayTh HajaHi B MUCBMOBIH (OopMi Ui BCIX OAEp)KyBayiB
3amuTy Ha  HaJaHHSA ~ T[PONO3WIII, SAKI  BKa3aIn
3aIliKaBIICHICTh Y BINOBII Ha HbOro. [TuTaHHs 1 BiAMOBI NI
OyayTh TOIIMpPEHi, 0e3 ineHThdikaii 3anuryBada (iB), s
BCiX MOTEHUIHHUX mpomo3unid. KpiM Toro, mutaHHs Ta
BIAMOBIAI OynyTh po3MilleHi MyOJiYHO HA TIil ke
miathopmi, Jie po3MilieHHH 3aUT Ha HAJaHHS MTOTIO3HIIIH.

6. KinueBuii TepmMin oTpuMaHHs NPONO3ULii

16.00 3a MicrieBUM KHIBCHKHM YacoM B YKpaiHi 16 cepnus
2024 poxky Ha anpecy: UkraineCCI_Proposals@dai.com

3BEPHITH VBAI'Y, IO AJIPECA EJEKTPOHOI
TTOLLTH JUTSI OTPUMAHHS 3AIIMTAHB TA AJIPECA
EJIEKTPOHOI ~ MOWITH  JUII  OTPUMAHHS
TIPOTTO3UIIIN BIJIPI3HSIOTHCS

7. Anpeca s 3anMTIB

UkraineCCI_Procurement(@dai.com

8. OuikyBaHuii BUJ KOHTPAKTY

Kontpakr i3 dikcoBaHow miHOIO — 1¢ OdYiKyBaHa
BHHAropoja 3a 3arajpHy ()iKCcOBaHy MiHY, 3a HaJaHHI
KOHKPETHUX IMIOCIYT, TOBapiB UM pE3yNbTaTiB, sKa He
KOPUTYETHCS, SKIIO (PaKTHYHI BUTpATH BUI a00 HIDKYI 32
¢dikcoBany IiHy. OUIKY€TbCs, IO YYaCHHKH TEHAEPY
BKITIOYaTUMYTh YCi MPsIMi Ta HEMIPAMi BUTPATH A0 3arajbHOl
3aIIPOIIOHOBAHO]T IiHH.

— DAI
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costs, direct and indirect, into their total proposed
price.

Issuance of this Request for Proposal (RFP) in no way
obligates DAI to award a purchase order and Offerors
will not be reimbursed for any costs associated with the
preparation of their bid.

9. Basis for Award

An award will be made based on the Lowest Price,
Technically Acceptable Source Selection process.
The award will be issued to the responsible Offeror
submitting the lowest evaluated price that meets or
exceeds the acceptability requirements for
technical/non-cost factors described in this RFP.

DAI conducts business under the strictest ethical
standards to ensure fairness in competition, reasonable
prices, and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

Hananns nporo 3amuTy B KOJHOMY pasi He 3000B’s3ye
kommanito «DAI» ykmamaTu JOroBip Ha 3aKyMiBIO, 1
YyacHUKaM TeHAepY He BIALIKOJAOBYIOTBCSA Oyab-siKi
BUTPATH, TIOB’sI3aHi 3 MIJAFOTOBKOIO MPOIO3HIIii.

9. IlincTaBa AJ yKIaAeHHSI KOHTPAKTY

Pimenns npo ykinagaHHS KOHTPAKTy Oynae MpuUiMaTHCh Ha
ocHOBI mpornecy «TexHiuHo MpuiiHATHA MPONMO3MILs 3a
HAWHWKY0W uiHOW». KoHTpakT Oyne yknageHo 3
BIJMOBiJaJIbHUM Ta NPUHHATHUM YYacHUKOM TEHZAEPY,
SKUM TOJacTh HAWBWTIJHINTY I[iHY, sSKa BIAMOBigae abo
MIEPEBHUIIYE TEXHIYHI BAMOTH/ HEIIIHOBI ()aKTOPH, OTIHCaHi Y
bOMY 3aruTi.

DAI Bezae cBoro HisUTbHICTH BiJIIOBIHO /10 HAWCYBOPIIIUX
CeTUYHHMX  CTaHAapTiB, 100 3a0e3MEeYHTH  YECHICTh
KOHKYPEHIIil, MPUIHATHI LiHK Ta YCIIIIHE HaJaHHS MOCIYT
abo JIOCTaBKy SKICHHUX ToBapiB Ta oOiagHaHHsA. DAI He
TEPIUTh KOPYMii, Xa0apHUITBA, 3MOBH YHU KOH]IIKTY
inTepeciB. [Ipo Oynmp-sIKi 3amUTH HA OILUIaTy ab0 MOCIYTH
ciBpoOiTHUKIB DAI crig sskoMora mBHUANIE MOBIIOMITSTH
Ha ethics@dai.com abo BiBigaBIIN
www.dai.ethicspoint.com. Kpim Ttoro, Oyap-iki crpodu
KOHTpakTepa 4Yu  CyOmiIpsgHHKa  3alpOIOHYBAaTH
criBpoOiTHHKaM DAI 320X04eHHs Ta BIUIMHYTH Ha PillICHHS
He OyJyTh JIONYCKAaTHUCS 1 CTaHyTh MiJICTABOIO JUIs
JUCKBaITi(hiKaIil, MPUMTHHEHHS Ta MOKJIIMBOTO OJIOKYBaHHSI.

— DAI
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General Instructions to Offeror
3aranbHi iIHCTPYKUil

11. General Instructions to Bidders

11. 3araabHi iHcTpyKRuIii

The USAID Cybersecurity for Critical Infrastructure in
Ukraine (USAID Cybersecurity) is issuing this RFP to
procure and deliver equipment and licences for the State
Cyber Protection Centre of the State Service of Special
Communications and Information Protection of
Ukraine.

e For more information on the required goods and
services, please refer to Attachments B and C of this
RFP.

e Offerors wishing to respond to this RFP must submit
proposals in English in accordance with the RFP
instructions. Each Bidder is responsible for reading
very carefully and understanding fully the terms and
conditions of this RFP. All communications regarding
this solicitation are to be made solely through the
Issuing Office and must be submitted via e-mail no
later than the date specified above. All questions
received will be compiled and answered in writing and
distributed to all interested Bidders.

e [ssuance of this RFP in no way obligates DAI to award
a subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible or liable for these costs.

e Proposals are due no later than August 16, 2024, 16.00
Kyiv, Ukraine Time, submitted to
UkraineCCI_Proposals@dai.com.

e Please note that Offerors shall submit complete
proposals in electronic form only.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicates the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the
right not to evaluate a non-responsive or incomplete
proposal.

[Ipoext USAID «KibepOe3neka KPUTUYHO Ba)KIUBOI
iHppacTpykTypu B YkpaiHi» (mami «USAID
Kibep6esneka» abo «I[Ipoekt») oromomrye 3amut moao
3aKyHiBJII Ta JOCTaBKM OONaJHAHHSA Ta JHIEH3IH s
JepskaBHOTO IIEHTpPY Kibep3axucty JlepkaBHOI ClTy)0u
CHeLiaNbHOTO 3B'A3KY Ta 3aXUCTy iH(popMmalii Ykpainu

e Jlna oTpuMaHHA JOJATKOBOI iHQOpMAaIii mpo
HEeoOXi/IHI TOBapH Ta MOCIYTH, OyIb J1acKa, 3BEPHITHCS
no Homatkie B Ta C mporo 3amuty Ha HamaHHS
MPOTIO3UIIIH.

e Y4YacHHUKH TeHIEPY, IKi 0a)Kar0Th BiAMOBICTH Ha LEeH
3anuT Ha HaJaHHS MPOIO3HWILH, ITOBHHHI IIOaBATH
MPOTO3UIiT AHIIICLKOI0 MOBOK BIIIOBITHO JO
IHCTPYKIIiA, BKa3aHWX y IbOMY JOKYMEHTI. Yci
OOTOBOpEHHSI ~ IMIONO  [BOTO  3amuTy  MaloTh
3AifiCHIOBAaTHCA BUKIIOYHO dYepe3 odic, IO BHIAB
JOKYMEHT depes3 eIIEKTPOHHY aJIpecy, He Mi3HIIIe JaTH,
3a3HA4eHOi BHIIe. Biamosinmi Ha yci oTpuMaHi
3amuTaHHs OyJyTh PO3iciaHi y MACBMOBIH Gopmi ycim
3aIliKaBICHUM yJacHHKaM TEHIEPY.

e OmpwiofAHEHHS 1HOTO 3amuTy Ha  HaJaHHA
MPOTIO3HUIIIH JKOHUM YHHOM HE 3000B's3y€ KOMIIaHiIO
«DAI» ykmagatn cyOKOHTpakT abo JIOTOBip Ha
3aKyMHiBIIO.  Y4YacHMKaM  TeHAepy He  OyayTh
BIJIIIKOTOBYBATHCS OyNb-SIKI BHUTpPAaTH, TIOB'A3aHl 3
MiJIrOTOBKOIO 200 MOJaHHSIM iX MPOIO3UILii. 3a )KOAHUX
ob6crtaBuH, komnaHisgs «DAI» He Hece BiAMOBITAIBHOCTI
3a 11l BUTPATH.

e [Iponosunii maroTh OyTu moxani mo 16.00 3a
MICIIEBUM KHIBCHKUM 4acoM B YkpaiHi 16 cepmust 2024
poky Ha aapecy: UkraineCCI_Proposals@dai.com

e 3BepHITH yBary, MmO TIOBHI MpPOMO3HUIII MAarOTh
MOIaBATHCS JIMIIIC B €JIeKTPOHHOMY BULJISII.

o [Iponosunii, mojani mi3Himre, OyayTh BiIXWICHI, 32
BUHHATKOM BHIAJKIB HaI3BUYAHMX OOCTaBUH Ha
po3cya kommanii «DAIy.

o [lomanus npono3utlii komnanii «DAI» y Bignosiap
Ha 1ei 3amuT Ha HaJaHHS MPOIO3WIINd Oyae sBISATH
co0OI0 TPOTO3MINI0 Ta CBIYUTHME IMPO 3TOIy
VYyacHUKa TEHIEPY 3 TOJIOKESHHSIMH Ta YMOBaMH, SKi
MICTATBHCS Y IbOMY 3aluTi HA HaJaHHsI MTPOIO3UIIHA Ta
Oyap-sKkuX nojatkax no Heoro. Kommanis «DAIy

— DAI
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e The RFP number and title shall be indicated in the
subject line of e-mails.

e The Offerors should fully understand that their offer
must be valid for 60 calendar days and be stated in the
cover letter.

e Offerors shall complete and submit Attachment B:
Price Schedule and indicate its date. Offerors should
indicate the total and all-inclusive price of the required
goods/services in Ukrainian Hryvnia or US Dollars.

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAI’s bank exchange rate on the transfer day.

e Value Added Tax (VAT) shall not be included in the
Price Schedule.

These services are eligible for VAT exemption based on
the USAID Contract Ne72012120C00002 registered
with the Cabinet of Ministers of Ukraine under
Registration Card Ne4464-23 of July 17, 2024.

e Each Offeror and any of its subsidiaries shall only
submit one proposal.

3aMIIae 3a coOOK0 TPaBO HE OILIHIOBATH HEBiINOBIIHY
a00 HETOBHY IPOIO3HIIIIO.

e YV TeMmMi MOBIIOMIEHHS EIEKTPOHHOIO MOMITO
MaroTh OyTH 3a3Ha4eHi HoMep 3aluTy Ta Ha3Ba.

¢ Y4YacHUK TeHJEpY NOBHHEH MOBHICTIO PO3YMITH, IO
[iHM 3a3HayeHi B iXHId mOpomo3ulii MarmTh OyTH
YUHHUMH TpoTsaroM 60 kajenaapuux AHIB i 1e
MOBHHHO 0yTH BKa3aHO B CYNPOBiIHOMY JIMCTI.

¢ YYacHHKH TeHJepy 3amoBHIOIOTH Ta HAJAaKlTh
Honarok B: Ilpaiic-1ucT Ta 3a3HAYAKOTH OT0 AaTYy.
VYYacHUKH TEHIEPY IMOBHUHHI BKAa3aTH 3arajbHy IiHY
oOJlaJHaHHS Ta CepBIiCIB B HAI[lOHATBHIA BaJIOTI
Ykpainu ado goaapax CIHIA.

YyacHUKH TeHIEpY MOBHHI OyTH MpoiHPOPMOBaHi, 10
yCi maarexi 3/iiCHIOBATUMYThCS B MicleBiii BaJioTi
3TiJIHO 3 3aKOHOJIABCTBOM Y KpaiHu. SIKIo orosip Oye
mianmucano B pomapax CIIIA, i paxyHOK-pakTypy
HagaHo B Jjomapax CIHIA, mnporpama CIUlaTUTh
MoCTa4aJIbHUKY B MicueBiil BagioTi (rpUBHSIX) 3a
0aHkiBcbKkUM Kypcom OaHky IIpoexkty Ha aeHb
nepexasy.

o [lomatox Ha monany Baprictb (I[1JIB) He mae OyTu
3a3HAYEHUH y Mpanc-IHCTi.

i MOCIYTH M1 UISral0Th 3BUILHEHHIO Bifg
omonatkyBanHs [1JIB BiAMOBIAHO JO OCHOBHOTO
KOHTpPaKTy KOMITaHi1 «DAI» 3 USAID
Ne72012120C00002  3apeectpoBanum y  KabGineri
MinictpiB Ykpainu, peectpaniiiHa xapTka Ne4464-23
Big 17 nmumuas 2024 poky.

o KokeH YyacHHK TeHepy Ta Oyab-sKi Horo novipHi
KOMIIaHii, MOXXE TTOAATH JIUIIE OTHY IPOIIO3HIIIIO.

12. Questions Regarding the RFP

12. 3anuTaHHA CTOCOBHO 3anmuTy

Each Offeror is responsible for reading very carefully
and understanding fully the terms and conditions of this
RFP. All communications regarding this solicitation
must be submitted via e-mail to
UkraineCCI_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors. Any verbal information received
from the project employee or other entity shall not be
considered as an official response to any question
regarding this RFP.

Koxxen YvacHHK TeHIepy € BIINOBIJaTbHUM 3a AYyKe
YBa)XKHE MPOYUTAHHS 1IbOTO 3aMUTY Ta TIOBHE PO3YMIiHHS
Horo yMoB. Yce CIiJIKyBaHHS CTOCOBHO IILOTO 3amuTy
Ma€ HAJCHJIATUCH CJICKTPOHHOI IOITOK Ha ajpecy:
UkraineCCI_Procurement@dai.com He mi3Hilie JIaTw,
3a3Ha4yeHoi BHIIe. Bci oTrpumani 3anuraHHS OyIyTh
3i0pani, 1 BIANOBiAI HAa HUX OYIyTh HaJiciuaHi
€JIEKTPOHHOIO MOIITOI YCIM 3aIiKaBJICHUM Y YaCHUKaM
TeHnepy. Bynb-ika ycHa iHdopmamis oTpumaHa BiX
CHiBpOOITHUKIB IPOEKTY YM 1HIIOI YCTAHOBH HE MAae
pO3rasAaTUCh K OQiliiiHa BiAMOBiAL Ha Oynb-siKe 3
MUTaHb [[HOTO 3aMuTy.

— DAI
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13. Technical Specifications and requirements for
Technical Acceptability

13. Onuc poobiT TeXHi4YHOI

NPUAHATHOCTI

Ta BHMOIM [0

DAI Global LLC is seeking a qualified vendor to procure
and deliver equipment for the State Cyber Protection
Centre of the State Service of Special Communications
and Information Protection of Ukraine.

To be considered technically acceptable, offerors must
demonstrate how they will meet or exceed all of the
requirements listed in this RFP. If the proposal fails to
meet one or more of the requirements, it will be deemed
technically unacceptable. Proposals deemed technically
unacceptable contain significant weaknesses or
deficiencies that cannot be corrected without a major
rewrite or revision of the original proposal.

The Offerors must ensure the required goods/services are
provided to the program beneficiaries in Kyiv (details of
the exact address to be provided to the selected vendor).
Prices must include all costs, logistics, and final delivery
to the recipients.

TO BE CONSIDERED TECHNICALLY
ACCEPTABLE

1. Offerors must clearly indicate and provide the
requested goods/services as per the specification
included in Attachment B.

The proposed offer must include all costs, logistics, and
the final delivery to the recipients.

2. The Offerors must confirm in writing that the supply
and delivery period shall be no longer than 60 days from
the contract signing date; however, more rapid delivery
time is welcome.

In addition to conformity requirements stated in
Attachment B, the Offerors are required to meet or
exceed the essential non-cost related specifications fully:

a) The Offeror shall be a duly registered entity in
UKkraine and demonstrate this with valid
documentation for operation in Ukraine.

b) Consent is required in writing to receive payment
for services solely by bank transferrin line with the
terms stipulated in the signed Contract.

Kommanist DAI Global LLC mykae [ToctauanbHuKa JUist
3aKyMiBJi Ta JOCTaBKHU oOnamHaHHs it JlepaBHOTO
HEHTPY Kibep3axucry JepxaBHOi CITYy)KOU
CHEIIaTBHOTO 3B'A3KY Ta 3aXHCTY iHpopMarii Ykpaiau

Ilo6 mnpomo3uIlisi y9YacHWKa BBakamacs TEXHIYHO
MIPUAHATHOIO, BiH MOBUHEH 3a3HAYUTH, SKUM YHHOM BiH
3a0e3neyyBaTMe BUKOHAHHS a00 MEpeBHIICHHS YCiX
TEeXHIYHUX BHMOT 3TigHO IhorOo 3ammty. SKmmo
MIPOTIO3UIlisl YYacCHUKA HE BiIIOBIiTaTUME OIHIA YH
Outplle  BHMOTaM, il  BBaXaTUMYTh  TEXHIYHO
HenpuitHATHOO. [lpomo3umii, 1o MICTAT CYTTEBI
HEJIOTIKH Ta MOPYIIESHHS, SIKi HEMOXIIUBO CKOPUTYBATH
0e3 ICTOTHOro mepepoOieHHs ab0 3MiHM TOYaTKOBOT
TIPOTIO3HIIi1, BBAYKAIOTHCS TEXHIYHO HENPUHHATHIMH.

IMocraganpHUK  TOBHHEH  3a0€3MEUUTH  JOCTaBKY
oOnagHaHHs/cepBiciB B M. KuiB (TouHa anmpeca Oyze
HaJaHa BHKOHABIIO ITCNIS MIAMHCAHHS KOHTPAKTY).
iy MaroTh BKJIIOYATH BCi BUTPATH 1 BKIIOYATH Oy /b
SIKY JIOTICTHKY Ta KiHIIEBY JOCTaBKy HaOyBadaM.

OB IMPOITO3UILIS BBAZKAJIACS TEXHIMHO
INPUUHATHOIO

1. YYacHUKM MOBWHHI YITKO 3a3HAYUTH 1 HajgaTd y
Joaatky B mepemik MOPONOHOBAaHMX CEpBiCiB Ta
MIPOIYKTIB 3TiHO 3aIHUTY.

iy MaroTh BKJIIOYATH BCi BUTPATH 1 BKIIOYATH Oy /b
SIKY JIOTICTHKY Ta KiHIIEBY JOCTaBKy HaOyBadaM.

2. IlocTrayambHUK Ma€ MATBEPAUTH Y IMHCEMOBOMY
BUIIISA, o0 KIHIEBUA TEpPMiIH T[OCTaBKH Ta
HaJAIITYBaHHS HE Oyze nmepeBulnyBaT 60 Onie 3 natu
mianucanHs KoOHTpakTy, BTIM JOCTPOKOBI TOCTaBKH
BITaIOTHCA.

OxpiM BHKOHAHHS BHMOT, 3a3HAYCHHUX BHINE, BiJ
YdacHHKIB TEHAEPY BHUMAaraeThbcs TIOBHICTIO
33J0BONBHATH BaXXIMBAM BHMOTaM, HE TOB’S3aHUM 3
LIHOIO, SIKi 3a3Ha4YeH] HIDKYe, a00 MePEeBHUIYBATH iX:

a) YdJacHUK TeHJIepYy MOBUHEH OyTH 3apeecTPOBAHUM
B _YKpaiHi i e moBUHHO OyTH MPOAEMOHCTPOBAHO
JUIOYAMU TJOKYMEHTaMH JJ1s1 poOOTH B YKpaiHi.

b) IncbmMoBa 3rofa ydYacHWKa Ha OIUIATY ITOCIYT
BUKJIIOYHO Yy 0e3roTiBKoBii (opmi Ha yMoOBax,
nependoavYeHnx B mignrcanoMy Jlorosopi.

— DAI
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¢) The Offerors must provide relevant
experience in providing the same or similar services
over the last 3 years. Please see Attachment F and
provide the required information.

d) The Offerors must have adequate financial and
material resources to perform the work within the
required delivery schedule, as evidenced by
acceptance of DAI payment terms upon delivery
and acceptance by DAI as stated above. Written
confirmation or a bank statement must be

provided.

e) Availability of official authorizations from
manufacturers Cisco, VMware, Fortinet, Dell and
NetApp is mandatory and must be provided.

f) These are VAT-exempted goods/services, and
DAI/CCI expects the offerors to read and
understand this requirement.

¢) JlocBin poboTr y cepi 3a0e3medeHHs BiANMOB THUMH
TOBapaMu/MOCIyTaMi He MeHIe 3 (TpbOX) POKiB

(uamaiite 3amoBHeHy Gopmy, Hanany y Hogatky F:
JlocBin poboTH).

d) YuacHnk TeHmepy TIOBMHEH MaTd  HaJIeXKHI
(hiHAHCOBI pecypcH Ui BAKOHAHHS po0iT/ HalaHHS
MOCIYT Y MeXax HeoOXiJHOTO rpadika MocTaBKH,
Opo IO CBiAYUTH TPHUHAHATTA YMOB OIUIATH
kommaHii «DAI» (micias HamaHHA TOCHYTr Ta iX
NpUAHATTA KoMmmaHiero «DAI»), sk 3a3Ha4eHO
BHIIIE. Heo6xinno HAAATH nucbMOBE

HmiATBEePIKEHHSI.

e) HasBHicTh odiuiiiHoi aBTOpHU3AaIii Bif
BupoOHuKiB Cisco, VMware, Fortinet, Dell Ta

NetApp € 000B’s13k0Ba 1 Ma€ OyTH HaJlaHa.

f) JlocBia HagaHHS TOBAPIB/MOCIYT i3 3BUTLHEHHSM BiJl
crutatu [1JIB (6axxaHo).

14. Prohibited Technology

14. 3ab6oponeni TexnoJiorii

Bidders MUST NOT provide any goods and/or services
that utilize telecommunications and video surveillance
products from the following companies: Huawei
Technologies Company, ZTE Corporation, Hytera
Communications Corporation, Hangzhou Hikvision
Digital Technology Company, or Dahua Technology
Company, or any subsidiary or affiliate thereof, in
compliance with FAR 52.204-25.

VYdYacHUKH TOpPriB HEe TIOBUHHI HajgaBaTH OyIb-siKi
TOBapH Ta/ab0 MOCIYTH, SKi BAKOPUCTOBYIOTh IPOAYKTH
TEJIEKOMYHIKAII Ta BiJICOCTIOCTEPEIKECHHS BiJl TaKUX
kommaHiii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, abo
Dahua Technology Company, ab6o Oyap -ska ix ¢imis
BianoBigHo 10 FAR 52.204-25.

15. Determination of Responsibility

15. Bu3HaueHHs BignoBizajabHOCTI

DALI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine.

2. Evidence of a Unique Entity ID (explained below).

3. The source, origin, and nationality of the services are
not from a Prohibited Country (explained below).

4. Proof of adequate financial resources to procure and
deliver the required goods/services or the ability to
obtain financial resources.

5. Relevant experience in similar or the same services
over the past 3 years

Kommanis «DAI» He ykiagaTuMe jKOIHHUX JOTOBOPIB 3
Y4acHUKOM TEeHJIepy IMepll HiK He MEPEKOHAEThCS Y
Horo BIiITOBIAAIBbHOCTI. [pu OLIIHIOBaHHI
BIJIMOBIIAILHOCTI Y4YacHUKa TEHAEpPY OepyThCcs 10
yBard HaCTYMHI (haKTOPH:

1. HaganHsa xomiii HEOOXigHMX JIOKYMEHTIB Ha
3IiCHEHHS TisUIbHOCTI B YKpaiHi.

2. HasBricts HOMepy Unique Entity ID (mosicHIo€ThCS
HUXYE).

3. Jlxepeno, TOXOKEHHS Ta  IOPUCIUKIiiHA
MIPUHANISKHICTH TOBApiB Ta MOCIYyT HE 13 TMepemiKy
3aboponenux Kpain (mosicHeHHsI HalaH1 HUKYe).

4. HasBHICTH &OCTaTHIX (IHAHCOBUX PECYPCIB IS
BUKOHaHHS MPOEKTy ab0 MOXIJIHBICTH OTPUMATH
(iHAHCOBI pecypcH.

5. HasBHiCT, 3aJ0BIJIBHOTO JIOCBiy BHKOHaHHS
MoiIOHUX POOIT MPOTATOM OCTaHiX 3-X POKiB.

— DAI
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6. Qualifications and permit to perform related works
under acting legislation.

6. HasBHicTp kBamigikamii ta mpaBa Ui BHUKOHAHHS
poOiT 32 BiAINIOBITHUM 3aKOHOIaBCTBOM.

16. Geographic Code

16. I'eorpadiunmnii ko

Under the authorized geographic code for its contract,
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former Soviet
Union, or a developing country but excluding any
country that is a prohibited source.

Geographic Code 937: Goods and services from the
United States, the Cooperating Country, and developing
countries other than advanced developing countries, but
excluding any country that is a prohibited source.

e DAI must verify the source, nationality and origin, of
goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign
Assets Control (OFAC) as sanctioned countries. The
current list of countries under comprehensive sanctions
include: Cuba, Iran, North Korea, Sudan, and Syria. DAI
is prohibited from facilitating any transaction by a third
party if that transaction would be prohibited if performed
by DAL

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions for
prohibited countries.

BignoBigHO J03BOJNIEHOTO TreorpadiqHoro KOy Juis
yKJIamaHHs ~ JoroBopiB  kommaHisi  «DAI»  Moxe
3aKyTIOBYBAaTH TOBApH Ta MOCITYTH JIAIIE i3 HACTYITHHUX
KpaiH.

leorpadiuamii kom 110: Tomapm Ta mnocmyru 3i
CromryyeHnx lTaris, HE3aJIKHHIX JIeprKaB
konmumrHboro  PansHcbkoro Coro3y abo kpaiH, 1o
PO3BHBAIOTHCS, aje 3a BUHATKOM 3a0OpPOHEHUX KpaiH
MOXOKEHHSI.

leorpadiuauii kom 937: ToBapm Ta mnocmyru 3i
Cnonyuenux llltaTiB, KpaiH-mapTHepiB Ta KpaiH, LIO0

PO3BHBAIOTECS,  KpPIM  IEPElOBHX  KpaiH, IO
PO3BHUBAIOTECS, 3a BHHATKOM 3a0OpPOHEHUX KpaiH
MOXOPKEHHSI.

e Komnanis «DAI» 3000B’s3aHa  TepeBipUTH
JOKEPENo, OPUCIAUKINI0 Ta TOXOJPKEHHS TOBapiB Ta
moctyr Ta (Y MakKCHMMalbHO MOXIUBIH — Mipi)
MePEeKOHATHUCh, IO JKOJHI MOCIYTH HE 3aKyTOBYIOTHCS
i3 3a00pOHEHHMX KpaiH, fIKi 3HAXOAATHCS Yy CIIUCKY
VYHpaBmiHHS KOHTPONIO 33 IHO3EMHHMH aKTHBaMH
(OFAC) sik kpainu, Ha K1 pO3MOBCIOKYIOTHCS CAHKIIII.
Ho TIOTOYHOTO CITUCKY KpaiH, Ha K1
PO3MOBCIOJIKYIOTECSL  BCEOCSDKHI  CAaHKINi, BXOJISAThH
HactynHi kpainu: Ky0a, Ipan, IliBriuna Kopes, Cynan
ta Cupis. Kommanii «DAI» 3a00poHsieTbCS cOpUsTH
Oynp-AKili yromi TPeThoi CTOPOHHM, SKIIO TaKa yroaa
Oyna 0 3a00pOHEHOI0, KO O ii BUKOHYBaa KOMITAHIs
«DAI».

e [lomaroum MPOMO3MIIIIO Y BIAMOBIAb HA Tei 3amuT,
VYdYacHUKH TeHAEpY MiATBEpIXYIOTh, IO BOHU He
mOpyIIyloTh BUMOT 10 [xepena ta FOpucnukmii, i mo
mociayru BiamoBimaroTh ['eorpadiuHomy Koy Ta
BUHSATKaM I10J10 3a00pOHEHHX KpaiH.

17. Unique Entity ID (SAM)

17. YuikanbHuii ineaTugikarop opranizanii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000 in
equivalent and above are required to obtain a Unique
Entity ID (SAM) number before signing the agreement.

For those required to obtain a SAM ID number, you may
see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci amepukaHChKi Ta 1HO3eMHI oOprasizamii, ki
OTPUMYIOTh ~ TpsAMi  CyOKOHTPAaKTH/IOTOBOpPH  Ha
3aKymiBIo Ha cyMy B ekBiBasieHTi 30 000 monapis CILIA
1 BHIIIC, MOBUHHI OTPUMATH YHIKIBHUH 1ICHTH(IKATOP
opranizanii (SAM) 1o miANMcaHHs YTOIH.

Jng THX, KOMy MOTpPiOHO OTpPHUMATH YHIKaJbHUH
inentudikatop opranizamii (SAM), 3BepHITBCS [0
[HCTpyK)LIT JUTS OTpUMAaHHSA YHIKaJIbHOTO
inentudikaropy opranizauii (SAM) (Jusucs onatok
E) abo 3BepHiThes no Binginy 3akymisens [IpoexTy.

18. Compliance with Terms and Conditions

18. 3roga YyacHuka TeHepy 3 BUMOTraMHu

Bidder shall be aware of the general terms and conditions
for an award resulting from this RFP. The selected Bidder

VYdacHHK TeHJepy Mae OyTH B Kypci 3arajlbHUX YMOB
JUIL YKITaIaHHS KOHTPAKTy 3a pe3yJbTaTaMH JaHOTO

— DAI
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shall comply with all Representations and Certifications
of Compliance listed in Attachment D.

3anuTy Ha HagaHHsA npono3ulii. OOpaHuil y9acHUK Ma€e
BignoBigaTH yciMm 3asBam Ta I[liATBEep/DKEHHIM PO
BIJIMOBIIHICT, 3a3HaueHuM y Jlogatky D.

19. Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

19. Moaituka moa0 00pOTHOM 3 KOPYMIiE Ta
Ooporn00r0 3 xabapHuuTBOM Ta BiamoBizanbHol
3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of quality
goods and equipment. DAI does not tolerate the
following acts of corruption:

e Any requests for a bribe, kickback, facilitation

payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment or
gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the Offeror or subcontractor.

Any collusion or conflicts of interest in which a DAI
employee, consultant, or representative has a business
or personal relationship with a principal or owner of
the Offeror or subcontractor that may appear to
unfairly favor the Offeror or subcontractor.
Subcontractors must also avoid collusion or conflicts
of interest in their procurements from vendors. Any
such relationship must be disclosed immediately to
DAI management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including termination
of the award and possible suspension and debarment
by the U.S. Government, excluding the Offeror or
subcontractor from participating in future U.S.
Government business.

Any attempted or actual corruption should be reported
immediately by either the Offeror, subcontractor or
DAL staff to:

Toll-free Ethics and Compliance Anonymous Hotline
at (U.S.) +1-503-597-4328

Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAI.com

DAI Bene cBOW JisUTBHICTH 3a HAMCYBOPIIIMMHU

STHYHIMH CTaHAApTaMH, 00 3a0e3IeUnTH YEeCHICTh

KOHKYpEHLil, NpUHHATHI LiHM Ta YCHIIIHE HaJaHHA

mociIyr abo JOCTaBKy SIKICHUX TOBapiB Ta OOJNagHAHHS.

DAI He TepnuTh TaKNX KOPYNUIHHUX Tii:

e Bynp -ski 3anmuTH HAa OTpUMaHHS xabapa, Bimjadi,
COpUSHHSA YW BWIUIATA Y BHUIVIAAL  BUIUIATH,
nojapyHka abo cremianbHOT KOMTIeHCAIlii
chipoOiTHUKY ~ DAI,  ypsgoBmo — 4ym  iX
MpeJICTaBHUKaM BIUIMBAIOTh Ha PIMIEHHA MPO
HAropo/KeHHs ab0 CXBaJICHHS

o Bynp -ska npono3utlist xabapa, BigKaTy, CIPHIHHS 41
BUIUIATH Yy BHIJIAI IUIATeXKy, IoxapyHka abo
CHeIiajbHOT  BHHArOpOJM  Bil  odepeHTa uHn
CcyOminpsimHWKa Ui BIDIMBY Ha pIilIeHHS MpO
TPUCYIKEHHS Y1 CXBaJCHHS.

e bBynp-ske 1maxpalicTBO, Take SK HENpaBUIbHE
BUKIaHaHHA a0 TIPUXOBYBaHHS iHpoOpMamii Ha
KOPHUCTH O(epeHTa Ui CyOImiapsAHIKA.

e bBynap -ski 3MOBH a00 KOHQUIIKTH IHTEPECIB, y SIKUX
MPaIiBHUK, KOHCYJIBTAHT ab0 npencraBHuK DAI mae
IiTOBI 200 0COOMCTI CTOCYHKH 3 MPHHIUIIAIOM abo
BIaCHUKOM o¢depeHTa uM CyOmimpsgHuKa, sKi
MOXYTh BHSBHUTHCS HECIPaBEUIMBHMH Yy KOPHCTDH
odpeperta um cyOmigpsgHuka. CyOmigpsIHUKA
TAaKOXX TIOBHHHI YHHKAaTH 3MOB YH KOH(DIIKTY
IHTepeciB y CBOiX 3aKyMiBIsSIX y MOCTAa4albHUKIB.
Bynp -ski Taki BiJTHOCHMHM TOBHHHI OyTH HeraiHO
poskputi KepiBHHOTBY DAI mis mepermamy Ta
NPUAHATTA ~ BIINOBIIHUX 3aXOJiB, BKIIOYAIOYN
MOXKJTUBE BHKITFOUCHHS 3 BUHATOPO/IHL.

e Ili xopynuiiiHi Aii HE IOMyCKAalOTBCA 1 MOXKYTh
MPU3BECTH IO CEPHO3HMX HACIIJKIB, BKIIOYAOUH
MPUIMHEHHS MPU3HAYCHHS BUHATOPOIU Ta MOXKIIUBE
NpH3yNHUHEHHS Ta  BigmMoBy  ypsgy  CIIA,
BUKJIIOUalOUl odepeHta uu CyOmiapsaHUKa BiX
y4acTi y MaiiOyTHIX Oi3Hecax ypsay CIIA.

e bynp-ska cnpoba uu (akTH4HA KOPYIIisS ITOBHHHA
Oyt HeraiHo MOBiJJOMJICHA oepenTom,
cyOmiapsiHuKoM abo criiBpoOiTHrKamu DAL

¢ be3konIToBHa aHOHIMHA Tapsda JiHis 3 TUTAHb €THKA
Ta AoTpuMaHHs BUMOT 3a aapecoto (CLHA) +1-503-
597-4328

e Be0 -caiiT rapsiuoi ninHil - www.DAIethicspoint.com,
a00 HaaicIaTH EJICKTPOHHUU JIMCT Ha aJpecy
Ethics@DAIcom

— DAI
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e USAID’s Office of the Inspector General Hotline at

hotline(@usaid.gov.

By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no attempts
shall be made to influence DAI or Government staff
through bribes, gratuities, facilitation payments,
kickbacks, or fraud. The Offeror also acknowledges
that violation of this policy may result in termination,
repayment of funds disallowed by the corrupt actions,
and possible suspension and debarment by the U.S.
Government.

e Odic rapsuoi minii ['eHepanbHOroO iHCIEKTOpPA

USAID 3a anpecoro hotline@usaid.gov.
[Tigmuacyroun 11020) MIPOTIO3HUIIiTO, odepeHT
MiATBEpKYE MOTPUMAHHS IHOTO CTAHAAPTY Ta
rapaHrye, o He OyIyTh 3po0IIieHi cripoOu BILTMHYTH
Ha DAI abo ypsmoBuil mepcoHaa 3a JOIOMOTOIO
xa0apiB, 4YalflOBUX, BUIIIAT 3a CIIPUSHHS, BiAKATY 41
mraxpaicTBa. Y4YacHHK TOPTiB TaKOXX BH3HAE, IO
MOPYIICHHS IIi€i TONITHKA MOXE IIPH3BECTH [0
NPUIMHEHHS, TOBEPHEHHS KOIUTIB, 3a00pOHEHHX
KOPYIIIIHHIMH JisSIMH, Ta MOYKJTHBOTO TIPH3YTIHHEHHS
Ta 3aboponu ypsay CIIA.

=DAlI
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Attachment A: Proposal Cover Letter /
HDopatok A: CynpoBigHMK nNucT

We, the undersigned, provide the attached proposal in
accordance with RFP No. REQ-KYI-24-0167 dated
August 2, 2024. Our attached proposal is for the total
price of (figure and in words).

We certify a validity period of 60 (sixty) calendar days for
the prices provided in the attached Price Schedule.

We certify our financial responsibility and acceptance of
DAI payment terms, which is payment upon delivery and
acceptance of the provided services.

We cetify the supply and delivery period shall be no
longer than 60 calendar days from the contract signing
date.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:

Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 1m0 mignucanucs: HIK4Ye, HaJaeMo MPOIO3UILiI0 13
3arajibHOI0 I[IHOKO (BKaXITh
LiHY IU(PPaMU i TPOIHCOM), SIKa JOJAETHCS, BiIIOBITHO
1o 3amuty Ha HagauHs npomno3uiii REQ-KYI-24-0167
Bix 2 ceprus 2024 poky.

Mu 3acBiuyemo, 1o LiHu 3a3HaueHi y [Ipaiic-nucti, mo
JIOJIA€ThCS, JIMCHI TpoTsaroM mepiony 60 (1micTmecsr)
KaJeHIapHUX HIB.

Mu 3acBimuyemo Hamy (iHAHCOBY BiJIOBIAAJIBHICTH 1
npuiiMaeMo yMmoBH oriaté kommnadii «DAl», ski €
OIUIATOI0 TiCJsl JOCTABKM Ta MNPUHAHATTS HAJAHHUX
TOCIIYT.

Mpu 3acBiguyemo, IO KIiHIEBHHA TEPMiH MOCTaBKH Ta
HaJamTyBaHHA He  Oyae  mepeBumryBatu 60
KaJICH/IapHUX JIHIB 3 JIaTH mignucanus KoHTpakry
Hama mponosuiiss € o000B’sI3KOBOIO i Hac 3
ypaxyBaHHAM 3MiH B  pe3yJbTaTi  OyIb-sIKHX
00TrOBOPEHb.

Mu posymiemo, mo kommanis «DAI» He 3000B’s3aHa
npuiMaTh OyIb-sKi MPOTO3HILii, SIKi BOHA OTPHMYE.
[Tianuc ynoBHOBaXXeHOT 0COOU:

IM’s1 Ta MOcazTa yIoBHOBaXXEHO1 0COOH:

Hasga opranizauii:

Anpeca:

Tenedon:

E-mail:

TTeuaTka xoMmaHii:

— DAI
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Attachment B: Price Schedule (separate document)
Hopatok B: MNpanc-nuct (okpeMmuin 4OKYMEHT)

The offerors are required to submit two copies of the price list:
1) PDF signed and stamped &
2) Excel soft copy

YyacHukn TeHaepy NOBWHHI HagaTu ABi Konii npanc-nucra:
1) PDF i3 nignucom i neyaTtkoto Ta

2) enekTpoHHy konito Excel

=DAIl . PAGE 9
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Attachment C: Scope of Work
HdopaTtok C: TexHiyHe 3aBAaHHA

1. Background

The USAID Cybersecurity for Critical Infrastructure in Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine Activity is a program funded by USAID and
implemented by DAI. The overall goal of the Activity is to reduce and potentially eliminate cybersecurity
vulnerabilities in CI and to transform Ukraine from a compromised, reactive cybersecurity actor to a
proactive cybersecurity leader.

Over the five-year period of performance, the Activity will increase resilience and build capacity to prevent,
detect, and respond to cyberattacks against CI in Ukraine. The Activity will accomplish this goal through
the pursuit of three strategic objectives (SOs):

e SO1: Create a safe and trusted environment to accelerate the development of people, processes,
and technology in support of cybersecurity across CI sectors and assets in Ukraine.

e SO02: Strengthen Ukraine as a sovereign nation built on a secure, protected, and dynamic economy,
supported by a talented pool of human capital.

e SO03: Stimulate demand for and supply of Ukrainian cybersecurity solutions and service providers
to empower, equip, and finance cybersecurity entrepreneurs and businesses.

The Activity is organized into three components. Activity tasks are highly interdependent and mutually
reinforcing.

Component 1: Strengthening the cybersecurity enabling environment

This component will strengthen the cybersecurity resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance, enabling collaboration between stakeholders, and supporting
cybersecurity institutions. This component will also build the technical capacity of key sectors through
increased access to cybersecurity technology and equipment.

Component 2: Developing Ukraine’s cybersecurity workforce

This component of the Activity will address workforce gaps through interventions that develop new
cybersecurity talent and build the capacity of existing talent. These interventions will address the entire
workforce pipeline, the quality of education received by cybersecurity specialists, and industry training
programs to rapidly upskill Ukraine’s workforce to respond to immediate cybersecurity vulnerabilities.

Component 3: Building a resilient cybersecurity industry

A growing cybersecurity industry in Ukraine will contribute directly to national security and prosperity.
This component will seek to build trust and collaboration between the public and private sector to develop
innovative solutions for future cybersecurity challenges; spur investment and growth in the broader
cybersecurity market in Ukraine through greater access to financing; support smaller cybersecurity
companies to rapidly increase the number of local cybersecurity service providers; and offer mechanisms
for Ukrainian firms to connect with industry partners to enable better access to innovations and business
opportunities.

2. Context

Government of Ukraine has a continued and elevated need for support of critical infrastructures and
maintain operational functions to keep decision making process and citizens’ services ongoing.
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Since 2022, state agencies and critical infrastructures have been under constant cyber and physical attacks
which altogether requires from them creating robust resilience capabilities, many of which depend on the
presence and smart use of digital technologies.

There has been an increased demand for USAID to support the GoU to procure needed hardware and
software to manage and implement routine cybersecurity measures, support connectivity and data
infrastructures, strengthen state employees’ digital skills and capabilities.

The goal of the project is the introduction of a reliable and productive infrastructure for storing unstructured
data and its integration with the data backup and recovery system of the Pension Fund of Ukraine.

3. Objectives

The Activity aims to procure and deliver equipment and licences for the State Cyber Protection Centre of
the State Service of Special Communications and Information Protection of Ukraine which will enhance
its computing, networking and cyber security capabilities.

4. Tasks

DAI/CCI is looking for a qualified Vendor to deliver the equipment and licenses as follows on the
technical specification in the Attachment B.

After signing the contract, the selected vendor will be provided with more information regarding the
location of the solution implementation.
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Attachment D: Representations and Certifications of Compliance / loaaTtok
D: 3asaBu Ta lligTBepaxeHHAM npo BianoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not presently
debarred, suspended, or determined ineligible for an award of a
contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10 requires
DAL, as prime contractor of U.S. federal government contracts, to
report compensation levels of the five most highly compensated
subcontractor executives to the Federal Funding Accountability and
Transparency Act Sub-Award Report System (FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure compliance
with these Executive Orders and laws. Recipients may not engage
with, or provide resources or support to, individuals and
organizations associated with terrorism. No support or resources
may be provided to individuals or entities that appear on the
Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in persons
(as defined in the Protocol to Prevent, Suppress, and Punish
Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational Organized
Crime), procure commercial sex, and use forced labor during the
period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it currently
is and will remain in compliance with FAR 52.203-11, Certification
and Disclosure Regarding Payment to Influence Certain Federal
Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that will
comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on the
existence of any potential organizational conflict of interest. The
Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAII with a disclosure statement
describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that it
is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or national
origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

1. denepanbHuii CIMCOK BUKIIOUEHHX 0ci0 — OOpaHuii yuyacHHK TeHIepa
Hapasi He € BIJICTOPOHEHHUM, THMYACOBO BiJICTOPOHEHHM a00 BH3HAHHM

TaKuM, 110 HE Ma€ NpaBa yKJIaJaTH KOHTPAKT 3 OyAb-sKUM (enepanbHuM
OpTaHOM.

2. HinreepkenHs 3apoOiTHol miuati kepiBHuLTBa — [lonmoxkenns FAR
52.204-10 Bumarae Big kommanii «DAI» sk reHepaabHOTO HiIpsIHUKA 33

koHTpakTamu (exepansHoro ypsay CILIA 3BiTyBatH mpo piBHi 3apo0iTHOT
IUIATH M'SITH KEPIBHUKIB CyOMiapsAHMKA 3 HAWBUILUM piBHEM 3apoOiTHOL
wiatd B CucteMy 3BITHOCTI 3a JJOroBOpaMH CyOMiApsiiy BiJMOBITHO /10
3aKoHy IO MMiA3BITHICTS 32 enepanbHUM (hiHAHCYBAHHSIM Ta IPO30PICTh
(FSRS).

3. Yka3 Ilpesunenra CIIIA npo 3a0opoHy (hiHAHCYBaHHS TEPOPHU3MY -
BukonaBmro Haramyerbes, 1o ykasu [Ipesumenta CIHIA Ta
3akoHozaBcTBO CIIA 3a60poHstoTh 31iiicHIOBaTH onepaii 3 Gi3HuyHUMEI
ocobamMM Ta OpraHi3alisiM{, IIOB’SI3aHUMH 3 TEPOPU3MOM, a TaKONK
HajgaBaTH iM pecypcd Ta miaTpuMKy. IOpuandHy BiJNOBimaIbHICTH 3a
3a0e3neueH s TOTPUMaHHs LUX yKa3iB [Ipe3ujeHTa Ta 3aKOHOJaBCTBA
Hece Bukonasens/PennmieHT. PerumnieHTy He JO3BOISETHCS MIPALIFOBATH 3
GbisnyHIME 0co0aMH Ta OpraHizalisiMi, MOB’SI3aHUMH 3 TEPOPH3MOM, a
TaKOXX HajgaBaTH IM pecypcu Ta miaTpumky. JKomHa pomomora abo
pecypcH He MOXYTh HaJaBaTHCh (i3HYHUM a0 IOPUANYHIM 0c00aM, sKi
3HaXOAAThCs y CIHCKY TPOMAJsIH OCOOJIMBUX KaTeropiit Ta 3a00pOHEHUX
oci6, sikmit Beme KasnaueiictBo CILA (auB. www.SAM.gov), abo y
Criicky 0Co0MMBUX KaTeropiin OOH (nuB.
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).  Ile
MOJIOKEHHsT 000B’SI3KOBO BKJIFOYAETHCS J0 BCIX JOTOBOPIB CyOmimpsiay /
pillieHp MPO HAJAHHS CyOMiApsIy, SIKi BUKOHYIOTHCS B PaMKax IbOTO
JIOTOBOPY.

4. Toprisust nr0/pMH — BUKOHABIIIO 3a00pOHAETHCS IPOTATOM CTPOKY il
LbOr0 KOHTPAKTy 3AIHCHIOBAaTH TOPTIBIIO JIOABMHU (SK BHU3HAYCHO Y
TIporokoni mo/0 3ano0iranHsl, IPOTHIIT Ta HOKAPaHHS TOPTiBIi JIOAbMH,
0COOJIMBO JKiHKaMH Ta JiThbMH, sikuii monosHioe Konsenniro OOH om0
MPOTHIT TPaHCHAIIOHAIBHOI OPraHi30BaHOI 3J0YMHHOCTI), OIJIa4yBaTH
KOMEpIIiHHI CeKCyalbHi MOCIYrM Ta BHKOPHCTOBYBAaTH HPHMYCOBY
Tparo.

5. IlinTBep/ukeHHs Ta PO3KPUTTS iHAOPMAILT 100 IUIATEXIB 3 METOI0
BIUTMBY Ha JiesiKi (eiepalibHi rocnoaapehbKi onepaiii — Y4acHUK TeHAEpa
HiITBEPIKYE, 1O AOTPUMYETHCS 3apa3 Ta JOTPUMYBATUMEThCS W Hajaui
BuMor FAR 52.203-11 «ITigrBepmkeHHs: Ta pO3KPUTTS iHGOpMaLii 111010
IUIATEXiB 3 METOIO BIUTUBY Ha JesKi (eJiepalibHi roCHoAapChKi omnepartii.

6. Opraunizauiiauii  KOHQUIIKT  iHTepeciB — Y4YacHHK TEHIEPY
MiATBEPIKYE, MO HOMY HE BiOMO Mpo Oy/b-sKy iH(pOpMAIlio, sKa
CTOCY€EThCS ICHYBaHHS Oyb-SIKOTO TMOTEHIIHHOTO KOH(MIIKTY iHTEpeciB
opranizauii. Y4acHUK TEHIEpy TaKOX MiATBEPKYE, LIO SKIIO HOMY CTaHe
BIJIOMO TIpO iH(POPMAILifO, KA Ma€ BiTHOIIECHHS 0 MOXJIMBOCTI ICHYBaHHS
MOTEHUIHHOrO KOHQIIKTY, YYaCHHUK TEHJIepy HEBIAKIAAHO Halae
kommasii «DAI» 3BiT, A€ po3KpHBaeThCs Taka iH(popMarlis.

7. 3abopoHa cerperauii MiCllb CHiJILHOTO KOPHUCTYBAHHS — Y4YacHHK
TeHJepa MiATBEpDKYye, Mo AoTpuMmyeTbesi FAR 52.222-21 «3abopona
cerperariii Micilb CIIIIbHOrO KOPHCTYBaHHS.

8. PiBHi MOKJIMBOCT] — Y4acHHK TeHJEPY IiATBEPKYE, IO HE 3AIHCHIOE
JMCKPUMIHALII0 MPOTH OyIb-SKOTO MpalliBHUKA a00 3asBHHUKA 33 BiKOM,
CTaTTIO, PEJIri€lo, IHBAIIHICTIO, Pacor, MEPEKOHAHHSIMH, KOJIbOPOM
HIKipH 260 HAlliOHAIBHICTIO.

9. TpynoBe 3aKOHOIABCTBO — YUYaCHHUK TEHAEPY NiATBEPIUKYE, IO
JOTPUMYETBCS BCIX BUMOT TPYAOBOI'O 3aKOHO/IABCTBA.

=DAlI
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10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR) and
is in not in violation of any certifications required in the applicable
clauses of the FAR, including but not limited to certifications
regarding lobbying, kickbacks, equal employment opportunity,
affirmation action, and payments to influence Federal transactions.

11. Employee Compliance — The Offeror warrants that it will require
all employees, entities and individuals providing services in
connection with the performance of a DAI Purchase Order to comply
with the provisions of the resulting Purchase Order and with all
Federal, State, and local laws and regulations in connection with the
work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

10. Honoxenus npo denepanbhi 3akymisii (FAR) — Yuacuuk Tengepa
miATBepKye, 1o oO3HaiiomieHuid 3 IlomoxkeHHsM mpo (enepanbHi
sakyniBm (FAR) 1 He mopyuiye >KOZHOTO IMiATBEP/UKEHHS, IO
BHUMAraeThCs 3riIHO 3 BianoBigHuMu HopmMamu FAR, y Tomy umcni, ane He
O0OMEXYIOUNCh IITBEPKEHHIMH CTOCOBHO JI0OifoBaHHs, xabapis,
MOXJTHBOCTI piBHOTO palleBIallTyBaHHS, KOMIICHCALIIHHOT
JUCKpHMIiHALii, Ta IUIATeXiB 3 METO BIUIMBY Ha (QeaepaibHi
roCIoAapChKi onepartii.

11. loTpuMaHHs BUMOT MpAIiBHUKAMHU — Y YaCHHUK TEH/IEPY TapaHTye, 110

BUMaraTiMe BiJl yciX NpaliBHHKIB, IOPUIMYHUX Ta (i3MYHHX OCI6 —
Ha/laBayiB MOCIYr y 3B’S3Ky 3 BUKOHaHHsAM JlOrOBOpY Ha 3aKyIiBIIIO
kommadii «DAI» morpumyBaTuch BUMOT BianosigHoro Jlorosopy.

Tlomaroun MpPOMO3MIII0, YYACHHKH TEHAEPY LHMM  TOTOKYIOTHCS
MOBHICTIO BUKOHYBAaTH YMOBH Ta MOJIOXKEHHS BHIIE3raaHOTO Ta BCHOTO
BianmoBigHoro ¢exnepansHoro 3akoHomasctBa CIIA, mio 3a3HadeHe y
BOMY JIOKYMEHTi, a Tako IMpH YKJIaJICHHI JIOTOBOPY MOBHHHI OYyTH
TOTOBI MiJNKCATH Lii 3asBU Ta MiATBEPDKCHHSI.

=DAlI
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for
DAI's Vendors, Subcontractors & Grantees

Hopatok E: IHCTpyKUIl WoA0 oTpUMaHHA YHiKanbHoOro igeHTudikatopy
opraHisauii (SAM) — nocTtavyanbHUKN, CyOoniapsaAHUKKU Ta FPaHTOOTPUMYBaui
KomnaHii «DAI»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier
(SAM) created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted,
and owned by the government. This allows the government to streamline the entity identification and validation
process, making it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to
register. Ernst and Young provides the validation services for the U.S. Government. The information required for
getting an Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal
business name and address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3arajbHa iHopmamis:

Crucauii orasx norounux Bumor ypsiany CIIA — ynikansuuii inentudikarop opuaunanoi ocoou (SAM)
[Mounnatoun 3 4 kBiTHA 2022 pOKY, FOPHUIWYHI OCOOW, SKI BEIyTh MISUIBHICTH 13 (eAepaabHUM YpPSIOM,
BHUKOPUCTOBYBATUMYTh YHIKaJIbHHN iZEHTHU(IKaTOp IOpUAMYHOI ocodu (SAM), MmO CTBOPIOETHCS Ha CaWTi
SAM.gov. VHikanpHu# ineHTH(DIKaTOp FopuanYHOl 0cobu (SAM) — 1ie 12-3HauHmid andaBiTHO-IIMGPOBUE KO/,
SIKHH KOHTPOJIOETHCS Ta MPUCBOIOETHCS YPSAOM I HANCKUTH ypsiny. BiH mormomarae ypsimy CIOpPOCTHTH MPOIEC
ieHTHdIKAIT Ta IepeBIPKA IOPUAMIHHUX 0Ci0, MOJETITYIOYH i POOIISIYM MEHII OOTSHKIIUBUM ISl FOPUIUIHUX OCI0
BEJICHHS JIISITLHOCTI 3 (heIepalIbHUM YPSIIOM.

Inentudikatop HamaeThCs IOPUIMYHAM 0CO0aM TiJ Yac peecTparii, abo >k HOro MoKHa OTPHMAaTH Ha CaMTi
SAM.gov 6e3 peectparii. [locmyru 3 miarBeppkeHHs ineHTudikatopa ans ypsay CLLIA nagae komnanis Ernst and
Young. Tadopmaris, HeoOXiHA IS OTPUMAHHS YHIKaJbHOTO iJIeHTH(IKAaTOpa opuaudHoi ocoou (SAM) Oe3
peectpariii, — MiHiManbHa. [neHTHdiKaTOp MATBEPAKYE NUIIE IOPUINYHY Ha3BY Ta agpecy Bamioi oprasizauii. Lle
MATBEpIKEHHSI TOTO, 1[0 Ballla OpPraHi3allisl € THM, 3a KOro cede BHIAE.

VYHiKaIbHUH i1eHTH(IKaTOp FPUANIHOT 0codu (SAM) HamaeThes 6E3CTPOKORBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that
assigns a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously
used by the US Government to assign unique entity identifiers. This system was retired by the US Government on
April 4, 2022 and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government
will have no requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned
and viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity
ID (SAM) can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace
or by signing in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization
begin on the next page.

Crucanii orasayx koaumHix Bumor ypaay CIIIA — DUNS
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VHiBepcanbHa cuctema Hymepauii gaHux (DUNS) — 1ie cucrema, po3po0iieHa i KOHTpOIbOBaHa KOMMaHie Dun
and Bradstreet, skxa TPUCBOIOE Cy0’€KTy TOCIONAPIOBAHHS YHIKAIbHUN JeB’ATH 3HAYHUN 1UPpOBHI
inentudikatop. Taka cucremMa € CBITOBUM CTaHAZApPTOM 1 paHimle BHKOpUCTOBYBanack ypsaom CIIA mns
MIPUCBOEHHS YHIKAIBHUX 1JCHTU(IKATOPIB OpUANIHUM ocobam. 4 kBitHA 2022 poky ypsa CHIA npunuHuB
BHUKOPHUCTAHHS ITi€] CUCTEMH 1 3aMiHUB i1 Ha YHIKAIBHUH 11eHTH(IKaTOp FopuanuHoi ocobu (SAM). ITicns 4 kBiTHS
2022 poky ¢enepansuuii ypsin He BuMmaraTume Homep DUNS.

Sxmo ropuandHy ocody Oyio 3apeecTpoBaHO Ha caiiTi SAM.gov (3 aKTHBHOIO a00 HEaKTUBHOIO PEECTPALIElO),
YHIKaITbHUN 11eHTUhIKaTOP FopuaAnYHOI 0co0u (SAM) OyB MPUCBOEHUH 1 JOCTYIHUH 115 IEPETIIsAY B 00TIKOBOMY
3amuci opraHizamii Ha caiiti SAM.gov me n0 mepexony, skuii BimOyBcs 4 kBiTHA 2022 poky. YHiKaJbHHUN
inenTrdikarop rpuanaHOi 0codn (SAM) MOKHA 3HAITH, YBIMINOBIIH IO CHCTEMH Ha caiiti SAM.gov i BuOpaBmu
BiJDKET «YTIpaBIiHHA opranizamiero / Entity Managementy» y cBoemMy poOodoMy mpocTopi abo YBIHIIOBIIH 0
CHUCTEMH 1 BUKOHABIIH NONIYK iH()OpMAIIii po FOpUINIHY 0c00Y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a
UE ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Past Performance/ logatok F: JocBig po6otu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past three years

will be considered.

[TpocuMo BKITIOYHUTH 3aMOBIICHHS, SIKi HAKpaIlle LTIOCTPYIOTH Balll TOCBL pOOOTH, aKTyaJ bHUH IS IHOTO 3aIUTY, HOYNHAIOYH 3 OCTAHHBOT'0 3aMOBJIEHHS. bepyThcs
IO YBary IMOCITYTH 3IIHCHEH] MPOTATOM MUHYJIHX TPHOX POKIB.

Ne | Project Description | Client name/ Price in Period of works Completed in Transfer and Type of agreement, subcontract,
Title/ of Activities/ | phone number, e- | UAH/ (Start-End Dates)/ | time (yes/no)/ acceptance act signed | grant, order (fixed price, with
Hazga Onuc mail/ Bapricte y | Jlatn modatky i 3aBepIreHo y (yes/no)?/ reimbursement of expenses)/
MPOEKTY | AiSUTBHOCTI Hasga xmienta/ IpH. 3aBepIICHHS ctpok (Tax/Hi) | Uu migmucaHo akTu Tun yroau, 1orosopy

HOMEp pooit npuiiMaHHSA-TIepeadi | cyOminpsimay, TpanTy, Z0TOBOPY
tenedony, e-mail po0it? (Tak/Hi) Ha 3aKyHiBIo (3 (PiKCOBaHOIO
IIHO¥O, 3 BINIKOAYBAHHIM
BHTpAT)
1
2
3
4
5
— DAI PAGE 16
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Attachment G: Proposal Checklist /
HopaTtok G: Yek-nuct npono3uuii

Offeror:
Have you?

—

:'—!-.Submitted your proposal to DAI electronic E-mail address UkraineCCl Proposals@dai.com (as specified in

General Instructions above?
Does your proposal include the following?

]v—ﬂ-Signed Cover Letter (use template in Attachment A)
x:—;lPrice Proposal (submitted in PDF and Excel format)

Past Performance (use template in Attachment F).

Official authorizations from manufacturers.
gWritten confirmation of delivery and installation period (60 days from the contract signing date)

;jDocuments use to determine Responsibility (As required in section “Responsibility

Determination”):
1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,

including documents from the tax authority about VAT status).

Evidence of a Unique Entity ID (SAM) number for contracts over $30,000

The source, origin, and nationality of the services are not from a Prohibited Country.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment F).

vk wnN
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