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NONEPEOXEHHA: MNMoTeHUinHi Y4acHUKn TeHaepy, ki oTpuManu Len JOKYMEHT 3 [pKepena iHLoro,
Hbx koMmnaHia «DAI», noBuHHI HeranHo 3BepHyTuca 0o UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta afpecy CBOEI KOMMaHii, Wob NpsAMO Ha Lo agpecy iM MoXxHa 6yno HagcmnaTu 3MiHM 0 Lboro
3annty abo iHWi nosigoMneHHs. byab-aknin NOTEHUINHUI YYacHUK TeHaepy, SKUA TakKMM YMHOM He
BMSIBUTb CBOK 3alikaBrieHiCTb, Gepe Ha cebe NOBHY BI4MNOBI4ANbHICTb Y pa3i HEOTPUMaHHS
noBigOMIIEHb A0 KiHLEBOro TepMiHy noAdaHHsa npono3uuii. byab-aki 3mMiHM o uboro 3anuty
HanocnnaTumvTmncd enekTnoHHOK MOLLUTOR).

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP)
Ctucnum ornapg 3anuTy Ha HagaHHA npono3uuii (3anuT)

1. RFP No. REQ-KY1-24-0132
2. Issue date: July 08, 2024
3.Title

Modernization of the Unified Automated Information
System of the State Customs Service of Ukraine -
Procurement and delivery of equipment, subscriptions
and licenses, and training for the State Customs Service
of Ukraine.

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCI_Proposals@dai.com.

5.Deadline for Receipt of Questions

July 15, 2024, Kyiv, 14.00 Ukraine Time to the e-mail
address UkraineCCl Procurement@dai.com

Questions and requests for clarifications — and the
responses thereto will be circulated in writing to all
RFP recipients who have indicated interest in
responding to this RFP. Both questions and answers
will be distributed, without identification of the
inquirer(s), to all prospective Offerors who are on
record as having received this RFP. In addition,
guestions and answers will be posted publically on the
same platform where the RFP is posted.

6. Deadline for receipt of Proposals

July 22, 2024 16.00 Kyiv, Ukraine Time to the e-mail
address UkraineCCl Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR RECEIPT OF QUESTIONS AND THE E-MAIL
ADDRESS FOR RECEIPT OF PROPOSALS ARE
DIFFERENT

7. Point of contact

UkraineCCI Procurement@dai.com

8. Anticipated Award Type

A Firm Fixed Price Purchase Order is an anticipated
award for a total firm fixed price for the provision of
specific services, goods, or deliverables and is not
adjusted if the actual costs are higher or lower than the

1. 3amut Ne REQ-KY1-24-0132
2. lata naganus 3anuty: 08 mumas 2024 p.

3. Ha3Ba

MognepHizanis €auHoi aBTOoMaTH30BaHOI iH(MOpMaiHHOT
cucremu JepxaBHoi MUTHOI ciy)0u YKpainu - 3akymiBiis
Ta IOCTaBKa OOJIaHAHHS, IMAMMUCOK Ta JIICH31H, TPCHIHTIB
st JlepykaBHOT MUTHOI CITyKOU YKpaiHH.

4. EnexTpoHHa ajgpeca JAJs NOJaHHS MPONO3UIIii

[Ipomo3zumii MAaroThb IIOJaBaTHUCh Ha
UkraineCCIl Proposals@dai.com

azpecy:

5. KinueBuii TepMiH OTpUMAHHS 32U TAHD

14.00 3a micueBuM KHiBCHKHM YacoM B YKpaiHi 15 JumHs
2024 poky, Ha agpecy: UkraineCCl_Procurement@dai.com

[TuTaHHs Ta 3aITUTH HA PO3'ICHEHHS - 1 BIAMOBII HA HUX
OyIyTh Ha/laHi B TUCHMOBIH (hOpMi ISt BCIX OJIEpP)KyBadiB
3anuTy Ha HaJlaHHS TPOTO3UIIii, SKi BKa3aIn
3aIliKaBJICHICTh Y BIANOBI/II Ha HHOTO. [IuTaHHS 1 BiIMOBI I
OynyTh mommupeHi, 0e3 inenTudikamii 3anmutyBada (iB), s
BCiX MOTEHIIIMHUX mporo3uliiii. KpiM Toro, nuranHs Ta
BiNOBi/ OYAyTh pO3MillleHi myOIiuHO Ha Till ke
miatdopmi, e Po3MilEHUH 3anuT Ha HaJaHHS ITOTIO3HIIIH.

6. KinueBuii TepMiH oTpuMaHHs MPONO3UIIiii

16.00 3a miciieBUM KHiBCHKMM YacoM B YKpaiHi 22 JUIHS
2024 poxky Ha agpecy: UkraineCCl_Proposals@dai.com

3BEPHITh VBAI'Y, 11O AJIPECA EJEKTPOHOI
[NOLIITH JJIA OTPUMAHHAA 3ATIMTAHDb TA AJIPECA
EJIEKTPOHOI [omTH"u JUIA OTPUMAHHA
[IPOIO3ULIIN BIAPI3HAKOTHCS

7. Anpeca 1Jis1 3aNUTIB

UkraineCCI Procurement@dai.com

8. OuikyBaHMii B KOHTPAKTYy

Kontpakr i3 ¢ikcoBaHow miHOW — 1€ OuiKyBaHa
BHHAropoja 3a 3arajibHy (IKCOBaHy I[iHYy, 3a HaJaHHS
KOHKPETHHX IIOCTYT, TOBapiB YW pe3yJbTaTiB, sKa HE
KOPUTYETBHCS, KO (PaKTUUHI BUTPATH BUILI a00 HMXKY1 3a
¢bikcoBany 1iHy. OUWIKYETbCS, IO YYAaCHHKH TEHJEPY
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fixed price amount. Offerors are expected to include all
direct and indirect costs into their total proposed price.

Issuance of this Request for Proposal (RFP) in no way
obligates DAI to award a purchase order and Offerors
will not be reimbursed for any costs associated with the
preparation of their bid.

9. Basis for Award

An award will be made based on the Lowest Price,
Technically Acceptable Source Selection process.
The award will be issued to the responsible Offeror
submitting the lowest evaluated price that meets or
exceeds the acceptability requirements  for
technical/non-cost factors described in this RFP.

DAI conducts business under the strictest ethical
standards to ensure fairness in competition, reasonable
prices, and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion, or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination,
and possible debarment.

BKJIIOYATHUMYTh yCi TIPSAMI Ta HENPSIMi BUTPATH IO 3arajabHOT
3aMpoIOHOBAHO] IiHH.

Hagannas mporo 3amuTy B KOTHOMY pa3i He 3000B’s3ye
koMmmaHito «DAID» ykmamaté moroBip Ha 3aKymiBIIO, 1
VYdyacHUKaM TeHAEpY He BiAIIKOJAOBYIOTBCS OyAb-siKi
BHUTpPATH, TIOB’3aHi 3 MiATOTOBKOIO MTPOIIO3HIIIi.

9. IligcraBa a1 yKJIaAeHHS KOHTPAKTY

Pimenns npo yknamaHHS KOHTpakTy Oyle NMpUHMaTHCh Ha
ocHoBi mponiecy «TexHiuno mpuiiHsiITHA NMPOMO3MI{isA 3a
HaliHMXK4Y010 niHow». KouTpakr Oyae ykiageHO 3
BIAINOBIAAJPHUM Ta IPUHHATHUM YUYaCHUKOM TEHIEpPY,
SIKUM TIOJaCTh HAMBHTIAHINTY I[iHY, SKa BiAmoBigae abo
MEPEBUIIY€E TEXHIYHI BAMOTH/ HEIIHOBI ()aKTOPH, ONHCaHI y
bOMY 3aItuTi.

DAI Bene cBOIO AiSUTBHICTh BIATOBITHO JO HAHCYBOPINIUX
€TUYHUX CTAaHJApTiB, MI00 3a0e3MeYuTH  YECHICTh
KOHKYPEHIIii, IPUAHATHI I[iHA Ta yCIiITHEe HaJaHHs TOCITyT
abo J0CTaBKy sKiCHUX ToBapiB Ta oOmagnanHs. DAI He
TEpIUTh KOpYyMIii, XabapHUITBA, 3MOBH YH KOH]IIKTY
inTepeciB. [Ipo Oynp-ski 3anuTH Ha omimaTy abo MOCITyTH
cuiBpoOiTHEKIB DAI cmif sikomora mBHIIE TOBLIOMISTH
Ha ethics@dai.com a6o BiJIBiZIaBIIN
www.dai.ethicspoint.com. Kpim Ttoro, Oymb-siki crpoOu
KOHTpakKTepa 4M  CyONigpsgHUKA  3ampOTOHYBATH
cniBpoOiTHHKaM DAI 3a0x04eHHs Ta BIUIMHYTH Ha PillICHHS
He OyAyThb JIONYCKAaTHUCA 1 CTaHyTh IiJCTaBOIO IS
TUCKBaTi(iKkalii, IPUIHUHEHHS Ta MOKIIUBOTO OJIOKYBaHHSL.
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General Instructions to Offeror
3aranbHi iHCTPYKLUil

11. General Instructions to Bidders

11. 3araubHi iHcTpyKUil

The USAID Cybersecurity for Critical Infrastructure in
Ukraine (USAID Cybersecurity) is issuing this RFP for
the modernization of the Unified Automated
Information System of the State Customs Service of
Ukraine - procurement and delivery of equipment,
subscriptions, and licenses, and training for the State
Customs Service of Ukraine.

e For more information on the required goods and
services, please refer to Attachments B and C of this
RFP.

o Offerors wishing to respond to this RFP must submit
proposals in English or Ukrainian, preferably in
English, in accordance with the RFP instructions.
Each Bidder is responsible for reading very carefully
and understanding fully the terms and conditions of
this RFP. All communications regarding this
solicitation are to be made solely through the Issuing
Office and must be submitted via e-mail no later than
the date specified above. All questions received will
be compiled and answered in writing and distributed
to all interested Bidders.

e Issuance of this RFP in no way obligates DAI to award
a subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible or liable for these costs.

o Proposals are due no later than July 22, 2024, 16.00
Kyiv, Ukraine Time, submitted to
UkraineCCI_Proposals@dai.com.

o Please note that Offerors shall submit complete
proposals in electronic form only.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicates the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the

IIpoext USAID «Kibepbe3neka KpUTHIHO BaKIUBOI
iHppacTpykTypu B YKpaini» (mami «USAID
Kibep6esneka» abo «IIpoekT») oromomrye 3amuT s
MOJepHi3aIlii €1nHo1 aBTOMAaTH30BaHOI iHPOPMAITIHHOT
cuctemu Jlep>kaBHOI MHUTHOI CcIoyOm VYkpaiHum -
3aKymiBiIs Ta MOCTayaHHs OOJIAAHAHHS, MIAMUCOK Ta
JineH3id, TpeHiHriB s JlepkaBHOT MHTHOI CiyXOu
Ykpainu.

e Jlnms oTpuMaHHA JOMATKOBOI iHGOpMaIii mpo
HEOOXiJIHI TOBapH Ta MOCIYTH, Oy/Ab JlacKa, 3BEpHITHCS
no Jonatkie B ta C mporo 3amuTy Ha HaJaHHA
MIPOTTO3UIIIH.

e YYacHHKH TEHAEPY, sKi O2)Kar0Th BINOBICTH HA TIeH
3anmuT Ha HaJaHHS MPOIO3MIIM, MOBHHHI IMOJaBaTH
MIPOTIO3UIIiT AHIIiliCbKOI0 200 YKPaiHCHKOI MOBOIO
(0a:xaHo aHTJiHCHKOK) BIAMOBIAHO A0 IHCTPYKIIH,
BKa3aHUX y I[bOMY JOKYMEHTI. Yci 0OrOBOpEHHS OO0
IHOTO 3aMnTy MArOTh 3IIHCHIOBATHCS BUKIIOYHO Yepes
odic, mo BUIAB JOKYMEHT Yepe3 eJEKTPOHHY aJipecy,
HE Mi3Hille IaTH, 3a3Ha4yeHol Buile. Bimmoimi Ha yci
OTpHMaHi 3anmuTaHHS OyAyTh po3iciaHi y MHCHMOBIH
(hopMi ycimM 3a1iKaBICeHUM YIaCHUKAM TEHAEPY.

e OnpwitOMHEHHS IHOTO 3amuTy Ha  HaJaHHS
MIPOTTO3UIIiil )KOAHUM YHHOM HE 3000B'SI3y€ KOMITAHIIO
«DAI» yxmamatm cyOkoHTpakT abo IOToBip Ha
3aKyMiBIIIO.  Y4YacHUKaM  TEHJAEpy He  OyayTh
BIZIIIKOJIOBYBATHCST Oynb-sIKi BHUTpATH, TMOB'A3aHi 3
ITiITOTOBKOIO 200 MOJIAaHHAM X TpOomno3uilii. 3a ®KOoTHIX
o6crtasuH, komnaHis «DAI» He Hece BIANOBIZAILHOCTI
3a 11l BUTPATH.

e [Iponosunii maroth OyTu moxani mo 16.00 3a
MiCIIEBUM KHiBCHKHM YacoM B YKpaiHi 22 nunusa 2024
poxky Ha azapecy: UkraineCCIl_Proposals@dai.com

e 3BepHITh yBary, IO IOBHI MPOIO3UIII MarOTh
[OJAaBaTHUCS JIUIIE B €JIeKTPOHHOMY BUIJISIII.

e [Ipono3unii, monani mizHie, OyayTh BiIXWJICHI, 3a
BUHSTKOM BHUNAJIKIB HAJ3BHYAHUX OOCTAaBUH Ha
po3scyna kommanii «DAI.

e [lomanusa mponosunii kommnanii «DAI» y Binnmosins
Ha mei 3anmuT Ha HaJgaHHS TPOIO3UIA Oyae SBISTH
cOOOI0 TPOMO3UINI0 Ta CBUIYHUTAME TMPO  3TOAY
Y4yacHUKa TeHJEpPY 3 MOJOKEHHAMHU Ta YMOBaMH, SKi
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right not to evaluate a non-responsive or incomplete
proposal.

e The RFP number and title shall be indicated in the
subject line of e-mails.

e The Offerors should fully understand that their offer
must be valid for 60 calendar days and be stated in the
cover letter.

o Offerors shall complete and submit Attachment B:
Price Schedule and indicate its date. Offerors should
indicate the total and all-inclusive price of the required
goods/services in Ukrainian Hryvnia or US Dollars.

Offerors shall be informed that all payments will be
made in local currency as per the regulations of the
cooperating country. If the contract is signed in dollars
and the invoice is submitted in dollars, the program will
pay the vendor in local currency (hryvnias) using
DAD’s bank exchange rate on the transfer day.

¢ Value Added Tax (VAT) shall not be included in the
Price Schedule.

These services are eligible for VAT exemption based on
the USAID Contract Ne72012120C00002 registered
with the Cabinet of Ministers of Ukraine under
Registration Card Ne4464-22 of May 10, 2024.

e Each Offeror and any of its subsidiaries shall only
submit one proposal.

MICTATBCS Y LIbOMY 3alluTi HA HAJaHHS MPOTO3UIIIN Ta
Oynp-skux momatkax npo Hboro. Kommanis «DAI»
3aJIMIIace 3a co00I0 MPaBO HE OL[IHIOBATH HEBIAMOBITHY
a00 HETOBHY MPOTIO3UILiIO.

e YV TeMi MOBIIOMICHHS €IEKTPOHHOIO IOLITOIO
MaroTh OyTH 3a3Ha4eHI HOMep 3aluTy Ta Ha3Ba.

e YYacHUK TEHAEPY MOBHHEH MOBHICTIO PO3YyMITH, LIO
[iHK 3a3HaveHi B ixHIM mpomo3wmii MaioTe OyTH
YUHHUMA mnpoTsaroM 60 kaneHmapuux aHiB i e
NMOBHHHO O0yTH BKa3aHO B CYNPOBiTHOMY JIMCTI.

e YyacHHKHM TeHJepy 3alOBHIOIOTH Ta HAIAI0Th
Honatok B: Ilpajic-1uct Ta 3a3Ha4a0Th HOro JAaTy.
VY4YacHUKHM TeHIEpy IOBMHHI BKa3aTH 3arajbHy LiHY
oOJaJiHAaHHSA Ta CEpPBICIB B HAI[IOHAJIBbHIN BaJIKOTI
Yxkpainu ado goaapax CILIA.

VYdacHUKY TeHAEpY MOBHHI OyTH MPOiHPOPMOBaHi, 0
yci TmaTexi 3aiHCHIOBaTUMYThCS B MicUeBiii BadIoOTi
3TiHO 3 3aKOHOIAaBCTBOM YKpainu. Skio morosip Oyie
mignmucano B gonmapax CHIA, 1 paxyHok-dakTypy
Hagano B pomapax CIIIA, mnporpama cniatuth
MOCTAYAJIbHUKY B MicleBii BaJTi (rpuBHSAX) 3a
O0aHkiBcbkuM Kypcom Oanky IIpoexkTry Ha [eHb
nepekasy.

e [lomatox Ha nmonany Bapricth (I1/IB) He mae Oytu
3a3HaYeHUH y panc-IUCTi.

i MIOCITYTH MiJISATal0Th 3BLILHEHHIO Bij
omogatrkyBanHs [1IJIB BimmoBigHO 10 OCHOBHOTO
KOHTPAKTy KOMITaHii «DAI» 3 USAID
Ne72012120C00002  3apeectpoBanum y KaGiHeri
MinictpiBe Ykpainu, peectpauilina xapTka Ned464-22
Bix 10 TpaBHs 2024 poxky.

e KoxeHn YuacHuk TeHaepy Ta Oyab-siki Horo no4ipHi
KOMIIaHii, MO>Ke TI0/IaTH JIUIIE OJHY MPOIO3UIIIIO.

12. Questions Regarding the RFP

12. 3anuTaHHs CTOCOBHO 3anuTy

Each Offeror is responsible for reading very carefully
and understanding fully the terms and conditions of this
RFP. All communications regarding this solicitation
must be submitted via e-mail to
UkraineCCIl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors. Any verbal information received
from the project employee or other entity shall not be
considered as an official response to any question
regarding this RFP.

Koxen YdacHuK TeHIepy € BiJIOBIIATbHUM 32 TyXKe
yBa)KHE IPOYUTAHHS IIbOTO 3aIHUTY Ta IOBHE PO3YMIHHS
oro yMoB. Yce CHUJIKYBaHHS CTOCOBHO IIBOTO 3aIuTy
Ma€ HAJCHUJIATUCH EJIEKTPOHHOIO MOINTOI Ha ajpecy:
UkraineCCIl_Procurement@dai.com He mi3Hime marw,
3a3HavyeHoi Buile. Bci orpumani 3anuraHHs OynyTh
3i0paHi, 1 BIANOBIAI HAa HUX OYIyTh HaJiclaHi
€JIEKTPOHHOIO MOIITOI0 YCIM 3alliKaBICHUM Y YaCHUKaM
TeHaepy. Bynmp-sika ycHa iHpopMallis OTpUMaHa BiJ
CHIBpOOITHHUKIB TMPOEKTY YW 1HIIOI YCTAHOBH HE Mae
posrggaruck K ogiuiiiHa BiAMoBiAe Ha OyaAb-sKe 3
MMATaHb [HOTO 3amuTy.
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13. Technical Specifications and requirements for
Technical Acceptability

13. Onuc poditr Ta BHMOTH 10 TeXHIYHOL

NPUITHITHOCTI

DAl Global LLC is seeking a qualified vendor to
complete the scope of work under this RFP.

To be considered technically acceptable, offerors must
demonstrate how they will meet or exceed all of the
requirements listed in this RFP. If the proposal fails to
meet one or more of the requirements, it will be deemed
technically unacceptable. Proposals deemed technically
unacceptable contain significant weaknesses or
deficiencies that cannot be corrected without a major
rewrite or revision of the original proposal.

The Offerors must ensure the required goods/services are
provided to the program beneficiaries in Kyiv (details of
the exact address to be provided to the selected vendor).
Prices must include all costs, logistics, and final delivery
to the recipients.

TO BE CONSIDERED TECHNICALLY
ACCEPTABLE

1. Offerors must clearly indicate and provide the
requested goods/services per the specification in
Attachment B.

The proposed offer must include all costs, logistics, and
the final delivery to the recipients.

2. The Offerors must confirm in writing that the supply
and delivery period shall be no longer than 60 days from
the contract signing date; however, more rapid delivery
time is welcome.

In addition to conformity requirements stated in
Attachment B, the Offerors are required to meet or
exceed the essential non-cost related specifications fully:

a. The Offeror shall be a duly registered entity in
Ukraine and demonstrate this with valid
documentation for operation in Ukraine.

b. Consent is required in writing to receive payment
for services solely by bank transfer in line with the
terms stipulated in the signed Contract.

c. The Offerors must provide relevant

Kommaniss DAI Global LLC mrykae kBamigikoBaHOTO
MOCTaYaJIbHUKAa JUIS  BUKOHAHHS  00CsATy  poOiT
BIJIMOBITHO JTO IBOTO 3aIUTY HA HAJAHHS MTPOTIO3HIIIM.

[Ilo6 mpomo3uIlis yYacHWKAa BBaXKauacs TEXHIYHO
MPUAHATHOIO, BiH TOBHUHEH 3a3HAYNTH, SKHM YHHOM BiH
3a0e3nedyBaTiMe BUKOHaHHS a00 TEpPEeBUIICHHSA YCiX
TEXHIYHUX BHUMOT 3TiHO [HOTO 3amuTy. SKIo
MPOIO3UIliS yYyaCHUKA HE BIJNOBIiJaTUME OHIN uM
Oimpime  BUMoOTaM, 1i  BB@KATUMYTh  TEXHIYHO
HenpuiHATHOW. [lpomoswmilii, MmO MICTATH CYyTTEBI
HEJIOJIIKY Ta MOPYIIECHHS, SIKi HEMOXKJIMBO CKOPHTYBaTH
0e3 iCTOTHOTrO TepepoOJicHHsT ab0 3MiHM IOYaTKOBOT
MIPOTTO3UIIi1, BBAKAIOTHCS TEXHIYHO HEMPUIHATHUMH.

ITocTayanpHUK IIOBUHCH 336C3HC‘II/ITI/I AOCTaBKy
obOnamHaHHs/cepBiciB B M. KuiB (Touna ampeca Oyme
HaJaHa BUKOHABIIO IICIS IAMUCAHHS KOHTPAKTY).
Linn MaroTh BKJIIOYATH BCi BUTPATH i BKIIOYATH OyIIb-
SIKY JIOTICTHKY Ta KiHIIEBY JOCTaBKY Ha0yBadam.

OB ITPOITO3ULIISI BBAKAJIACSI TEXHIYHO
NPUMHSITHOIO

1. YuacHMKM TIOBMHHI YiTKO 3a3HAYUTH 1 HAAaTH y
Jonatky B mepenik mNponoHOBaHUX CEpBICIB Ta
MIPOJYKTiB 3TiTHO 3aITUTY.

Linn MaroTh BKJIIOYATH BCi BUTPATH i BKIOYATH OyIlb-
SIKY JIOTICTHKY Ta KiHIIEBY JOCTaBKYy HaOyBayam.

2. TlocrayanbHUK Ma€ MiITBEPAUTH Yy MHUCHBMOBOMY
BUTJISAMI, 10 KIHIIEBHHA TEPMIiH TIOCTaBKH Ta
HaJamTyBaHHA He Oyze mepeBunlyBatu 60 owis 3
matu mignucanHs KoHTpakTy, BTIM JTOCTPOKOBI
ITOCTABKH BITAIOTHCH.

OxpiM BUKOHAaHHA BUMOT, 3a3HAYEHUX BHIIE, BiJl
VY4acHUKIB TEeHIEpY BHMAaraeTbcs MOBHICTIO
3aI0BOJIGHATH BaXKIIMBHM BHMOI'aM, HE IIOB’SI3aHHM 3
LIHOO, SIK1 3a3HAYEHI HIKYE, a00 MEPEeBUIIYBATH iX:

a) YyacHUK TeHAepy MOBHHEH OyTH 3apeecTPOBAHUM
B YKpaiHi i 11e MOBUHHO OyTH NMPOAEMOHCTPOBAHO
JiI0YMMH JOKYMEHTaMH AJ1s1 poOOTH B YKpaiHi.

b) MucbmoBa 3roma yyacHMKa Ha OIUIATy MOCIYT
BUKJIIOYHO Yy Oe3roTiBkoBii ¢(opmi Ha ymoBax,
nepeadaveHux B mianucanomy Jlorosopi.
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experience in providing the same or similar services
over the last 3 years. Please see Attachment F and
provide the required information.

d. The Offerors must have adequate financial and
material resources to perform the work within the
required delivery schedule, as evidenced by
acceptance of DAI payment terms upon delivery
and acceptance by DAI as stated above. Written
confirmation or_a bank statement must be

provided.

e. Availability of official _authorizations from
manufacturers is mandatory and must be provided.

f. These are VAT-exempted services, and DAI/CCI
expects the offerors to read and understand this
requirement.

¢) Jocsin pobotu y cepi 3a06e3medeHHs BiAMOBI THUMH
TOBapaMu/TocayraMu He MeHie 3 (TphOX) POKiB
(manmatite 3anmoBHeHy (hopMmy, Hamany y Jomatky F:
JlocBin poboTh).

d) YuacHuKk TeHAEpy [OBHHEH MAaTH  HAJICKHI
(iHaHCOBI pecypcH Uit BUKOHAHHS pOOIT/ HagaHHS
MOCYT y Mekax HeoOximHoro rpadika MOCTaBKH,
Opo MO CBITYUTh TPHHHATTS YMOB OIUIATH
komnanii «DAID» (micns HagaHHsS mOcmyr Ta ix
npuiHATT KommaHielo «DAI»), sK 3a3HaueHO
BHIIIE. Heo0xigno HaIaTH NHCbMOBE
NiATBePIKEHHS .

e) HasiBhicth  odiuiiiHoi  aBTopmM3amii

BHPOOHUKIB 000B’s3K0Ba 1 Mae OyTH HaaHa

Bil

f) JlocBinm HagaHHs TOBapIB i3 3BUILHEHHSM Bijl CIUIATH
[11AB (6axaHno).

14. Prohibited Technology

14. 3adoponeni TexnoJtorii

Bidders MUST NOT provide any goods and/or services
that utilize telecommunications and video surveillance
products from the following companies: Huawei
Technologies Company, ZTE Corporation, Hytera
Communications Corporation, Hangzhou Hikvision
Digital Technology Company, or Dahua Technology
Company, or any subsidiary or affiliate thereof, in
compliance with FAR 52.204-25.

VYdYacHUKM TOpPriB HE NOBWHHI HaJIaBaTH Oy.b-sKi
TOBapH Ta/ab0 MOCITYTH, Ki BAKOPHCTOBYIOTH MPOAYKTH
TEJIEKOMYHIKAIil Ta BiIEOCIIOCTEPEKEHHS BiJl TaKUX
kommaniii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, abo
Dahua Technology Company, a6o Oyap -ska ix ¢imis
BigmosigHo 10 FAR 52.204-25.

15. Determination of Responsibility

15. BusnaueHHs BignmoBigaabHocCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine.

2. Evidence of a Unique Entity ID (explained below).

3. The source, origin, and nationality of the services are
not from a Prohibited Country (explained below)

4. Proof of adequate financial resources to procure and
deliver the required goods/services or the ability to
obtain financial resources.

5. Relevant experience in similar or the same services
over the past 3 years

Kommnanis «DAI» He yknagaTiMe KOTHUAX JOTOBOPIB 3
Y4yacHUKOM TeHAepy IMepll HiXK He MEePEKOHAETHCS Y
Horo BIJIIIOBIJAbHOCTI. [Tpu OLIIHIOBAHHI
BIJINIOBIIAJIBHOCTI Y4YacHUKA TeHAepY OepyThCcs 10
yBaru HaCTYITHI (paKTopu:

1. HapmanHs Komid HEOOXIJIHUX JOKYMEHTIB Ha
3MIHCHEHHS TIsIbHOCTI B YKpaiHi.

2. Hasricts HOMepy Unique Entity ID (mosicHiO€THCS
HIDKYE).

3. Jlxepeno, TIOXOMKEHHsI Ta  IOPUCIUKIIIMHA
MPUHAIEKHICT TOBApiB Ta MOCIYTr HE 13 TMEPeNiKy
3aboponenux Kpain (1osicHeHHS HafaHi HUXKYeE).

4. HasiBHICTh AOCTaTHIX (DIHAHCOBHX PECYPCIB IS
BUKOHAaHHS TIPOEKTYy a00 MOXIUBICTh OTPUMATH
(hiraHCOBI pecypcH.

5. HasBHICTh 3aJOBUTLHOTO JOCBiy BHKOHAHHS
noIiOHUX POOIT MPOTATOM OCTaHIX 3-X POKiB.
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6. Qualifications and permit to perform related works
under acting legislation.

6. HasBHuicTp kxBamidikawii Ta mpaBa i BUKOHAHHS
poOIT 3a BIATIOBITHIM 3aKOHOIaBCTBOM.

16. Geographic Code

16. I'eorpadiunuii kon

Under the authorized geographic code for its contract,
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former Soviet
Union, or a developing country but excluding any
country that is a prohibited source.

Geographic Code 937: Goods and services from the
United States, the Cooperating Country, and developing
countries other than advanced developing countries, but
excluding any country that is a prohibited source.

o DAI must verify the source, nationality and origin, of
goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign
Assets Control (OFAC) as sanctioned countries. The
current list of countries under comprehensive sanctions
include: Cuba, Iran, North Korea, Sudan, and Syria. DAI
is prohibited from facilitating any transaction by a third
party if that transaction would be prohibited if performed
by DAL.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions for
prohibited countries.

BiamoBigHo mo3BoJIeHOTO TeorpadivyHOro KOy JUis
yKIafgaHHs AoroBopiB kommaHiss «DAID»  moxe
3aKyIOBYBAaTU TOBapu Ta IOCIYTH JIHUILIE 13 HACTYIHUX
KpaiH.

leorpadiunamii kox 110: ToBapu Ta mociayru 3i
Criomrygenux Iraris, He3aJIeKHUX JiepKaB
koiumHBoro Pamsacekoro Coro3y abo KpaiH, M0
PO3BHBAIOTHCS, aje 3a BHHSATKOM 3a00pOHEHUX KpaiH
MIOXOKEHHSL.

l'eorpadiunmit xom 937: ToBapm Ta mocayrm 3i
Crnonyuyennx llltaTiB, KpaiH-mapTHEpiB Ta KpaiH, IO

PO3BHBAIOTHCS,  KpiM  THEpelOBUX  KpaiH, IO
PO3BHBAIOTECS, 3a BHUHATKOM 3a00pPOHEHUX KpaiH
MTOXO/IKEHHS.

e Kowmmanis «DAI» 3000B’s3aHa  mepeBipUTH
JDKEpesio, IOPUCOUKIII0 Ta IOXO/KECHHS TOBapiB Ta
mocmyr Ta (y MakCHMaabHO MOXIWBIA — Mipi)
MePEKOHATHUCH, IO JKOTHI MOCIYTH HE 3aKyIOBYIOTHCS
i3 3a00pOHEHHMX KpaiH, SIKi 3HAXOAATHCS Y CITUCKY
YupapiiHHA KOHTPOJIIO 3a I1HO3EMHHMMH aKTHBaMHU
(OFAC) six xpaiam, Ha sIKi pO3IIOBCIOHKYIOTHCS CAHKIIII.
Jo  moTo4WHOro  CHHCKY  KpaiH, HA  AKi
PO3MOBCIOJIKYIOTECS  BCEOCSIKHI  CAaHKINi, BXOSTH
HactymHi kpaian: Ky0a, Ipan, Ilisaiuna Kopes, Cyxan
ta Cupis. Kommanii «DAI» 3a0opoHsieTscsi crpusiTi
Oyab-siKii yrolli TPeThOi CTOPOHH, SKIIO Taka Yyroja
Oyna 6 3ab6opoHeHo10, Ko O i1 BUKOHYBaIa KOMITaHis
«DAI».

e llogaroum mMpoONoO3WIIiI0 y BiAMOBIAL HA IIei 3amur,
VY4acHUKHM TeHJAepYy MiATBEP/KYIOTh, IO BOHU HE
nopyuryroTh BuMmor 1o Jxepena ta FOpucaukiii, i 1mo
MOCIYyTH  BiAMNOBigaroTh ['eorpadiunomy komy Ta
BUHSITKAM I110JI0 3a00POHEHUX KpaiH.

17. Unique Entity ID (SAM)

17. Yuikansnuii inenrudikarop opranizanii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000 in
equivalent and above are required to obtain a Unique
Entity ID (SAM) number before signing the agreement.

For those required to obtain a SAM ID number, you may
see Instructions for Obtaining a SAM ID number
(Attachment E) or contact the Activity Procurement
Team.

Bci amepukaHchKki Ta iHO3eMHI oprasizamii, sKi
OTPUMYIOTb  TIpSMi  CYOKOHTPaKTH/IOTOBOpHU  Ha
3aKymiBIIO Ha cymy B ekBiBajieHTi 30 000 monapis CLIA
1 BHIIe, MIOBUHHI OTPUMATH YHIKaJIbHUHN iIeHTUDIKATOD
opranizauii (SAM) o mianucanHs yroau.

Hns TUX, KOMy NOTPiOHO OTpPUMAaTH YHIKalIbHUIH
ineHTudikarop opranizamii (SAM), 3BepHITBCS [0
IHCTpykuii JUIst OTPUMAHHS YHIKQJIEHOTO
inenTudikaropy opranizauii (SAM) (Jdusuce Honatok
E) abo 3BepHiThes 10 Biminy 3akymiBens [IpoekTy.

18. Compliance with Terms and Conditions

18. 3ropa YuacHuKa TeHaepy 3 BUMOraMH

Bidder shall be aware of the general terms and conditions
for an award resulting from this RFP. The selected Bidder

VY4yacHUK TeHJepy Mae OyTH B Kypci 3arajbHHX YMOB
JUISL YKJIaJlaHHSl KOHTPAaKTy 3a pe3yJIbTaTaMH JIaHOTO
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shall comply with all Representations and Certifications
of Compliance listed in Attachment D.

3anuty Ha HajaHHs pono3uiii. OOpaHUi yUacCHUK Mae
BimmoBimatu ycim 3asBam Ta IliaTBepmKeHHSM PO
BIJIMOBIIHICTh, 3a3HaueHuM y Jlogatky D.

19. Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

19. IMoniTuka moao 0OpPoTHOM 3 KOPYHIi€ID Ta
0opoTh0010 3 XxabapHunTBOM Ta BinmomizanabHoi
3BiTHOCTI

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
the following acts of corruption:

Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment or
gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the Offeror or subcontractor.

Any collusion or conflicts of interest in which a DAI
employee, consultant, or representative has a business
or personal relationship with a principal or owner of
the Offeror or subcontractor that may appear to
unfairly favor the Offeror or subcontractor.
Subcontractors must also avoid collusion or conflicts
of interest in their procurements from vendors. Any
such relationship must be disclosed immediately to
DAI management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including termination
of the award and possible suspension and debarment
by the U.S. Government, excluding the Offeror or
subcontractor from participating in future U.S.
Government business.

Any attempted or actual corruption should be reported
immediately by either the Offeror, subcontractor or
DAI staff to:

Toll-free Ethics and Compliance Anonymous Hotline
at (U.S.) +1-503-597-4328

Hotline website — www.DAl.ethicspoint.com, or
E-mail to Ethics@DAIl.com

DAI Bene cBOW [JisUIBHICTD 3a HaHCYBOPIIIMMH

eTMYHHMH CTaHIapTaMH, 100 3a0e3NeUnTH YeCHICTh

KOHKYpEHIIii, MPUHHATHI I[IHA Ta YCIHIIIHE HaJIaHHS

ITOCITYT a00 TOCTABKY SIKICHMX TOBapiB Ta 00IaTHAHHS.

DAI He TepnuTh TaKNX KOPYNUIHHUX Tiii:

e Bynp -ski 3amuTH Ha OoTpUMaHHA xabapa, Bijjadi,
COpUSHHA YW BWIUIATH Yy BHUIVIAAl BHIUIATH,
momapyHka — abo  cHemianbHOi  KOMITEHCAIlil
chiBpoOiTHuKy DAL YPAIOBIIO g iX
NpeJCTaBHUKAM BIUTMBAIOTh Ha PIMIEHHS MPO
HaropopKeHHs a0 CXBaJEHHS

e byns -sKa mpomo3utlis xabapa, BiIKaTy, CIIPUSHHS 91
BUIUIATH Yy BUIJBIII IJIaTeXy, MOAapyHKa abo
cremianbHOI  BHHAropoJgu Bifg  odepeHTa UM
cyOmiapsmHUKa s BIUIMBY Ha pIMIEHHS TIPO
NPUCYDKEHHS YU CXBAJICHHS.

e bynp-iKe MAaXpaiCTBO, Take SIK HENpPaBUJIIbHE
BUKJIaJlaHHA a00 TNpUXOBYBaHHS iHQopMamii Ha
KOPHUCTH OpepeHTa U cyOmiapsiiHUKa.

e bynp -saKi 3MoBH a00 KOH(IIKTH iHTEPECIB, ¥ SKHUX
MpaliBHUK, KOHCYJIbTaHT abo mpeactaBHUK DAI mae
JIiJIOBI 200 0COOMCTI CTOCYHKH 3 NMPHUHIIMIIAIOM abo
BIIACHUKOM OQepeHTa UM CYyOmiApsaHuKa, sKi
MOXYTh BHUSIBUTHCSI HECIIPaBEIJIUBUMHU y KOPHCTh
odeperrta um cyOmiapsaHuka. CyOmiapsaHUKA
TaKoX TIIOBUHHI YHHKaTH 3MOB YH KOH(QIIIKTY
IHTEpeCiB y CBOIX 3aKyMiBIAX y TOCTadalbHHKIB.
Bynp -siki Taki BiJTHOCHMHM NOBWHHI OyTH HeraiHo
po3kpuTi kepiBHuuTBY DAI mis mepernsgy Ta
MPUAHATTS ~ BIAMOBIAHUX  3aXOJiB, BKJIOYAIOYH
MOJKJIMBE BUKIIIOYECHHS 3 BHHATOPOTH.

o Ili xopynmiifHi mii HE JOMyCKAIOThCH 1 MOXYTh
MPU3BECTH /O CEPUO3HHX HACHI/IKIB, BKIIOYAIOYH
NPUIUHEHHS IPU3HAYCHHS! BAHATOPOAN Ta MOKJIBE
Opu3ynuHeHHs Ta  BigmMoBy  ypsagy  CILIA,
BUKJIIOYaroun odepeHTa 4w CyOmiapsiIHUKA Bil
ydacTi y Maii0yTHix 0i3Hecax ypsay CILA.

e DBynp-ska cripoba uu (akTUuHA KOPYMINisS TTOBUHHA
OyTH HeraiftHo MOBiTOMJICHA othepeHTOoM,
cyOmiapsiHuKoM abo criBpodiTHrkamMu DAL

e be3kommroBHa aHOHIMHA rapsiia JiHist 3 TUTaHb €THKU
Ta JoTpuMaHHs BUMOT 3a ajapecoro (CLIA) +1-503-
597-4328

e Be0 -caiiT rapstuoi ntinii - www. DA .ethicspoint.com,
abo HajicIaTH eNeKTPOHHWH JIMCT Ha ajpecy
Ethics@DAI.com
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e USAID’s Office of the Inspector General Hotline at

hotline@usaid.gov.

By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no attempts
shall be made to influence DAI or Government staff
through bribes, gratuities, facilitation payments,
kickbacks, or fraud. The Offeror also acknowledges
that violation of this policy may result in termination,
repayment of funds disallowed by the corrupt actions,
and possible suspension and debarment by the U.S.
Government.

e Odic rapsyoi mimii ['eHepampHOTO iHCTIEKTOpA

USAID 3a agpecoro hotline@usaid.gov.
[Mingnucyroun 10 MIPOTIO3HUIIiTO, odepeHT
MiATBEPDKYE JOTPUMAHHS IIHOTO CTaHAAPTY Ta
rapaHrye, oo He Oy 1yTh 3po0JieHi cripoOu BIIMHYTH
Ha DAI abo ypsmoBmii mepcoHan 3a JOMOMOTOI0
xabapiB, 4ailOBHUX, BUIUIAT 32 CIPHUSHHA, BIAKATYy YU
maxpaiicTBa. YJacHHK TOPTiB TaKOX BHU3HAE, IO
MOPYIICHHS IIi€i TMOJITUKU MOXE TPU3BECTH [0
MPUIUHEHHS, TTOBEPHEHHS KOIITIB, 3a00pOHEHUX
KOPYMIIHHIMH IiSIMA, Ta MOYKJTHBOTO IIPU3YTTHHEHHS
ta 3a0oponu ypsay CIIA.
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Attachment A: Proposal Cover Letter /
Hopatok A: CynpoBigHun nuct

We, the undersigned, provide the attached proposal in
accordance with RFP No. REQ-KY-24-0132 dated July
08, 2024. Our attached proposal is for the total price of
(figure and in words).

We certify a validity period of Sixty (60) calendar days
for the prices provided in the attached Price Schedule.

We certify our financial responsibility and acceptance of
DAI payment terms, which is payment upon delivery and
acceptance of the provided services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, 110 TMiamUCANTHCS HIDKYE, HATAEMO TIPOIO3HUINIIO 13
3arajJpHOI0  LIHOIO (BKaXiTh
HiHy U PaMH 1 IPOTIFICOM), SIKA JJOJAETHCS, BIIMOBITHO
1o 3anuty Ha HajaHHs npomosulii REQ-KY1-24-0132
Bix 08 numas 2024 poky.

Mu 3acBimayemo, o [iHu 3a3Ha4edi y [Ipaiic-nucri, mo
JOJa€ThCsl, AiMCHI mpoTsarom mepioxy 60 (mmicTaecsr)
KaJICHIApHUX JIHIB.

Mu 3acBimayemo Hamry (piHaHCOBY BiAIIOBIHANBHICT 1
npuiiMaeMo yMmoBH omiath kommasii «DAI», sxi e
OIUIATOI0 TICIS JIOCTaBKM Ta TPHHHATTS HAZaHUX
TOCITYT.

Hama mponosurist € o000B’SI3KOBOIO [Jisi HAac 3
ypaxyBaHHAM 3MiH B  pe3ynbTaTi  OyOb-SKHX
00TrOBOPEHB.

Mu posymiemo, mo kommasis «DAID» He 3000B’s3aHa
pUiMaTH OyAb-AKi MPOTIO3UILil, sIKi BOHA OTPUMYE.

[Mignuc ynoBHOBaXKeHOT 0COOH:

IM’st Ta mocaia yoBHOBaKEHOT 0COOH:
Ha3pa oprauizariii:

Anpeca:

Tenedon:

E-mail:

IleuaTka koMmIaHii:
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Attachment B: Price Schedule (separate document)
HDopatok B: lNpanc-nuct (separate document)

The offerors are required to submit two copies of the price list:
1) PDF signed and stamped &
2) Excel soft copy

YyacHUKY TeHJIepy MOBUHHI HAJIaTH JIB1 KOIIi Mpaic-JInucTa:
1) PDF i3 miamucoMm i me4aTkoro Ta

2) enextpoHHY Kormito Excel

— DAI . PAGE 9
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Attachment C: Scope of Work
Hopatok C: TexHiYHe 3aBOaHHA

1. Background

The USAID Cybersecurity for Critical Infrastructure in Ukraine Activity began in May 2020. USAID
Cybersecurity for Critical Infrastructure in Ukraine Activity is a program funded by USAID and
implemented by DALI. The overall goal of the Activity is to reduce and potentially eliminate cybersecurity
vulnerabilities in Cl and to transform Ukraine from a compromised, reactive cybersecurity actor to a
proactive cybersecurity leader.

Over the five years of performance, the Activity will increase resilience and build capacity to prevent,
detect, and respond to cyberattacks against CI in Ukraine. The Activity will accomplish this goal through
the pursuit of three strategic objectives (SOs):

e SOLl: Create a safe and trusted environment to accelerate the development of people, processes,
and technology in support of cybersecurity across CI sectors and assets in Ukraine.

e SO2: Strengthen Ukraine as a sovereign nation built on a secure, protected, and dynamic economy
supported by a talented pool of human capital.

e SOa3: Stimulate demand for and supply of Ukrainian cybersecurity solutions and service providers
to empower, equip, and finance cybersecurity entrepreneurs and businesses.

The Activity is organized into three components. Activity tasks are highly interdependent and mutually
reinforcing.

Component 1: Strengthening the cybersecurity enabling environment

This component will strengthen the cybersecurity resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance, enabling collaboration between stakeholders, and supporting
cybersecurity institutions. This component will also build the technical capacity of key sectors through
increased access to cybersecurity technology and equipment.

Component 2: Developing Ukraine’s cybersecurity workforce

This component of the Activity will address workforce gaps through interventions that develop new
cybersecurity talent and build the capacity of existing talent. These interventions will address the entire
workforce pipeline, the quality of education received by cybersecurity specialists, and industry training
programs to rapidly upskill Ukraine’s workforce to respond to immediate cybersecurity vulnerabilities.

Component 3: Building a Resilient Cybersecurity Industry

A growing cybersecurity industry in Ukraine will contribute directly to national security and prosperity.
This component will seek to build trust and collaboration between the public and private sectors to develop
innovative solutions for future cybersecurity challenges, spur investment and growth in the broader
cybersecurity market in Ukraine through greater access to financing, support smaller cybersecurity
companies to increase the number of local cybersecurity service providers rapidly; and offer mechanisms
for Ukrainian firms to connect with industry partners to enable better access to innovations and business
opportunities.

2. Context

There is a continued and elevated need in the Government of Ukraine to support critical infrastructures and
maintain operational functions to keep decision-making process and citizens’ services ongoing.
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Since 2022, state agencies and critical infrastructures have been under constant cyber and physical attacks,
which altogether require them to create robust resilience capabilities, many of which depend on digital
technologies' presence and smart use.

There has been an increased demand for USAID to support the GoU in procuring needed hardware and
software to manage and implement routine cybersecurity measures, support connectivity and data
infrastructures, and strengthen state employees’ digital skills and capabilities.

The goal of the project is the initial (1st phase) modernization and implementation of the basic elements of
the information security architecture of the Unified Automated Information System (UAIS) of the State
Customs Service of Ukraine, which are determined by the need to implement the recommendations of the
preliminary audit using the NIST Cybersecurity Framework. Audit work was performed by Ernst&Young
during 2023.

3. Objectives

The Activity aims to procure, deliver and set up equipment for UAIS of the State Customs Service of
Ukraine concerning its initial (1st phase) modernization, including the following solutions:

o cybersecurity of employee workstations (XDR)

e licensing and technical support of the Oracle DBMS

e remote VPN access of employees to the UAIS
And the development of the conceptual model of the Import Control System (ICS2) as a separate future
component provided for by the Development Strategy of the Customs Service.

Oracle DBEMS HDR VPN+MFA ICs2

Fig. 1 Project solutions under the project

Tasks:

DAI/CCI is looking for a qualified Vendor to implement the solution as follows (based on the technical
specification in Attachment B).

[Oracle]:
e Activation of licenses and technical support
[PAN]:
e implementation and configuration of the PAN Broker VM in the recipient’s server
infrastructure
o implementation and configuration of the core cloud part of the solution (including
configuration of relevant security policies)
e developing a solution administration manual
e developing a solution user’s manual
[Cisco]:

e updating OS/software and basic configuration of hardware (VPN concentrators)

o implementation and configuration of VPN concentrators (updating OS/software, basic
configuration, VPN)

o configuration of security rules, policies and services of VPN concentrators (as NGFW)
e integration with the recipient’s LDAP

¢ integration of VPN concentrators with the recipient’s existing NGFW (Firepower
Management Center) control center

e implementation and configuration of the core part of the MFA service

e developing a solution administration manual

e developing a solution user’s manual
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After signing the contract, the selected vendor will be provided with more information regarding the
location and the work to be carried out.

The selected vendor will be responsible for the implementation — and configuration of the new equipment
and systems in accordance with the recipient’s needs to activate the license on the equipment and systems.

The implementation of this activity will be carried out under the direct supervision of a DAI technical staff.

— DAI . PAGE 12
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Attachment D: Representations and Certifications of Compliance / lopaTok
D: 3asaBwu Ta lligTBepaxXeHHAM npo BignoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not presently
debarred, suspended, or determined ineligible for an award of a
contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10 requires
DAL, as prime contractor of U.S. federal government contracts, to
report compensation levels of the five most highly compensated
subcontractor executives to the Federal Funding Accountability and
Transparency Act Sub-Award Report System (FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure compliance
with these Executive Orders and laws. Recipients may not engage
with, or provide resources or support to, individuals and
organizations associated with terrorism. No support or resources
may be provided to individuals or entities that appear on the
Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in persons
(as defined in the Protocol to Prevent, Suppress, and Punish
Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational Organized
Crime), procure commercial sex, and use forced labor during the
period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it currently
is and will remain in compliance with FAR 52.203-11, Certification
and Disclosure Regarding Payment to Influence Certain Federal
Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that will
comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on the
existence of any potential organizational conflict of interest. The
Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAII with a disclosure statement
describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that it
is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or national
origin.

1. denepanbHUil COUCOK BUKITIOYCHUX 0¢i0 — OOpaHuii yYacHUK TEHAEpa
Hapa3si He € BiJICTOPOHCHUM, TUMYACOBO BiJICTOPOHCHHM a00 BH3HAHUM
TaKuM, 10 HE Ma€ MpaBa YKIaJaTH KOHTPAKT 3 OyAb-SKUM (eraepabHIM
OpraHoM.

2. IigTeepmxeHns 3apobiTHoi miatu kepiBHunTBa — [lonoxenHs FAR
52.204-10 Bumarae Bix kommanii «DAID» sik reHepaabHOTO MiAPSAHAKA 32
KoHTpakTaMu (eaepanbHoro ypsaay CILA 3BiTyBaTH mpo piBHI 3apo0iTHOT
IUIATH IT'ATH KEPiBHUKIB CyOmiapsAIHMKA 3 HAWBUIIUM piBHEM 3apOOiTHOL
wiati B CHCTeMy 3BITHOCTI 3a JOTOBOpaMH CyOIiApsTy BiIIOBIIHO JO
3aKoHy IIpO MiI3BITHICTH 3a (epepabHUM (hiHAHCYBAHHSIM Ta IPO30PICTh
(FSRS).

3. Yxka3 Ilpesunenta CIIIA npo 3a6opoHy (iHAHCYBaHHS TEPOPHU3MY -
BukoHaBiro Haragyetrbes, mo yka3su [Ipesugenra CHIA Ta
3akoHoaBcTBO CIIIA 3a00pOHSIOTH 3IHCHIOBATH onepallii 3 Gpi3uIHIMHU
ocobamMM Ta OpraHi3amisMH, IOB’SI3aHUMH 3 TEPOPU3MOM, a TaKOXK
HaJaBaTd iM pecypcd Ta MATPUMKY. IOpuandHy BigNOBiZanbHICTH 3a
3a0e3neyeHHs JOTPUMaHHS LUX ykasiB IIpe3umjeHTa Ta 3aKOHOIABCTBA
Hece Bukonasenns/Penumient. PenumnieHTy He NO3BONISETHCS IIPALIOBATH 3
¢i3nuHEME oco0aMH Ta OpraHi3alisMH, OB’ I3aHHMH 3 TEPOPH3MOM, a
TaKo)XK HajaBaTH iM pecypcu Ta miarpuMmky. JKomgma nomomora abo
pecypcH He MOXKYTh HaJaBaTHCh (Pi3UYHUM a00 IOPHIUIHAM 0CO0aM, SKi
3HaxX0AThCS Y CIIUCKY TPOMaIsiH OCOOIMBUX KaTeropii Ta 3a00pOHEHUX
ocib, skmii Beme Kasmaueiicteo CIHA (muB. www.SAM.gov), a6o y
Crucky 0COOIMBUX KaTeropii OOH (nuB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).  Ile
MOJIOXKEHHS 000B’I3KOBO BKJIFOYAETHCS JI0 BCIX JIOTOBOPIB CyOmiapsimy /
pillleHs TPO HamaHHS CyOIiApsmy, SKi BUKOHYIOTBECS B paMKax I[bOTO
JIOTOBODY.

4. TopriBas 10AbMU — BUKOHABIIO 3a00POHSAETHCS MIPOTATOM CTPOKY il
OBOTO KOHTPAKTy 3IIMCHIOBATH TOPTIBIIO JIOABMH (K BU3HAYEHO Y
[IpoToxomi moxo 3anobiranHs, MPOTUAIT Ta HOKApaHHS TOPTiBII JIFOABMH,
0COOIMBO XKIHKaMH Ta AiThMU, skuii nornoBHioe Konsenniro OOH momo
MPOTHIII TPAaHCHAIIOHATBHOI OPraHi30BaHO! 3MI0YMHHOCTI), OIIadyBaTH
KOMEpIIiifHI CeKcyanbHi TOCIYI'M Ta BHKOPUCTOBYBAaTH IIPHMYCOBY
Tparo.

5. IligTBepKEHHS Ta PO3KPUTTS iH(OpMAIli 100 IUIATEXIB 3 METOIO
BILIMBY Ha JiesiKi (e/iepasibHi rocHoaapchKi onepaltii — YYacHUK TeHIepa
MiATBEPKYE, IO TOTPUMYETBHCS 3apa3 Ta AOTPUMYBATHMETHCS ¥ Hamaui
BuMor FAR 52.203-11 «IligTBepmKkeHHs Ta pO3KpHUTTS iH(popMarii momo
TUIATEXKIB 3 METOIO BIUTMBY Ha AesKi (eiepalibHi TOCTIONapChKi onepaiiy.

6. OpranizamidHuii KOHQIIKT iHTEpeciB — YYacCHHK TEHIEPY
MiATBEP/KY€E, M0 HOMy He BiIoMO Tpo Oymb-sKy iH(pOpMAIliio, sKa
CTOCY€ETHCSl iICHYBaHHs Oyb-5IKOrO MOTEHIIHHOTO KOHQIIKTY iHTepeciB
opraizarii. Y4acHHK TeHAEpY TaKOX MiATBEPIUKYE, 10 SKIIO HOMY CTaHe
BiZIOMO IIPO iH(OPMAIIi0, IKa Ma€ BiTHOMIEHHS 10 MOKJIMBOCTI iCHYBaHHS
MOTEHIIIHHOTO KOHQIIKTYy, YYacHMK TEHIEpy HEBIIKIAJHO HaJae
kommaHii «DAI» 3BiT, e po3kpuBa€eTbes Taka iHGOpMAIis.

7. 3abopoHa cerperaiii Micllb CIJIbHOTO KOPHCTYBaHHS — Y4YacHHK
TeHJepa MiATBEpPKYe, 0 AoTpuMyeThesi FAR 52.222-21 «3abopona
cerperatii Micllb CIIIJIBHOTO KOPUCTYBaHHS.

8. PiBHI MOXKJIMBOCTI — YYacHHK TeHAEPY MiATBEPIIKYE, IO HE 3IHCHIOE
JMUCKPUMIHAINIO MTPOTH OYAb-SKOTO TpaliBHUKAa a0 3asiBHHUKA 32 BIKOM,
CTAaTTIO, PEIIri€l0, IHBANIIHICTIO, Pacol0, MEPEKOHAHHSMH, KOJIbOPOM
HIKipH 200 HAI[IOHABHICTIO.

9. TpyznoBe 3aKOHONABCTBO — YYacCHHK TEHHAEPY WIiATBEPIKYE, IO
JOTPUMYETHCS BCIX BUMOT TPYZOBOTO 3aKOHO/IABCTBA.
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9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR) and
is in not in violation of any certifications required in the applicable
clauses of the FAR, including but not limited to certifications
regarding lobbying, kickbacks, equal employment opportunity,
affirmation action, and payments to influence Federal transactions.

11. Employee Compliance — The Offeror warrants that it will require
all employees, entities and individuals providing services in
connection with the performance of a DAI Purchase Order to comply
with the provisions of the resulting Purchase Order and with all
Federal, State, and local laws and regulations in connection with the
work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

10. [omoxenns npo denepanphi 3akymiBmi (FAR) — YyacHuk TeHzaepa
HiATBEepKye, 1Mo o3HaiomieHnit 3 IlomoxeHHAM mpo (enepaibHi
sakymiBmi (FAR) 1 He mopymye >XOZHOTO MIiATBEP/UKEHHS, IO
BHMAaraeThCs 3riJHO 3 BiANOBiAHUMHE HopMamu FAR, y ToMy vwmcii, ane He

OOMEXYIOUHCh MIATBEPKCHHAMH CTOCOBHO JIOOiIOBaHHA, Xabapis,
MOKJTUBOCTI PpiBHOTO MpaleBIaITy BAHHS, KOMITEHCAIIHHOT
MUCKpUMiHAMii, Ta IUIATeXKIB 3 METO BIUIMBY Ha (QeaepaibHi

TOCIOJIAPCHKI orepartii.

11. JloTpyMaHHS BUMOT MpaIliBHUKaMHU — Y YaCHUK TCHJIEPY TapaHTYeE, M0

BUMaraTuMe BiJl yCiX IpaIiBHUKIB, IOPUIMYHUX Ta (i3MYHHX OCiO —
HaJaBadiB IOCIYT Yy 3B’SI3Ky 3 BHKOHAHHAM JloroBopy Ha 3aKyIiBIIO
kommaHii « DAI» noTpumMyBaTHCh BUMOT BiIMOBiAHOTO JJoroBopy.

ITomaioun TNPONO3UILII0, YYaCHUKM TEHIEPY LUM IOTOJDKYIOThCS
MOBHICTIO BUKOHYBATH YMOBH Ta IOJIO’KEHHS BUILE3raIaHOTO Ta BCHOTO
BiAmoBinHOTO (enepansHoro 3akoHomgasctBa CIIIA, mo 3a3HadeHe y
IbOMY JOKYMEHTi, a TakoX HpH YKJIaJeHHi JOTOBOPY IOBUHHI OyTH
TOTOBI MiMUCATH I1i 3asIBH Ta MiATBEPKCHHS.
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM) for
DAI's Vendors, Subcontractors & Grantees

Hopatok E: IHCTPYKLUIT WoA0 OTPMMaHHS YHiKanbHOro ineHTudikatopy
opraHisauii (SAM) — nocTayanbHUKKU, CyOniapAOHUKN Ta rPaHTOOTPUMYyBaMi
komnaHii «DAIl»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier
(SAM) created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted,
and owned by the government. This allows the government to streamline the entity identification and validation
process, making it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to
register. Ernst and Young provides the validation services for the U.S. Government. The information required for
getting an Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal
business name and address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3araabHa indopmanis:

Crucanii orysii norouynux Bumor ypsiny CIIA — ynikanbHuii inenTudikarop opuananoi ocoon (SAM)
[Mouynnatoun 3 4 kBiTHA 2022 poOKy, IOPUIWYHI OCOOM, SIKI BeOyTh MAISUIBHICTH 13 (eAepalbHUM YpSIOM,
BUKOPHCTOBYBATUMYTh VHIKaIbHHUN ifeHTH]IKaTOp FopuaudHoi ocobu (SAM), mo CTBOpIOEThCS Ha CalTi
SAM.gov. Vuikanpuuii izeHTudikarop ropumudHoi ocoou (SAM) — ne 12-3Haunuii andaBiTHO-IUPPOBHUIA KO,
SKHH KOHTPOJIOETHCS Ta TMPHCBOIOETHCS YPSAOM 1 HANCKUTh ypsiny. BiH nomomarae ypsiny COpOCTUTH TpOIec
imeHTHdiKarii Ta IepeBipKu IPUIUIHNAX OCi0, MONETIIYIOYH 1 pOOISTIN MEHIIT OOTSHKIIMBUM ISl FOPUIUIHUX 0Ci0
BEJICHHSI JIISUTPHOCTI 3 PelepaTbHUM YPSIIIOM.

IneHTH(IKaTOp HATAETHCSA IOPUAMYHUM 0CO0aM IIiJl Yac peecTpallii, abo X HOro MOXKHa OTPUMATH Ha CaWTI
SAM.gov 6e3 peectparii. [locnyru 3 miarBepmkeHHs ineHtudikaropa st ypsay CIIA nanae kommnanist Ernst and
Young. Indopmaris, HeoOXifHa JUII OTPUMAaHHS YHIKalIbHOro igeHTudikaTopa opuaudHoi ocodbu (SAM) Ges
peectpariii, — MiHiManbHa. [nenTrdikaTop miATBEPKYE JIHIIE IOPUIUYHY HA3By Ta aJipecy Bamioi opranizamii. Lle
i ATBEPKEHHS TOTO, 1[0 Ballla OpPraHi3allis € THM, 3a KOro ce0e BUJIaE.

VYHikaneHU ieHTH(IKaTOp IopuarnYHOT 0coon (SAM) HamaeThest 6€3CTPOKOBO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that
assigns a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously
used by the US Government to assign unique entity identifiers. This system was retired by the US Government on
April 4, 2022 and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government
will have no requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned
and viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity
ID (SAM) can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace
or by signing in and searching entity information.

Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization
begin on the next page.

Crucauii orasg kosmmHix Bumor ypsiny CHIA — DUNS
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VYHiBepcanpHa cuctema Hymepaiii qanux (DUNS) — 1e cucrema, po3pobieHa i KOHTpOoIr0BaHa KoMmaniero Dun
and Bradstreet, ska mnpucBOI0OE CyY0’€KTy TOCHOAApIOBAaHHS YHIKAJIbHUHA JIeB’ATH 3HAYHUE 1HU(PPOBUI
igentudikarop. Taka cucremMa € CBITOBHM CTaHIAapTOM 1 paHille BHKOpHUCTOByBajach ypsimom CIIA s
TIPUCBOEHHS YHIKAJIBHUX 1IeHTH(IKaTOpiB opuandHuM ocobam. 4 kBiTHS 2022 poky ypsn CHIA mpunmHUB
BUKOPHCTAHHS IIi€i CHCTEMH 1 3aMiHUB 11 Ha YHIKaIbHUH i7eHTrdikaTop opunandaoi ocoou (SAM). Ilicns 4 kBiTHS
2022 poxy denepansauii ypsin He Bumaratume Homep DUNS.

Sxmo ropuanuHy 0co0y Oyio 3apeecTpoBaHO Ha caiti SAM.gov (3 akTHBHOIO a00 HEaKTHBHOIO PEECTPAIIIET0),
VHIKabHHUN 11eHTHdiKaTOp IopuandHoi ocodbu (SAM) OyB NpHCBOEHUH i OCTYITHHUMN IS IEPETIISAY B O0JIIKOBOMY
3amuci opraHizauii Ha caiiti SAM.gov me no mepexoay, sikuii BinOyscs 4 kBiTHA 2022 poxy. YHiKanbHUIA
inerTudikarop puanIHOI ocodr (SAM) MOXKHA 3HANTH, YBIWIIIOBIITH IO CUCTEMH Ha caiiTi SAM.gov 1 BuOpaBmn
BiJuKeT «YmpaBiiHHs opraHizamieto / Entity Management» y cBoemy poOodoMy HpOCTOpi a00 YBIMIIOBIIU JIO
CUCTEMH 1 BUKOHABIIIY TOIIYK iH()OpMAIlii PO IOPUIUIHY 0CO0Y.

For more information on obtaining the Unique Entity [ID/SAM, please visit the link:
https://www.youtube.com/watch?v=4RSHjczdxq8

Offerors shall be informed that they do not need to register for this procurement; they only need to obtain a
UE ID. Don't hesitate to contact the CCI Procurement Team for any questions about acquiring a Unique Entity ID.
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Attachment F: Past Performance/ JoaaTok F: [locBig po6oTu

Please indicate orders that best illustrate your work experience relevant to this Request, starting from the most recent. The services performed over the past three years

will be considered.

[IpocuMo BKIIFOUMTH 3aMOBJIEHHS, SIKi HAlKpallle UTIOCTPYIOTh Balll IOCBiJl pOOOTH, aKTyallbHUN IS IHOTO 3alUTY, TOYNHAIOYH 3 OCTAHHBOTO 3aMOBJICHHS. bepyThcs
710 YBar# MOCJIYTH 3/A1lCHEHI TPOTATOM MUHYJIHX TPHOX POKiB.

Ne | Project Description | Client name/ Price in Period of works Completed in Transfer and Type of agreement, subcontract,
Title/ of Activities/ | phone number, e- | UAH/ (Start-End Dates)/ | time (yes/no)/ acceptance act signed | grant, order (fixed price, with
Hassa Ormwc mail/ Bapricts y | [latu mouaTky i 3aBepIeHo y (yes/no)?/ reimbursement of expenses)/
MPOEKTy | AISUTBHOCTI HasBa kimienTa/ TpH. 3aBepIICHHS ctpok (Tax/Hi) | Um mignucaHo akTa Tun yroau, noroBopy

HOMeEp pooiT npuiiMaHHs-TIepeaadi | cyOomiapsay, TpaHTy, JOTOBOPY
tenedony, e-mail po6it? (Tax/Hi) Ha 3aKyIBIO (3 (hiKCOBaHOIO
IIHO¥O, 3 BiIIIKOyBaHHIM
BHTpAT)
1
2
3
4
5
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Attachment G: Proposal Checklist /
dopatok G: Yek-nuct nponosuuii

Offeror:
Have you?

|:ISubmitted your proposal to DAI electronic E-mail address UkraineCCl Proposals@dai.com (as specified in
General Instructions above?
Does your proposal include the following?
Signed Cover Letter (use template in Attachment A)
|:IPrice Proposal (submitted in PDF and Excel format)
Past Performance (use template in Attachment F).
I:Iofficial authorizations from manufacturers.
Written confirmation of delivery and installation period (60 days from the contract signing date)

Documents use to determine Responsibility (As required in section “Responsibility
Determination”):
1. Provide copies of the required business licenses to operate in Ukraine (company registration documents,
including documents from the tax authority about VAT status).
Evidence of a Unique Entity ID (SAM) number for contracts over $30,000
The source, origin, and nationality of the services are not from a Prohibited Country.
A brief overview of the company, including professional achievements.
Confirm that the offeror has enough financial resources to complete the required task.
Successful experience with related projects of similar scope and size (see Attachment F)

oukwnN
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