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WARNING: Prospective Offerors who have received this document from a source other than DAI,
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address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
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NONEPEOXEHHA: MNMoTeHuinHi YyacHUKM TeHaepy, sSKi oTpyManu Len JOKYMEHT 3 [pKepena iHWworo,
HibX koMnaHis «DAl», noBuHHI HeranHo 3BepHyTUcs Ao UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3BYy Ta agpecy CBOEI KOMNaHii, o6 NpsAMO Ha Lo agpecy iM MoXHa Oyno HagcmnaTu 3MiHM 40 Lboro
3anuty abo iHwWi noBigomMneHHs. byab-Aknii NOTEHUIMHWMIA YYaCcHUK TeHOEpPY, SKUA TakuM YMHOM He
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Synopsis of the Request for Proposals (RFP)
Ctucnuin ornap 3annTy Ha HagaHHA npono3uuii (3anuT)

1. RFP No. REQ-KYI-23-0345
2.Issue date: December 21, 2023
3.Title

Provision of subscription services to analytical
platforms for Domain Name System traffic
analysis to detect potential attacks for the National
Coordination Center for Cybersecurity.

4.E-mail address for submission of Proposals

Proposals should be submitted to
UkraineCCI_Proposals@dai.com.

5.Deadline for Receipt of Questions

December 29, 2023 Kyiv, 14.00 Ukraine Time to the
e-mail address UkraineCCI_Procurement(@dai.com
All questions will be collected, and replies to them will
be sent via e-mail to tender participants.

6. Pre-award call with potential Vendors (in case
any of the vendors express desire)

December 29, 2023 at a time requested by Vendors.
7. Deadline for receipt of Proposals

January 5, 2024 16.00 Kyiv, Ukraine Time to the e-
mail address UkraineCCI_Proposals@dai.com

PLEASE NOTE THAT THE E-MAIL ADDRESS
FOR RECEIPT OF QUESTIONS AND THE E-MAIL
ADDRESS FOR RECEIPT OF PROPOSALS ARE
DIFFERENT

8. Point of contact

UkraineCCI_Procurement@dai.com

9. Anticipated Award Type

A Firm Fixed Price Purchase Order is an anticipated
award for a total firm fixed price, for the provision of
specific services, goods, or deliverables and is not
adjusted if the actual costs are higher or lower than the
fixed price amount. Offerors are expected to iu are
nclude all costs, direct and indirect, into their total
proposed price.

1. 3anut Ne REQ-KYI1-23-0345
2. laTta nanauus 3anuty: 21 rpyaus 2023 p.
3. Ha3Ba

3akymiBig MAMUCOK HAa aHANITUYHI TaTGopMu s
aHanizy DNS-Tpadiky Ha nmpeaMeT MOTEHLIHHUX aTak
st HarioHanbHOTO — KOOPJMHAIMHOTO  LEHTPY
KibepOe3neKu.

4. EnexTpoHHa agpeca 1151 NOJAHHS MPONMO3ULIii

Iponozuii MaroThb 10J1aBaTHUCH
UkraineCCI Proposals@dai.com

Ha ajpecy:

5. KinneBuii TepMiH OTPMMAaHHS 3aNIMTAHb

14.00 3a micueBUM KUIBCHKHM 4acoM B YKpaiHi 29 rpyaHs
2023 poxky, Ha anpecy: UkraineCCI_Procurement(@dai.com
Bci otpumani 3anuTanHs OyayTh 310paHi, 1 BiIOBIA Ha HUX
OyZyTh HamiclaHi ydYacHHUKaM TEHICPY EIeKTPOHHOIO
HOIITOIO.

6. Ilomepexnst po3mMoBa 3  NOTeHUIHUMU
IMocTayanbHUKAMH (3a OaskaHHSIM
MOCTAYAJIbHUKA)

29 rpynnus 2023 p. — B 3a3HavyeHnit [locTauampHIKOM Hac.
7. KinueBuii TepMin oTpuMaHHS MPONO3UIii

16.00 3a MicueBUM KHIBCBKMM 4YacoM B YKpaiHi 5 ciuHs
2024 poxky Ha aapecy: UkraineCCI Proposals@dai.com

3BEPHITh VBAI'Y, IO AJIPECA EJEKTPOHOI
TTOLLITH JUTSI OTPUMAHHSI 3AIINTAHD TA AJIPECA
EJIEKTPOHOI ~ TOWITU  JUIT  OTPUMAHHS
TIPOTTO3UIIIN BIJIPI3HSIOTHCS

8. Axpeca nis 3anuTiB

UkraineCCI_Procurement(@dai.com

9. OuikyBaHHii BUJ KOHTPAKTY

Kontpakr i3 dikcoBaHow miHOW — 1¢ OYiKyBaHa
BHHAropoja 3a 3aragbHy (iKCcOBaHy MiHY, 332 HaJaHHI
KOHKPETHHX TMOCIyI, TOBAapiB YW pE3yibTaTiB, SKa HeE
KOPUTYETHCS, KO (PaKTHYHI BUTpATH BHUII a00 HIKYI 32
¢ikcoBany wiHy. OUIKy€TbCS, IO YYaCHUKH TEHAEPY
BKITIOYaTUMYTh YCi PsIMi Ta HEMIPAMi BUTPATH A0 3arajbHOl
3aIIPOIIOHOBAHO]T IiHH.

— DAI
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Issuance of this Request for Proposal (RFP) in no way
obligates DAI to award a purchase order and Offerors
will not be reimbursed for any costs associated with the
preparation of their bid.

10. Basis for Award

An award will be made based on the Lowest Price,
Technically Acceptable Source Selection process.
The award will be issued to the responsible Offeror
submitting the lowest evaluated price that meets or
exceeds the acceptability requirements for
technical/non-cost factors described in this RFP.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics(@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

Hananns nporo 3amuTy B KOJHOMY pasi He 3000B’s3ye
kommanito «DAI» ykmamaTu JOroBip Ha 3aKyMiBIO, 1
YyacHUKaM TeHAepY He BIALIKOJAOBYIOTBCSA Oyab-siKi
BUTPATH, TIOB’s3aHi 3 MiJIFOTOBKOIO TPOIO3HIIii.

10. TincraBa a8 yKIageHHs] KOHTPAKTY

Pimenns npo ykinagaHHS KOHTPAKTy Oynae MpuiiMaTHCh Ha
ocHOBI mporiecy «TexHiYHO MpHiiHATHA MpoOMO3MINs 3a
HaliHMK4Y0l0 uiHol». KoHTpakT Oyne ykiameHo 3
BIAMOBIJaJIbHUM Ta UPUHHATHUM YYacHHKOM TEHICPY,
AKHHA TMOJACTh HAWBHTIAHINIY IliHY, sIKa BiAmoBimae abo
MepEeBUIly€e TEXHIYHI BUMOTH/ HELIHOB1 ()aKTOPH, OTIHUCAHI Y
ILOMY 3aITuTi.

DAI Bezae cBoro HisUTbHICTH BiJIOBIHO /IO HAWCYBOPIIIUX
CeTUYHHX  CTaHAapTiB, 100 3a0e3MeYnTH  YECHICTh
KOHKYPEHIIii, IPUIHATHI IiHU Ta yCIIIIHE HaJIaHHS MOCTyT
abo JIOCTaBKy SIKICHUX ToBapiB Ta oOiagHaHHsA. DAI He
TEPIUTh KOPYMii, XaOapHUITBA, 3MOBH YHU KOHDIIKTY
inTepeciB. [Ipo Oynp-ski 3amuTH Ha orwIaTy abo MOCIyru
cniBpoOiTHUKIB DAI ciij sskoMora IIBHIIIE TOBIAOMIISITH
Ha ethics@dai.com abo BiB1gaBIIN
www.dai.ethicspoint.com. KpimM Toro, Oynb-ski crnpoOu
KOHTpakTepa YW  CYONApSIHUKA  3alpOIOHYBATH
criBpoOiTHHKaM DAI 3a0X04eHHs Ta BIUIMHYTH Ha PillICHHS
He OyJyTh JIONYCKAaTHUCS 1 CTaHyTh MiJICTABOIO JUIS
JUCKBaITi(hiKaIil, MPUIMTHHEHHS Ta MOKJIIMBOTO OJIOKYBaHHSI.

— DAI
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General Instructions to Offeror
3aranbHi iHCTpYKUil

11. General Instructions to Bidders

11. 3aranbHi iHcTpyKuIii

The USAID Cybersecurity for Critical Infrastructure
in Ukraine (USAID Cybersecurity) is issuing an RFP
for the provision of subscription services to
analytical platforms for Domain Name System traffic
analysis to detect potential attacks for the National
Coordination Center for Cybersecurity (NCCC).

e The exact subscription services are included in
Attachment B of this RFP.

e Offerors wishing to respond to this RFP must submit
proposals in English or Ukrainian, preferably in
English, in accordance with the RFP instructions. Each
Bidder is responsible for reading very carefully and
understanding fully the terms and conditions of this
RFP. All communications regarding this solicitation
are to be made solely through the Issuing Office and
must be submitted via e-mail no later than the date
specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Bidders.

e [ssuance of this RFP in no way obligates DAI to award
a subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

e Proposals are due no later than January 5, 2024, 16.00
Kyiv, Ukraine Time to the e-mail address
UkraineCCI_Proposals@dai.com.

e Please note that Offerors shall submit complete
proposals in electronic form.

e Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to this
RFP will constitute an offer and indicates the Offeror’s
agreement to the terms and conditions in this RFP and

poext USAID «KibepOe3neka KpUTHYHO Ba)KIUBOT
iHppacTpykTypu B Ykpaini» (mam — «USAID
KiGepbOesneka» abo «lIlpoekt») orojomye 3amut
010 3aKYITIBJII MAMACOK Ha aHATITHYHI IIATHOPMH
it aHaiizy DNS-tpadiky Ha mpeaMeT MOTeHIIHHIX
arak i1 HarioHaJpHOrO KOOpAWHALIHHOTO IEHTPY
KiOepOe3meKH.

e TexHiuHe 3aBmaHHs Ta crenu@ikamis TpeaMeTy
3aKyIiBJII BKJIFOYHO 13 MOCIyraMu HaBejieHa y JlomaTkax
B rtaC.

e VYYacHUKH TEHIEPY, SKi 0a)KArOTh BIJIOBICTH Ha Iei
3anuT Ha HAJNAHHS MPOMO3MINKM, TOBUHHI II0JaBaTH
MPOTIO3UIIIT AHTJIHCHKOI a00 YKpPaiHCHKOK MOBOIO
(0a:kaHo aHIIiliCbKOI0) BIAMOBIIHO [0 IHCTPYKIIH,
BKa3aHUX y [IbOMY JOKYMEHTi. YCi OOTOBOpEHHS MO0
LOTO 3amUTy MAarOTh 31MCHIOBATHCS BUKIIOYHO Yepe3
odic, 110 BUIAB JOKYMEHT Yepe3 eIeKTPOHHY aapecy, He
Mi3HINIe JaTH, 3a3Ha4yeHoi BuWIe. BiamoBimi Ha yci
OTpHMaHi 3amMTaHHA OYIyTh pO3iCIaHi y TMHCHMOBIH
(hopmi yciM 3allikaBIeHUM y4YaCHUKaM TEHAEPY.

e OnNpwIOJHEHHS IOTO  3amuTy Ha  HaJaHHI
MPOTMO3UIIH KOAHUM YHUHOM HE 3000B'i3y€ KOMIIaHIIO
«DAI» ykmamaté CyOKOHTpakT abo0 JOTOBIp Ha
3aKyMHiBIIO.  YYacHMKaM  TeHAepy He  OyayTh
BIJIIIKOIOBYBATHCSA OyNb-sIKi BHTpPATH, TIOB'A3aHi 3
MiJIrOTOBKOIO 200 MOJAHHSM iX MPOMO3UIII. 3a KOJHUX
ob6cTtaBuH, koMmmaHist «DAI» He Hece BiAIOBIAAIBHOCTI 3a
i BUTPATH.

o [Iponosunii MaroTh OyTH mogaxi 10 16.00 3a MicueBUM
KHIBCBKAM 4YacoM B Ykpaini 5 ciuns 2024 poky Ha
anpecy: UkraineCCI_Proposals@dai.com

e 3BepHITH YyBary, IO TMOBHI NPOMO3MIIi
II0JJABATHCS JINIIIE B €JIeKTPOHHOMY BUTJISIII.

MarTb

e [Iponosunii, nogani mi3Himie, OyayTh BiAXWIIEHI, 3a
BUHSITKOM BUIIAJKIB Ha/J3BHUAHUX 0OCTaBHH Ha PO3CYy.
kommasii «DAI».

o Tloganns npomno3wutlii kommanii «DAI» y BianoBije Ha
el 3anuT Ha HaJaHHS MPOMO3HUIIiA OyJe SBISATH COOO0I0
MPOTIO3UIIII0 Ta CBIJYUTHME TMPO 3roay YdYacHHKa
TEHJEPY 3 MOJIOKEHHAMHU Ta YMOBAMH, SIKi MICTATHCA Y

— DAI
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any attachments hereto. DAI reserves the right not to
evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the
subject line of e-mails.

e The Offerors should fully understand that their offer
must be valid for 60 calendar days.

e Offerors shall complete Attachment B: Price
Schedule template and indicate its date. Offerors
should indicate the total and all-inclusive price for the
goods in Ukrainian Hryvnia or US Dollars.

If the price is stated in US Dollars, the payment will be
made in hryvnias according to the NBU exchange rate
on the transfer date.

e Value Added Tax (VAT) shall not be included in the
Price Schedule.

These services are eligible for VAT exemption based on
the USAID Contract Ne72012120C00002 registered with
the Cabinet of Ministers of Ukraine under registration
card Ne4464-14 of November 17, 2023.

e Each Offeror and any of its subsidiaries shall only
submit one quotation.

IpOMYy 3amuTi Ha HaJaHHA MPOMO3HUILIH Ta OyIb-SIKHX
nonatkax 1o Hporo. Kommanis « DAI» 3anuiiae 3a co0oro
MpaBO HE OI[IHIOBATH HEBIANOBIAHY a00 HEMOBHY
MIPOTIO3HUILIIO.

e VY Temi MOBiJOMJICHHS €IEKTPOHHOIO MOIITOK MAalOTh
OyTu 3a3HaveHi HOMep 3amuTy Ta Ha3Ba.

e YYacHUK TEHJIEpy MOBHHEH TOBHICTIO PO3YMITH, IO
[IHYU 3a3HaYEeHi B IXHIH MPOMO3uIIii MatOTh OYTH YHHHHUMHU
npoTsiroM 60 KaJeHIapHUX JTHIB.

e Y4YacHHKM TeHIepy 3anmoBHOIOTH Jlogatoxk B:
Ipajic-mmcT Ta 3a3HaA4YalTb HOro AaTy. YUYacHUKH
TEHJIepY MOBHHHI BKA3aTH 3arajibHy I[iHy B HaIllOHAJTbHIH
BaIIOTI YKpainu ado noaapax CIHIA.

Axkwo uina exazana y oonapax CIIIA, onnama oyoe
30ilicHI08AMUCA 6 2PUBHAX 8i0N06iI0H0 00 Kypcy HBY na
OeHb 301ICHeHHA onlamu.

e [lomatox Ha momany Bapticte (I1/IB) He mae Oyt
3a3HAYEHUH y MPanc-JIHCTi.

[MUIAraloTh  3BUIBHEHHIO  Bif
omoaatkyBanHss [IJIB  BiANOBIAHO /IO OCHOBHOTO
KOHTPAKTY KOMTIaHii «DAI» 3 USAID
Ne72012120C00002  3apeectpoBanuM y  KabiHeri
MinictpiB Ykpainu, peectpainiiina kaptka Ned464-14 Bin
17 nuctonmana 2023 poky.

o Ili mocmyru

o KokeH YyacHUK TeHIepy Ta Oyab-siKi HOTO JOYipHi
KOMIIaHil, MOXe TIOJJATH JIUIIE OJIHY MTPOIMO3HILIFO.

12. Questions Regarding the RFP

12. 3anuTaHHsA CTOCOBHO 3anuTy

Each Offeror is responsible for reading very carefully
and understanding fully the terms and conditions of this
RFP. All communications regarding this solicitation
must be submitted via e-mail to
UkraineCCI_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors. Any verbal information received
from the project employee or other entity shall not be
considered as an official response to any question
regarding this RFP.

Koxken YwacHuK TeHAepy € BiANOBIJANBbHUM 3a OyXKe
YBa)KHE MMPOYUTAHHS [OI'0 3aMHTy Ta MOBHE PO3YMiHHS
Woro ymMoB. Yce CHIIKyBaHHS CTOCOBHO IIbOTO 3aIruTy
Ma€ HaJCUIATHCh EJIeKTPOHHOK TOIITOK Ha ajpecy:
UkraineCCI_Procurement@dai.com He Ti3HIIIe IaTH,
3a3Ha4eHOi BuWIIe. Bci oTpumaHi 3anmuTaHHS OyIyTh
3i0paHi, 1 BIAMOBIAI HAa HUX OynyTh HajiciaHi
€JIEKTPOHHOIO TMOIITOK YCIM 3aIliKaBIeHHM YYacHUKaM
TeHnepy. byap-ska ycHa iHdopmamis oTpuMaHa BiX
CHiBpOOITHUKIB MPOEKTY YM iHIIOI yCTAaHOBM HE Mae€
pO3IISIIATHCh K OQiliifHA BIAMOBIAL Ha OyIb-sKEe 3
MUTaHb [[HOTO 3aMuTy.

13. Technical Specifications and requirements for
Technical Acceptability

13. Onmc po6iT Ta BUMOTH /10 TEXHIYHOI MPUITHATHOCTI

— DAI
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DAI Global LLC is looking for a qualified vendor to
procure and grant access for subscription survices to
analytical platforms for Domain Name System traffic
analysis to detect potential attacks (as specified in
Attachment B)

To be considered technically acceptable, offerors must
demonstrate how they will meet or exceed all of the
requirements listed in this RFP. If the proposal fails to
meet one or more of the requirements, it will be deemed
technically unacceptable. Proposals deemed technically
unacceptable contain significant weaknesses or
deficiencies that cannot be corrected without a major
rewrite or revision of the original proposal.

The Offerors must ensure the required service is
provided to the program beneficiaries in Kyiv (the
selected vendor will be provided with details of the
exact address). Prices must include all costs, logistics,
and final delivery to the recipients.

TO BE CONSIDERED TECHNICALLY
ACCEPTABLE

1. Offerors must clearly indicate and provide the
proposed services included in Attachment B.
Proposals deemed technically unacceptable contain
significant weaknesses or deficiencies that are not able
to be corrected without a major rewrite or revision of
the original proposal.

In addition to conformity requirements stated in
Attachment B, the Offerors are required to meet or
exceed the essential non-cost related specifications
fully:

a. The Offeror shall be a duly registered entity in
Ukraine and demonstrate this with valid documentation
for operation in Ukraine.

b. Consent to receive payment for services
solely by bank transfer within 20 days after the access to
required subscriptions is granted.

c. The Offerors must provide relevant
experiencein providing the same or similar services
over the last 3 years. Please see Attachment G and
provide the required information.

Kowmmnanist DAI Global LLC mykae [TocTauanbHuka s
3aKymiBII Ta HaJaHHA JocTynmy HarioHaisHOMY
KOOpIWHALIHHOMY LIEHTPY KiOepOe3neKH 10 aHAII THIHIX
mwiardopm 3 ananizy DNS-tpadiky 3 MeTOrO BHUSBICHHS
NOTEHIIWHUX aTak (3TiAHO JeTajeld, 3a3HaueHWX B
Honatky B).

Ilo6 mpomo3uuis yd4acHHKa BBaXkajacsi TEXHIYHO
MIPUAHSATHOO, BiH TIOBUHEH 3a3HAYHUTH, SKAM YHHOM BiH
3abe3neuyBaTUMe BHKOHAaHHS a00 TEpeBUIICHHS YCiX
TEXHIYHAX BHMOI 3TiIHO [boro 3amuty. SIKmio
MPOMO3MINS YYaCHMKA HE BIANOBIIaTHMME OJHIH YH
Outelie  BuMoOraMm, 11 BBOXAaTUMYTh  TEXHIYHO
HenpuitHATHOIO. [lpomo3miii, IO MICTATH CYTTEBI
HEJOJIKH Ta TOPYIIEHHS, SKi HEMOXKIIHBO CKOPHTYBaTH
0e3 icTOTHOTO TmepepoOsieHHsT a0o 3MiHU TOYaTKOBOI
MPOTO3HILiT, BBAXKAKOTHCSA TEXHIYHO HEMPUIHHATHHUMU.

[NocTayanpHUK TOBHHEH 3a0€3IIEUNTH JOCTABKY TOBapiB B
M. KuiB (TouHa ampeca Oyle HalaHa BHKOHABIFO MIiCIs
MiANUMCaHHA KOHTPakTy). LliHM MaioTh BKIIOYATH BCi
BUTpPATH 1 BKIIIOYATH OyAb-sIKY JIOTICTUKY Ta KiHIEBY
JOCTaBKy HaOyBayam.

OB MPOMO3KULIA BBAJKAJIACA TEXHIYMHO
INPUMHAHOIO

1. Yyacumku noBuHHI 3a3Ha4unTH y JogaTky B nepemix
MPOIOHOBAHUX CEPBICIB Ta MPOIYKTIB 3TiHO 3alHTYy.
[Ipono3uiii, moO MICTATh CYTTEBI HENONIKH Ta
MOPYIIEHHS, IKi HEMOXIIMBO CKOPUTYBATH 0€3 iICTOTHOTO
nepepoOnieHHss abo 3MiHM ITOYaTKOBOI IPOMO3HIIi,
BBQ)KAIOTHCS TEXHIYHO HETIPUHHATHUMIL.

OkpiM BHKOHAaHHS BHMMOI, 3a3HAUYCHUX BUIIE, BIiJ
Y4acHUKIB TEHAEPY BHMAaraeThes TIOBHICTIO
3a/I0BOJIBHATH BAXKJIMBMM BHMMOTaM, HE IIOB’S3aHUM 3
[IHO¥O, SIKi 3a3HaUeHI HIKYE, 00 MepEeBUIIyBaTH TX:

a) Y4JacHHK TeHIepy NOBHHEH OyTH 3apeecTPOBAHUM B
YkpaiHi i ue MOBUHHO OYTH INPOAEMOHCTPOBAHO
IIOYMMH TOKYMEHTaMH I poOoTH B YKpaiHi.

b) 3rona yyacHuMka Ha OIJIATY TOCIYT BUKIIOYHO Y
0e3roTiBkoBili Qopmi mpoTsrom 20 IHIB MiCHA
HaJaHHSA JOCTYIy IO 3allMTYBaHWX aHATITHIHHX
matdopm.

¢) JlocBin po6otu y chepi 3abe3meyeHHs BIAMOBITHUMHA
TOBapaMu/mociyraMu He MeHmie 3 (TpbOX) pPOKiB
(mapmaiite 3amoBHEHY (Gopmy, Hamany y Homatky G:
Jocsin poborn).

— DAI
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d. The Offerors must have adequate financial
and material resources to perform the work within
the required delivery schedule, as evidenced by
acceptance of DAI payment terms upon delivery and
acceptance by DAL as stated above. Written
confirmation or a bank statement must be

provided.

e. These are VAT-exempted services, and
DAI/CCI expects the offerors to read and
understand this requirement.

d) YuacHuk TeHaepy MOBHHEH MaTH HaJiekHi (piHAHCOBI
pecypcH A BUKOHAHHS poOiT/ HagaHHS IOCIYT Y
MeXax HeoOximHoro rpadika IMMOCTaBKH, MpPO IO
CBIJTUUTHh MPUHHATTS YMOB oIuiaTd KommaHii «DAI»
(Tmicist HamaHHA MOCTYT Ta X NPUHHATTS KOMIIAHI€0
«DAI»), sx 3a3Haueno Bumie. HeoOXimHo HagaTu
NHUCbMOBE MiATBEPIKEHHS.

e) JlocBin HamaHHSA TOBApiB 13 3BUILHEHHSM BiJ| CILIATH
[1IB (6axano).

14. Prohibited Technology

14. 3a6oponeni TexnoJorii

Bidders MUST NOT provide any goods and/or services
that utilize telecommunications and video surveillance
products from the following companies: Huawei
Technologies Company, ZTE Corporation, Hytera
Communications Corporation, Hangzhou Hikvision
Digital Technology Company, or Dahua Technology
Company, or any subsidiary or affiliate thereof, in
compliance with FAR 52.204-25.

YdacHUKH TOPTiB HE TOBMHHI HalaBaTh OyAb -sKi TOBapu
Ta/abo0 TOCTYTHW, SKi BHKOPHCTOBYIOTH IIPOIYKTH
TEJICKOMYHIKaI[ii Ta BIJICOCIIOCTEPEKECHHS BiJl TaKUX
komnaniidi: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, a6o
Dahua Technology Company, abo Oynap -ska ix ¢imis
BigmosinHo 10 FAR 52.204-25.

15. Determination of Responsibility

15. BusHaueHHs BiagnmoBixajabHOCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine.
2. Evidence of a Unique Entity ID (explained below).

3. The source, origin, and nationality of the services are
not from a Prohibited Country (explained below).

4. Having adequate financial resources to deliver
goods or the ability to obtain financial resources.

5. Successful experience the firm has with related
projects of similar scope and size.

6. Qualifications and permit to perform related works
under acting legislation.

Kowmnanis «DAI» He yknamaTume »OJHUX JOTOBOPIB 3

Y4acHUKOM TeHAEpY Mepil HiXk He IEPEKOHAETHCS y HOTro

BinoBimanbHOCTI. [Ipy OIiHIOBaHHI BIAMOBITAIEHOCTI

VYyacHuka TeHAepy OepyTbcs 1O YyBarm HACTYIHI

(akropu:

1. Hamanssa komiii HeoOXigHUX

3MIACHEHHS TISUTBHOCTI B YKpaiHi.

2. Hassrictes HoMepy Unique Entity ID (mosicHIO€TBhCA
HUXYE).

3. xepeno, MOXO/KEHHA  Ta  IOpUCIOUKIIiiHA
MPHHAISKHICTh TOBApiB Ta MOCIYT HE 13 TepemiKy
3aboponenux Kpail (osicHeHHsI HalaH1 HUXKYE).

4. HasBHicTh JOCTaTHIX ()IHAHCOBHX peCypCiB JyIs
BUKOHAHHS TPOEKTy ab0 MOXKIMBICTE OTpPHUMAaTH
(iHaHCOBI pecypcH.

5. HasBHICTB 3aJI0BUIBHOTO JOCBiy BUKOHAHHS POOIT y
MHUHYJIOMY.

6. HasBHicTh kBai(ikaiii Ta mnpaBa Jyisi BUKOHAHHS
poOIT 32 BiJMOBITHUM 3aKOHO/IaBCTBOM.

JIOKYMEHTIB ~ Ha

16. Geographic Code

16. I'eorpadiunmii kox

Under the authorized geographic code for its contract,
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former Soviet
Union, or a developing country but excluding any
country that is a prohibited source.

Geographic Code 937: Goods and services from the
United States, the Cooperating Country, and developing

BiamnosigHo 103BOJIEHOr0 TeorpaiyHOro KOIy IS

yKIamaHHs ~ jgoroBopiB  kommamis  «DAI»  moxke
3aKy[OBYBAaTH TOBapu Ta MOCIYTH JIMIIE 13 HACTYMHHX
KpaiH.

leorpadiunmii xox 110: ToBapu Ta mocmyrm 3i
Crnonyuennx lltariB, He3aIeKHUX JEpP)KaB KOJIHITHEOTO
Pansucekoro Coro3y abo kpaiH, IO pO3BUBAIOTHCS, alle 3a
BUHATKOM 32a00pOHEHHX KpaiH MOXOIKEHHS.

leorpadiunmii kon 937: Tosapu Ta mocimyrm 3i
Cronyuyennx IlltatiB, KpaiH-mapTHEpiB Ta KpaiH, MIO

— DAI
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countries other than advanced developing countries, but
excluding any country that is a prohibited source.

e DAI must verify the source, nationality and origin, of
goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign
Assets Control (OFAC) as sanctioned countries. The
current list of countries under comprehensive sanctions
include: Cuba, Iran, North Korea, Sudan, and Syria. DAI
is prohibited from facilitating any transaction by a third
party if that transaction would be prohibited if performed
by DAL

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions for
prohibited countries.

pPO3BHBAIOTECS,  KpiM  TEpeloBHX  KpaiH,  IIO
PO3BHUBAIOTBCS, 3a BHHATKOM 3a0OpOHEHUX KpaiH
MOXOKEHHS.

o Kommnanis «DAI» 3000B’s13aHa IepeBIpUTH HKEPEIO,
IOPHUCAUKINIO Ta MOXODKEHHS TOBAapiB Ta mochyr Ta (y
MaKCUMAaIbHO MOXIUBiH Mipi) IEpeKOHATHCH, IO JKOAHI
MIOCITYTH HE 3aKyMOBYIOThCA 13 3a00pOHEHHX KpaiH, sKi
3HAXOAATBCS y CHOHUCKY YIpPaBIiHHA KOHTPONIO 3a
inozemaumu aktuBamu (OFAC) sk kpainu, Ha sIKi
PO3MOBCIOIKYIOTECS  caHKMii. JI0 TOTOYHOTO CHHCKY
KpaiH, Ha sIKi PO3MOBCIOJUKYIOTBCS BCEOCSKHI CaHKIIIi,
BXOJAATh HacTymHi kpainu: Ky0a, Ipan, [liBHiuna Kopes,
Cyman Tta Cupis. Kommanii «DAI» 3abopoHsieTbest
CTIPHUATH OyIb-IKiH YTOXi TPeThOi CTOPOHH, SIKIIO Taka
yroga Oyna 6 3a0opoHeHO, SKImO O il BHKOHYBana
kommanist «DAI».

e [lomaroum MPOMO3UINIO Yy BIANOBINE Ha e 3amwr,
YYacHUKM TeHIepy MiATBEpKYIOTh, IO BOHHU HE
mopymyoTs BUMor no Jxepena ta IOpucamkmii, i mo
nociIyru BiamoBimaroTh ['eorpadiynomy komy Ta
BUHATKaM 11010 3a00pOHEHHX KpaiH.

17. Unique Entity ID (SAM)

17. YuikaneHuii inenTudikarop opranizanii (SAM)

All U.S. and foreign organizations receiving first-tier
subcontracts/ purchase orders with a value of $30,000 in
equivalent and above are required to obtain a Unique
Entity ID (SAM) number before signing the agreement.
Organizations are exempt from this requirement if the
gross income received from all sources in the previous
tax year was under $300,000. DAI requires that Offerors
sign the self-certification statement if the Offeror claims
an exemption for this reason.

For those required to obtain a SAM ID number, you may
see Instructions for Obtaining a SAM ID number
(Attachment E).

For those not required to obtain a SAM ID number, you
may see Self-Certification for Exemption from SAM ID
Requirement (Attachment F).

Bci  amepukaHChKi iHO3eMHI opraHizamii, sKi
OTPUMYIOTH  TIpsIMi  CyOKOHTPaKTH/IOTOBOPH  Ha
3aKymiBio Ha cyMy B ekBiBasieHTi 30 000 monapis CLLIA
1 BUIlle, MOBUHHI OTPUMATH YHIKaJIbHUU ieHTH(]IKaTOp
oprauizaiii (SAM) no mignucanus yroau. Opranizanii
3BUIBHSTOTECA Bif IUi€i BUMOTIH, SKIIO BAJIOBHHA IOXII,
OTPHMaHHI 3 YCiX JpKepen 3a TOMepeHid MOoJIaTKOBUI
pik, 6yB Hrx4e 300 000 nonapis CIIA. Komnanis «DAI»
BUMarae, o0 YYacHUKH TEHJEpY MiANUCATN 3asBY MPO
CaMOBHM3HAYCHHS, SIKIO BOHM BHMAraioTh 3BiIbHCHHS 3
1i€1 IPUYHHU.

Hdnsg  TuX, KOMy TOTpIOHO OTPUMATH YHIKaJIbHHUN
ineHtudikarop opranizamii (SAM), 3BepHITbCS 10
[HCTpYKIIT st OTpPUMAaHHSI YHIKABHOTO 11eHTU(IKATOPY
opranizanii (SAM) ([luBucs Jonatok E).

Jnsa Tux, XT0 HE 3000B'13aHUIA OTPUMYBATH YHIKAJIbHHIHA
ineHTudikarop opranizaiii (SAM), 3BepHiTbCcs 10 DopmMu
CaMOBHM3HAYCHHS Ha 3BUIBHEHHS BiJl BUMOTU OTPHMAHHS
VHIKQIBHOTO  ifIcHTU(iKaTopy opranizamii (SAM)
(dwmsuce lomatok F).

Ta

18. Compliance with Terms and Conditions

18. 3roga YuacHuka TeHepy 3 BUMOraMu

Bidder shall be aware of the general terms and conditions
for an award resulting from this RFP. The selected Bidder
shall comply with all Representations and Certifications
of Compliance listed in Attachment D.

YyacHUK TeHAepy Mae OYTH B KypcCi 3aralbHUX YMOB IS
VKJIJIaHHSI KOHTPAKTy 3a pe3yJibTaTaMH JaHOTO 3aruTy
Ha HajgaHHA npono3umii. OOpaHWH YyYacHUK Mae
BimnoBimatu ycim 3asBam Ta I[liqTBEp/UKEHHSM PO
BiJIMOBI/IHICT, 3a3HaueHuM y Jlogatky D.

19. Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

19. IMomiTuka moao 00poTHLOM 3 KOpyHUicl Ta
0oporb00r0 3 xalapHuuTBOM Ta BinnosinaabHol
3BiTHOCTI

— DAI
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DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
the following acts of corruption:

Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,
Government official, or their representatives to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment or
gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the Offeror or subcontractor.

Any collusion or conflicts of interest in which a DAI
employee, consultant, or representative has a business
or personal relationship with a principal or owner of
the Offeror or subcontractor that may appear to
unfairly favor the Offeror or subcontractor.
Subcontractors must also avoid collusion or conflicts
of interest in their procurements from vendors. Any
such relationship must be disclosed immediately to
DAI management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including termination
of the award and possible suspension and debarment
by the U.S. Government, excluding the Offeror or
subcontractor from participating in future U.S.
Government business.

Any attempted or actual corruption should be reported
immediately by either the Offeror, subcontractor or
DAL staff to:

Toll-free Ethics and Compliance Anonymous Hotline
at (U.S.) +1-503-597-4328

Hotline website — www.DAI.ethicspoint.com, or
E-mail to Ethics@DAI.com

USAID’s Office of the Inspector General Hotline at
hotline@usaid.gov.

By signing this proposal, the Offeror confirms
adherence to this standard and ensures that no attempts
shall be made to influence DAI or Government staff
through bribes, gratuities, facilitation payments,
kickbacks, or fraud. The Offeror also acknowledges
that violation of this policy may result in termination,

DAI Begie cBOIO JisUTBHICTD 32 HAMCYBOPINIMMHA €TUIHUMHU
CTaHAapTaMy, 100 3a0e3MeYnTH YeCHICTh KOHKYPEHIil,
OPUAHATHI LIHK Ta YCHilIHE HaJaHHS TOCIyr abo

JIOCTaBKYy SIKICHHX ToBapiB Ta oOsamgHanHi. DAI He

TepPNHUTh TAKUX KOPYNMUIHHUX Jiii:

e Bynp -aki 3amuTé HAa OTpUMaHHs Xabapa, Bimjadi,
CHPHSIHHS YM BUIUIATH Y BHUTJISII BUIUTATH, TOIapyHKA
abo cremiaigbHOI KOMITeHcalii cmiBpoOiTHUKY DAL,
YPSAMOBIIO YK iX TIPEJCTAaBHUKAM BIUIMBAIOTH HA
pillIeHHsI PO HArOPOHKEHHS a00 CXBAJICHHS

e bynp -ska mpomo3umis Xabapa, BiIKary, CIPHSIHHS YU
BUIUIATH Y BUIJBIAI IUIATeXy, NoJapyHKa abo
cremiabHOI  BHHAropoAd  Bim — odepeHTa UM
cyOmiapsimHUKa s BIUIMBY Ha pILIEHHS TpO
MPUCYIKCHHS Y1 CXBaJCHHS.

e bynp-ske mIaxpaliCTBO, Take SK HENpPaBHIbHE
BUKIanaHHA abo mpuxoByBaHHS iHQopMmamii Ha
KOPUCTH OpepeHTa 4 cyOmiApsiIHUKA.

e bynp -ski 3M0OBH a00 KOH(MIIKTH 1HTEPECIiB, Y SKHX
MpAIiBHUK, KOHCYIBTaHT a0 mpeacTaBHUK DAI mae
JIioBI 200 OCOOMCTI CTOCYHKHM 3 MPHHIUIAIOM abo
BJIACHUKOM O(epeHTa 4u CyOmiApsAHUKA, SIKi MOXKYTh
BUSIBUTHCSI HECTIPABEATIMBUMHU Y KOPUCTH OEepPEeHTa YU
cyomiapsimauka.  CyOmiIpsgHUKK TakoX IOBHHHI
VHHKAaTH 3MOB YM KOH(DIIKTY iHTepeciB y CBOIX
3aKyHIBJIIAX Yy TIOCTa4aJbHUKIB. bByap -gki Taki
BITHOCHHA TIOBHHHI OyTH HErailHO  pO3KpHUTI
kepiBHUUTBY DAl ans mepernmsgy Ta TpUAHATTS
BIAMOBIZHMX  3aXOJiB, BKJIIOYAIOUH MOJKJINBE
BUKJIIOYCHHSI 3 BAHATOPO/IH.

o Ili kopymiiiHI &ii HE IOMYyCKAIOTHECA 1 MOXYTh
MPU3BECTH A0 CEPUO3HMX HACTIJAKIB, BKIIOYAIOYN
NPUIMHCHHS MPU3HAYCHHsI BUHATOPOIH Ta MOXIIMBE
MpU3yNHHEHHA Ta BiMOBY ypsny CLIA, Buxitogaroun
odepeHTa 9u CyOMiIpsIHUKA BiJl ydacTi y MalOyTHIX
6i3Hecax ypsay CIIIA.

e bBynp-ska cnpoba uu ¢akTHYHA KOPYIIis MOBHHHA
Oytun HETaiHO MOBiTOMJICHA odepenToM,
cyomiapsiHuKoM abo criiBpobiTHrKamu DAL

e bBeskomroBHa aHOHIMHA Tapsiya JiHis 3 MUTaHb €TUKU
Ta JAOTpUMaHHS BUMOr 3a anpecoro (CLIA) +1-503-
597-4328

e Be0 -caiit rapsiuoi minii - www.DAI.ethicspoint.com,
a00 HaJiCNaTH CJNCKTPOHHHMM JIUCT Ha  aJpecy
Ethics@DAI.com

e Odic rapsyoi ninii ['enepanbHoTro iHCTIEKTOpa USAID
3a axapecoro hotline@usaid.gov.

o [ligmucyroun 110 MPOMO3UIIII0, OPEPEHT MiATBEPIKYE
JMOTPUMAaHHS 1IbOTO CTAaHIAPTY Ta TapaHTtye, IO He
OynyTh 3poOinieHi crpobu BmuimHyTH Ha DAI a6o
YPAAOBUI MEPCOHAI 32 TOMIOMOTOI0 Xa0apiB, YaloBHX,
BUIUIAT 3a CHPHSIHHSA, BigKaTy UM IIaxpaicTsa.
VY4acHUK TOPTiB TaKOXX BH3HA€, IO MOPYLICHHS MLi€l
MOJITHKH MO)XKE€ TIPU3BECTH 10  IPHUITMHEHHS,

— DAI
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repayment of funds disallowed by the corrupt actions,
and possible suspension and debarment by the U.S.
Government.

MOBEPHEHHS KOIWITIB, 3a00pOHEHHMX KOPYMIiHHUMHU
IisIMH, Ta MOXKJIMBOTO TIPH3YNUHEHHS Ta 3a00poHH
ypsny CHIA.

=DAlI
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Attachment A: Proposal Cover Letter /
Hopatok A: CynpoBigHun nucTt

We, the undersigned, provide the attached proposal in
accordance with RFP No. REQ-KYI1-23-0345 dated
December 21, 2023. Our attached proposal is for the
total price of (figure and in
words).

We certify a validity period of 60 (sixty) calendar days
for the prices provided in the attached Price Schedule.

We certify our financial responsibility and acceptance
of DAI payment terms, which is payment upon

delivery and acceptance of the provided services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:

Name of Firm:

Address:

Telephone:

E-mail:

Company Seal/Stamp:

Mu, mo nignucanucs HIKYE, HAJAEMO TPOMO3HMINI0 i3
3arajibHOIO IHOO

(BKaxiTh WiHYy OUpaMH 1 MPOMHUCOM), sKa JOAAETHCA,
BIJINOBIHO 70 3anuTy Ha HagaHHs nponosuiii REQ-KYI-
23-0345 Bix 21 rpymas 2023 poky.

Mu 3acBiguyemo, 110 HiHu 3a3HaueHi y [Ipaiic-nucti, mo
JIOJTAEThCSI, JIKWCHI mpoTrsaroM rmepiogy 60 (mrictaecsr)
KaJICH/IaPHUX JIHIB.

Mu 3acBiguyemo Hamry ()iHAHCOBY BiJIOBITANBHICT 1
MpUHAMAEMO YMOBH OTUTATH KoMmaHii «DAIy, siki € oruiaToro
ITCIIST TOCTAaBKHU Ta MPUHHATTS HaJaHUX ITOCITYT.

Hamra npomosutiist € 060B’13K0BOIO IS HAC 3 YpaXyBaHHIM
3MiH B pe3yJbTaTi OyJab-IKUX 00TOBOPEHB.

Mu posymiemo, mo kxommnadia «DAI» He 3000B’d13aHa
npuidMaTH OyIb-sKi MPOTO3HILii, SIKi BOHA OTPHMYE.
[Mignuc ynoBHOBaXxeHOI 0coOu:

IM’st Ta mOCaza ymoBHOBaXKEHOT 0COOU:

Ha3ga opranizarrii:

Anpeca:

Tenedon:

E-mail:

TTeyaTka KOMIIAHII:

=DAlI
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Attachment B: Price Schedule (separate document)
HopaTtok B: NMpauc-nuct (separate document)

Item Number

TlopsinkoBuii
HOMep

Item Name

Ha3zBa

Type

Tun

Duration
(years)

TpuBaJjicts
(pokiB)

Unit Price

Hina 3a
ox.

Total Price

3araabHa
BapTicTh

VirusTotal Professional
Bundle includes:

- VirusTotal API - up to 10,000
requests per day

- VirusTotal Intelligence - up to
1,000 requests per month

- VirusTotal Retrohunt - up to 5
objects per month

- VirusTotal YARA Rules - a
total of 25 rules per year

- VirusTotal Support.

Subscription

ITignucka

DomainTools Iris Investigate
Bundle (Iris Investigate Bundle is a
comprehensive package designed for
cybersecurity  professionals — and
investigators engaged in digital
threat analysis and cybercrime
investigation.)

Subscription

TTignucka

Please confirm that the delivery
of the required service is by or
before 3 weeks after signing the
contract

Confirmation

The budget shall be submitted in a PDF, signed and stamped, and, in an Excel, soft file.

BropxeT mae 6yTu HagicnaHun y Burnaai PDF canny 3 nignucamu Ta nevatkoto, a Takox y Excel

OOKYMEHTI

=DAlI
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Attachment C: Scope of Work
Nopatok C: TexHiuHe 3aBOaHHSA

BACKGROUND

The USAID Cybersecurity for  Critical
Infrastructure in Ukraine Activity (the Activity) is
a program funded by USAID and implemented by
DAI The overall goal of the Activity is to reduce
and  potentially eliminate cybersecurity
vulnerabilities in Critical Infrastructure (CI), and to
transform Ukraine from a compromised, reactive
cybersecurity actor to a proactive cybersecurity
leader. Over a five-year period, the Activity will
increase resilience and build capacity to prevent,
detect, and respond to cyberattacks against CI in
Ukraine. To achieve this goal, the Activity is
implementing the following components:

Component 1: Strengthening the cybersecurity
enabling environment

This component will strengthen the cybersecurity
resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance,
enabling collaboration between stakeholders, and
supporting  cybersecurity  institutions.  This
component will also build the technical capacity of
key sectors through increased access to
cybersecurity technology and equipment.

Component 2: Ukraine’s

cybersecurity workforce

Developing

This component of the Activity will address
workforce gaps through interventions that develop
new cybersecurity talent and build the capacity of
existing talent. These interventions will address the
entire workforce pipeline, the quality of education
received by cybersecurity specialists, and industry
training programs to rapidly upskill Ukraine’s
workforce to respond to immediate cybersecurity
vulnerabilities.

Component 3: Building a resilient cybersecurity
industry

A growing cybersecurity industry in Ukraine will
contribute directly to national security and
prosperity. This component will seek to build trust
and collaboration between the public and private
sector to develop innovative solutions for future

HNEPEAYMOBU

[poexr USAID «KibepOesneka KpUTHYHO BaXKIHBOI
iHppacTpykTypu Ykpainm» (mami — IIpoexT) dinaHCcyeThCs
USAID Ta peamizyerbcss DAL KinneBa mera [lpoekty —
PO3BUTOK  HAIliOHAJBHOI  cucTeMH  KibepOesmekn  Ta
3MEHIICHHS KITBKOCTI BPas3IMBOCTEH KPUTHYHO BAXKIHBOI

iHpPaCTPyKTYypH.

[Ipotsirom 1’siTh pokiB TIpo€eKT 3MIIHIOBATHME CTIHKICTP 1
pPO3BHBaTHME CIPOMOXKHICTH 3amo0iraTv, BHSBIATH U
Oopotmcss 3 KiOepatakamy, HAIUICHIMH Ha KPUTHYHY
inppacrpykrypy (mami — KI) Vkpaiau. dius uporo IIpoekt
peati3oBy€ Taki CKJIaJ0Bi:

CkJiaagoBa 1: 3MIIIHEHHSI CepeIOBHINA, CIPUATIUBOTO s
kibepOe3neku

s ckiagoBa NOCHINTD CTIHKICTh KiOepOe3neku cekropiB KI
VYkpaiHH NUIAXOM YCYHEHHS 3aKOHOJABYMX IIPOTAIHH,
CIpUSIHHA ~ ©(EKTHBHOMY  YIpPaBIiHHIO, 3a0e3MeYeHHs
CHiBIIpaimi MK 3aI[iKaBICHHUMU CTOPOHAMH, a TaKOX —
MATPUMKH — IHCTHTYHIA  KiOepOesmekn. Bona  Takoxk
COpHUATAME PO30YJOBI TEXHIYHOTO MOTEHI[Ay TOJIOBHUX
CEKTOPIB 3aBASKH PO3IIUPEHHIO JIOCTYITY JO TEXHOJIOTIH Ta
obagHaHHs y cdepi kibepOesneku.

CkJiagoBa 2: PO3BHTOK KaJpOBOTO MOTEHINATY YKpaiHH B
ranmysi kibepOe3nexu

Ls cxmamoBa IIpoexTy ycyHe KagpoBi MpOTAaMHH 3a
JOIOMOTOI0  3aXOIiB 13  TMOKpamieHHs  HaBHYOK
KBalTi(hiKOBaHUX KaJpiB y ramysi KibepOe3neku i 301IbIIeHHS
MoTeHIliany HasBHUX (axiBmiB. 1li 3aX0mu CTOCYBaTHMYThCS
BCi€l KaJpOBOi CHUCTEMH, SKOCTI OCBITH, IIO I OTPUMYIOTh
(axiBmi 3 KibepOe3neKy, Ta raTy3eBUX HABYAILHUX MPOrpaM
Ul TIPUCKOPEHOr0 IiABUINEHHA KBamiikamii KaapoBOro
CKIamy B YKpaiHi - 3a[Uil pearyBaHHS Ha IHIHMICHTH Ta
3a0e3MeUeHHs CTINKOCTI KPUTHYHHUX 1HPPACTPYKTYp.

CkJiagoBa 3: Po30ynoBa crilikol iHIycTpii KibepOe3nexu

Inmyctpis kibepOes3meku, sika CTBOPIOETbCS B YKpaii,
Oe3mocepelHbO  CIPUATAME  HAIMIOHANBHIA ~ Oe3meri
E€KOHOMIYHOMY pO3BUTKY. L5 ckiamoBa Oyne cripsMoBaHa Ha:
3MIIIHEHHS JOBIpY Ta CHIBIPAIli MiXk JICP>KaBHUM i IPUBATHUM
CEKTOpaMHU Ui PO3pOOJICHHS  IHHOBAIIMHUX  PIlICHb
MaiOyTHIX poOeM KibepOe3neKy; 3a0X0UeHHs 1IHBECTHLIN 1

— DAI
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cybersecurity challenges; spur investment and
growth in the broader cybersecurity market in
Ukraine through greater access to financing;
support smaller cybersecurity companies to rapidly
increase the number of local cybersecurity service
providers; and offer mechanisms for Ukrainian
firms to connect with industry partners to enable

better access to innovations and business
opportunities.
CONTEXT
The  National Coordination Center  for

Cybersecurity (NCCC) the National Security and
Defense Council is dedicated to enhancing its
Technological ~ Platform, a  multi-faceted
information  system designed to  process
information regarding incidents, furnish analytical
information regarding the country's cyber security
state, and aid state institutions and critical
infrastructure in responding to significant cyber
incidents.

This technological platform also coordinates the
efforts of various organizations in responding to
national-scale cyber incidents. To achieve this goal,
the NCCC aims to implement new software tools
that facilitate additional information processing.

An important element in enhancing the NCCC's
capabilities is the utilization of analytical platforms
for DNS traffic analysis.

This will enable the detection of anomalies, threats,
and attacks targeting the infrastructure and
networks of organizations. This information is
crucial for the development and implementation of
effective cybersecurity measures and for real-time
response to adverse events, helping to prevent
cyberattacks and data loss. Furthermore, DNS
traffic analysis provides valuable insights into
threats and criminal activities in cyberspace, which
can be useful for identifying and stopping
cybercriminal operations. Analytical platforms for
DNS traffic analysis will enable the NCCC to refine

strategies and tactics for protecting critical
information resources.

OBJECTIVE

Procurement of subscriptions to analytical

platforms for DNS traffic analysis to detect
potential attacks.

TASKS

The Activity seeks a vendor that can supply the
NCCC with subscriptions to analytical platforms
for DNS traffic analysis to detect potential attacks

3pOCTaHHS Ha IIUPLIOMY PHUHKY KiOepOesmeku B YKpaiHi
3aBISIKM  TMOKPAlIeHHIO  JOCTymy 1o  (iHaHCYBaHHS;
MiATPUMKY HEBEIIMKUX KOMIIaHi y cdepi kibepOe3neku ass
IIBAAKOTO 30LTBIIEHHS MICHEBHX IIOCTAUaJBHUKIB IOCIYT
kibepOe3nekn; a TakoX Ha IPOIIOHYBAHHS YKPaiHCEKUM
KOMITaHiSIM MEXaHi3MiB 3B’S3KYy 3 Taly3eBHUMH ITapTHEPaMH
JUIsL  3a0€3MEeYeHHs] Kpamioro JOCTYyNy JO IHHOBAIii 1
MOXKITUBOCTEH 17151 Gi3HECY.

KOHTEKCT

HarionaneHuii  KOOpAMHAIIWHUE  1EHTp  KibepOe3neku
(HKUK) Pamu HamionanpHOi Oe3mekn i 000poHH YKpaiHu
CHpSIMOBAaHUM Ha BJOCKOHAJIEHHS CBO€i TEXHOJOTTYHOL
mwiatpopmu, OararorpaHHol  iHQOpMAIHHOI  CHCTEMH,
npu3HaveHoi A oOpoOku iHpopMamii Tpo IHIUICHTH,
HaJlaHHS aHAITHYHOI iH(pOpMaLii o0 cTaHy KibepOesnekn
KpalHH Ta IOTMOMOTH [EpKABHUM YCTaHOBaM 1 KPUTHYHIN
iHPacTpyKTypi y pearyBaHHi1 Ha 3Ha4H1 KiOEPIHLIUACHTH.

Ls TexHomnoriuHa miaatdopmMa TakoX KOOPAMHYE 3YCHIUIA
pi3HHX oOprafizamii y pearyBaHHI Ha KiOepiHIUIEHTH
HamioHalbHOTO MacmTady. 3 mieto meroro HKIIK mae Ha meTi
BIPOBA/KCHHS HOBHX IIPOTPAMHUX 3aC001B, SIKi CIIPUATAMYTh
JIOJIATKOBOMY OIPAIOBaHHIO iH(OpMAITii.

Baxxnusum enementom nocusnieHHs cipomokaocteit HKIIK e
BUKOPHCTAHHSA aHAMITHYHUX TUiatdopM s aHamizy DNS-
Tpadiky. Lle D03BOMUTH BUABIATH aHOMANii, 3arpo3u Ta
aTaky, CHOpSIMOBaHI Ha IHQPACTPYKTYpy Ta Mepexi
oprasizamiii. I{g iHpopMalis BakinBa I pPO3pOOKH Ta
BIPOBA/KCHHS €(EKTUBHUX 3aXOJiB KiOEP3axHCTy, a TaKOX
IUISL pearyBaHHS Ha HETAaTHBHI IOJil B peaJlbHOMY daci, II0
Joriomarae 3anoOirtu  kibeparakam Ta BTparaM JaHHX.
Binpme Ttoro, amamiz DNS-tpadiky nos3Boisie oTpumaru
BaXCJIMBI BiJIOMOCTI MPO 3arpo3u Ta 3J0YUHHI JIISUTBHOCTI B
KiOepIpocTopi, Mo Moxe OyTH KOPHCHHUM JIJIs JIOKaJTi3arlii Ta
MPUITMHEHHS  JISUTBHOCTI  KiOEP3JIOUMHINB.  AHAITHYHI
mwiarpopmu  aHamizy DNS-tpadiky nospossate HKIIK
BIOCKOHAIUTH CTpaTerii 1 TaKTHKH 3aXHCTy BaXKJIMBHX
iH(pOpMaLliHHUX pecypcCiB.

META
3aKymiBis MiAMMCOK HA aHATITHYHI IIaTGOPMH IJIs aHATI3Y
DNS-tpagiky Ha mpeaMeT NOTSHIIHUX aTakK.

3ABJIAHHSI

[poexT mykae miapsaauka i noctaBku HKUK miamucok
Ha aHaMTH4HI TwiaThopmu mias aHamizy DNS-tpadiky Ha
MpeaMeT MOTeHIIWHNX aTtak (Hamaethes B Jlomatky B), BubGip

— DAI
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(see Attachment B), the selection of which is made
in collaboration between the representatives of the
Activity and the NCCC, and which shall best
enhance the NCCC's analytical capacities.

TECHNICAL SPECIFICATIONS

The list and type of subscriptions to analytical
platforms for DNS traffic analysis to detect
potential attacks are provided in Attachment B.

REQUIREMENTS

The budget for the proposal to purchase
subscriptions to analytical platforms for DNS traffic
analysis to detect potential attacks should include
the subscription period specified in Attachment B.

RESPONSIBILITIES OF THE SELECTED
PROVIDER

The selected Provider will be responsible for
procuring and providing access to analytical
platforms within 3 (three) weeks after signing the
Contract as per the requirements stated in the Table
of the Attachment B.

The supply and installation period shall be no longer
than 3 (three) weeks from the Contract signing date,
though an advance implementation is preferable.

VERIFICATION OF THE COMPLETED
TASK

Evidence of subscription received from selected
Provider, confirmation of the Recipient and
Project’s Technical team approval will be required
to process the payment.

AkuX OyB 3MiMiCHEHMH y CIiBIOpali MK IMpeIcTaBHUKaAMH
Ipoekty Ta HKIUK, i sike HalkpamuM YHHOM ITOCHIIHTH
a”amiTayHi MoxuinBocTi NCCC .

TEXHIYHI XAPAKTEPUCTHUKHN

[lepenik Ta THN MIONHCKA HAa aHATITHYHI TUIATPOPMH JUIS
ananizy DNS-tpadiky Ha npeaMeT MOTEHIIHNX aTaKk HaBEACHO
B Jonmatky B.

BUMOT'

Bromker mpomo3ullii Ha 3aKymiBIIO MAMUCKH HAa aHATITUYHI
miarpopmu s aHamizy  DNS-tpadiky Ha  mpeaMeT
MOTEHIIHNX aTaK IOBUHEH BKJIFOYATH TEPMIH ITiIUCKH, IO
HaBenenwuii B Jlonatky B.

OBOB’S3KH OBPAHOI'O ITIOCTAYAJIBHUKA

OO6panuii [TocTauanbHUK BIAIOBIAE 33 3aKYIIBIIO Ta HATAHHS
JOCTYIly [0 AaHaJiTHYHUX MIatdopM BHOPOAOBXK 3 (TPbOX)
TWKHIB 3 JaTW mignucaHHs JloroBopy BiAMOBIAHO J0 BHMOT,
BHKJIafeHUX y Tabnuii B Jlomatky B.

TepmiH HagaHHS JOCTyMmy Ta HOro HaJalITyBaHHSA IMOBHHHI
CTaHOBHUTH He Outblie 3 (TPbOX) THDKHIB 3 JaTH MiAMHACAHHS
JloroBopy, OmHAaK JOCTPOKOBE BHKOHAHHS 3000B’s3aHb
BITA€THCAL.

HEPEBIPKA BUKOHAHOI'O 3ABJIAHHSA

[linTBEep/UKeHHS HaJaHHA JOCTyny 3 OOKy 00paHOoro
[ocrauanbHuka, miaTBEpAEKEHHS 3 00Ky PerumieHTa, a Takox
miaTBep/okeHHs TexHiunoi komanau [IpoekTy € HeoOXigHO
YMOBOIO JUTS 3J1IICHEHHS OIUTATH 32 YKJIaZAeHUM JloroBopoMm.

— DAI
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Attachment D: Representations and Certifications of Compliance /
Hopatok D: 3asaBwu Ta l[ligTBepaxeHHAM npo BignoBigHicTb

1. Federal Excluded Parties List - The Offeror Select is not presently
debarred, suspended, or determined ineligible for an award of a
contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10 requires
DAL, as prime contractor of U.S. federal government contracts, to
report compensation levels of the five most highly compensated
subcontractor executives to the Federal Funding Accountability and
Transparency Act Sub-Award Report System (FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure compliance
with these Executive Orders and laws. Recipients may not engage
with, or provide resources or support to, individuals and
organizations associated with terrorism. No support or resources
may be provided to individuals or entities that appear on the
Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in persons
(as defined in the Protocol to Prevent, Suppress, and Punish
Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational Organized
Crime), procure commercial sex, and use forced labor during the
period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions — The Offeror certifies that it currently

is and will remain in compliance with FAR 52.203-11, Certification
and Disclosure Regarding Payment to Influence Certain Federal
Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that will
comply FAR Part 9.5, Organizational Conflict of Interest. The
Offeror certifies that is not aware of any information bearing on the
existence of any potential organizational conflict of interest. The
Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAII with a disclosure statement
describing this information.

7. Prohibition of Segregated Facilities - The Offeror certifies that it
is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or national
origin.

1. denepanbHuii CIMCOK BUKIHOUEHHX 0ci0 — OOpaHuil yuacHHK TeHIepa
Hapasi He € BiJICTOPOHEHHUM, THMYACOBO BiJICTOPOHEHHM a00 BH3HAHHM

TaKKMM, 1[0 HE Ma€ MpaBa yKJIaJaTh KOHTPAKT 3 OyAb-sIKUM (eaepaTbHuM
OpTaHOM.

2. IixrBep/ukeHHs 3apobiTHOI wiatu kepiBHuUITBA — [lomoxkenuss FAR
52.204-10 Bumarae Big kommnanii «DAI» sik reHepaabHOTO HiapsIHUKA 32
KOHTpakTamu (eaepaibHoro ypsay CLIA 3BiTyBaTH npo piBHi 3apo0iTHOT
IUIATH I'SITH KePiBHUKIB CYOIIpsAHMKA 3 HAUBUIIKM PiBHEM 3apoOiTHOT
wiatd B CrcreMy 3BITHOCTI 3a JJOroBOpaMH CyOMiApsiAy BiJIMOBIIHO /10
3aKkoHy Hpo MMiI3BITHICTH 32 enepaabHUM (hiHAHCYBAHHSIM Ta IPO30PICTh
(FSRS).

3. Yka3 Ilpesunenra CIIIA npo 3a0opoHy (hiHAHCYBAHHS TEPOPHU3MY -
BukonaBmro Haramyerbes, 1o ykasu [Ipesumenra CIHIA Ta
3akoHosaBcTBO CIIA 3a60poHstoTh 31iiiCHIOBaTH onepaii 3 Gi3HuyHUMEI
ocobamMM Ta OpraHi3alisiM{, IIOB’SI3aHUMH 3 TEPOPU3MOM, a TaKONK
HajgaBaTH iM pecypcd Ta miaTpuMKy. IOpuandHy BiJNOBiIaNbHICTH 32
3a0e3MeueHHs] JOTPUMaHHs LUX yka3iB [IpesujeHra Ta 3aKOHOJABCTBA
Hece Bukonasens/PennmieHT. PerumieHTy He JO3BOISETHCS MIPALIFOBATH 3
Gbi3nyHIME 0co0aMH Ta OpraHizalisiMU, MOB’SI3aHUMH 3 TEPOPH3MOM, a
TaKoXX HaJaBaTH IM pecypcd Ta miaTpumky. JKoana pomomora abo
pecypcH He MOXYTb HaJaBaTHCh (i3HYHUM ab0 IOPUANYHIM 0c00aM, sKi
3HaxoaAThesl y CHHCKy rpoMajisiH 0COONMBHUX KaTeropii ta 3a00poHEHNX
oci6, skumii Bene KasnaweiicrBo CILA (muB. www.SAM.gov), abo y
Crmcky 0co0IMBUX KaTeropin OOH (muB.
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ).  Ile
MOJIOKEHHsST 000B’SI3KOBO BKJIFOYAETHCS J0 BCIX JOTOBOPIB CyOmimpsiay /
pillieHb MPO HAJAHHS CyOMiApsIy, SKi BUKOHYIOTHCS B PaMKax LbOTO
JIOTOBODY.

4. Toprisist nr0/1MHi — BUKOHABIIIO 3a00pOHAETHCS IPOTATOM CTPOKY il
[[bOr0 KOHTPAKTy 3/AIHCHIOBAaTH TOPTIBIIO JIOABMHU (K BHU3HAYCHO Y
IpoTokomi moxo 3ano6iraHHs, IPOTULIT Ta IIOKAPAHHS TOPTiBIi JTIOIbMH,
0COOIMBO KIHKAMH Ta IiThbMH, skuii qornoBHioe Konsenmiro OOH momo
OpoTU/Ii TPaHCHALIOHAIBHOT OPraHi30BaHOI 3JI0YMHHOCTI), OIUIauyBaTH
KOMEpLiifHI CeKCyallbHi MHOCIYrd Ta BHKOPHUCTOBYBATH IPUMYCOBY
Tparo.

5. IliaTBep/uKEHHS Ta PO3KPUTTA iH(OPMAIIT OO0 MIATEKIB 3 METO
BILUIMBY Ha JiesiKi eliepalibHi TOCIIOIAPCHKI orepailii — Y4YacHHUK TeHIepa
i ITBEPKYE, IO JOTPUMYETHCS 3apa3 Ta JOTPUMYBATHMEThHCS M Hagaul
Bumor FAR 52.203-11 «IligrBepmkeHHs Ta po3KpHUTTs iHpOpMALlii 111010
IUIATEXiB 3 METOIO BIUTUBY Ha JesKi (heJiepalibHi roCHoAapChKi omnepartii.

6. Opranizauniiauii  KOHQUIIKT _iHTepeciB — Y4YacHHK TEHIEPY
MiATBEPIKYE, M0 HOMY HE BiOMO Mpo Oy/Ib-sKy iH(pOpMAIlio, sKa
CTOCY€EThCS ICHYBaHHs Oy/b-SKOTO TMOTEHIIHHOrO KOH(MIIKTY iHTEpeciB
opranizauii. Y4acHUK TeHepy TaK0X MiATBEPKYE, L0 SKIIO HOMY CTaHe
BIZIOMO PO iH(OPMAILifO, KA Ma€ BiTHOLICHHS 10 MOXKJIMBOCTI ICHYBaHHS
MOTEHUIHHOrO KOH(IIKTY, VYYaCHHUK TEHIepy HEBIAKIAAHO Halae
kommasii «DAI» 3BiT, Ae po3KpHBaeThCs Taka iH(popMarlis.

7. 3abopoHa cerperaiiii Micilb CIiJbHOTO KOPUCTYBAaHHS — YYaCHUK
TeHJepa MiATBEPKYE, 0 AoTpumyerbess FAR 52.222-21 «3abopona
cerperarii MiCIlb CITIIBHOTO KOPHUCTYBaHHS».

8. PiBHi MOXJIHMBOCTI — Y4YacHHUK TEHEPY MiATBEPIUKYE, IO HE 3IHCHIOE
JMCKPUMIHALII0 MPOTH OyIb-SKOTO MpalliBHUKA a00 3asBHHUKA 33 BiKOM,
CTaTTIO, PEJIri€lo, IHBAIIHICTIO, Pacor, MEPEKOHAHHSIMH, KOJIbOPOM
HIKipH 260 HAlliOHAIBHICTIO.

9. TpynoBe 3aKOHOIABCTBO — YUYacCHHUK TEHAEPY NiATBEPIUKYE, IO
JOTPUMYETHCS BCIX BUMOT TPY/JOBOT'O 3aKOHO/IABCTBA.

=DAlI
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9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR) and
is in not in violation of any certifications required in the applicable
clauses of the FAR, including but not limited to certifications
regarding lobbying, kickbacks, equal employment opportunity,
affirmation action, and payments to influence Federal transactions.

11. Employee Compliance — The Offeror warrants that it will require
all employees, entities and individuals providing services in
connection with the performance of a DAI Purchase Order to comply
with the provisions of the resulting Purchase Order and with all
Federal, State, and local laws and regulations in connection with the
work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

10. Honoxenus npo denepanbhi 3akymisii (FAR) — Yuacuuk Tengepa
miATBepKye, 10 oO3HaiiomieHuidr 3 IlomoxkeHHsM mpo (enepanbHi
sakyniBm (FAR) 1 He mopyuiye >XKOZHOTO MiATBEp/UKEHHS, IO
BHUMAraeThCs 3riIHO 3 BianoBigHuMu HopmMamu FAR, y Tomy umcni, ane He

O0OMEXYIOUNCh IITBEPKEHHIMH CTOCOBHO JI0OifoBaHHs, xabapis,
MOXJTHBOCTI piBHOTO palleBIallTyBaHHS, KOMIICHCALIIHHOT
JUCKpHMIiHALii, Ta IUIATeXiB 3 METO BIUIMBY Ha (QeaepaibHi

roCIoAapChKi onepartii.

11. loTpuMaHHs BUMOT MpAIiBHUKAMHU — Y YaCHHUK TEH/IEPY TapaHTye, 110

BUMaraTiMe BiJl yciX NpaliBHHKIB, IOPUIMYHUX Ta (i3MYHHX OCI6 —
Ha/laBayiB MOCIYr y 3B’S3Ky 3 BUKOHaHHsAM JlOrOBOpY Ha 3aKyIiBIIIO
kommadii «DAI» norpumyBaTrcs BUMOT BixnosigHoro JJorosopy.

Tlomaroun MpPOMO3MIII0, YYACHHKH TEHAEPY LHMM  TOTOKYIOTHCS
MOBHICTIO BUKOHYBAaTH YMOBH Ta MOJIOXKEHHS BHIIE3raaHOTO Ta BCHOTO
BianmoBigHoro ¢exnepansHoro 3akoHomasctBa CIIA, mio 3a3HadeHe y
BOMY JIOKYMEHTi, a Tako IMpH YKJIaJICHHI JIOTOBOPY MOBHHHI OYyTH
TOTOBI MiJNKCATH Lii 3asBU Ta MiATBEPPKCHHSI.

=DAlI
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Attachment E: Instructions for Obtaining an Unique Entity ID (SAM)
for DAIl’'s Vendors, Subcontractors & Grantees

HopaTtok E: IHCTpyKUil LLoao0 OTPpMMaAHHA YHiIKanbHOro
iaeHTucikaTopy opradisauii (SAM) — nocTayanbHUKKU, CyOniapsaaHUKU
Ta rpaHTooTpuMyBadi komnaHii «DAI»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making it
easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the U.S. Government. The information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.

3arajbHa indopmanis:

Crucanii orasax norouynnx sumor ypsiny CIIA — ynikansuuii inenTudgikarop ropuaundHoi ocodn (SAM)
[Mounnatoun 3 4 kBiTHA 2022 poKy, IOpPHIUYHI OCOOHW, $Ki BEAyTh IISUIBHICTH 13 (elepalbHUM YPSIIOM,
BUKOPUCTOBYBAaTUMYTh YHIKaJbHUNA 1IeHTU(IKATOP IOpHANYHOI ocodu (SAM), mo cTBOprOeThCs Ha caitti SAM.gov.
VHikaneHUHA igeHTH]iKaTop ropuandHOI ocodbu (SAM) — wne 12-3HauHmMi andaBiTHO-UM(GPOBUHA KOX, KU
KOHTPOJIFOETHCS T IPUCBOIOETHCS YPSIOM 1 HATISKUTH YpAay. BiH 1omomarae ypsiny CpocTUTH Ipolec iaeHTHdikamii
Ta MEePEeBiIPKH IOPUINITHHIX 0Ci0, TOTETTIYIOUH i pOOIISTIM MEHII OOTSDKIIMBIM [UTS OPHIAMIHUX OCi0 BEACHHS TisUTBHOCTI
3 (peneparbHIM YPSIIOM.

Inentudixarop HagaeThCS IOPUANIHAM OCOOaM i Yac peecTparlii, abo x Horo MokHa OTpUMAaTH Ha caifti SAM.gov
0e3 peecrpauii. I[locmyrn 3 miaTBepmkeHHs ineHTudikatopa mis ypany CLUA namae xommanis Ernst and Young.
[Hdopmarnis, HeoOXimHa I OTPUMAHHS YHIKAJIBHOTO iJeHTH(iKaTopa ropuauiHoi ocobu (SAM) 6e3 peectparrii, —
MiHiManbHA. [neHTH(dikaTOp MiATBEpAXKYE JIUIIE IOPUANYHY Ha3By Ta alapecy Bamoi opraHizaumii. Lle minTBepmkeHHs
TOTO, IO Ballla OpraHi3alis € THM, 32 KOTo ceOe BUIAE.

VYHikaneHUH i1eHTH(IKaTOp FpUINnIHOT 0codu (SAM) HamaeThest 6E3CTPOKORO.

Summary of Previous US Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
US Government to assign unique entity identifiers. This system was retired by the US Government on April 4, 2022 and
replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no requirements
for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), a Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing in
and searching entity information.
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Instructions detailing the process to be followed to obtain a Unique Entity ID (SAM) for your organization begin
on the next page.

Crucauii orasan koaumHix Bumor ypsay CHIA — DUNS

VYHiBepcanbHa cucrema HyMmepanii ganux (DUNS) — me cucrema, po3po0OieHa i KOHTpOJIbOBaHA KOMIaHi€lo Dun and
Bradstreet, sxa npucBoioe cy0’€KTy TOCIOAAPIOBAHHS YHIKAIbHUN AeB’STH 3HaYHUN nupoBuil izentudikarop. Taka
CHCTEeMa € CBITOBHM CTaHIapTOM 1 paHille BHKOpUCTOBYBajack ypsimomM CIIA s TpHCBOEHHA YHIKaIbHHX
i1eHTH]IKaTOPiB FopuIUIHIM 0co0aM. 4 kBiTHs 2022 poky ypsia CIIA npunuHUB BUKOPUCTAHHS [I€T CHCTEMH 1 3aMiHUB
il Ha yHiKampHHH imeHTH(DIKaTOp topuauuHoi ocodu (SAM). Ilicns 4 wkeitHa 2022 poky QenepanbHUil ypsa He
BuMaratume Homep DUNS.

Skmo ropunuuHy ocoby OyJo 3apeecTpoBaHo Ha caiiTi SAM.gov (3 akTUBHOIO a00 HEaKTHBHOKO PEeCTpalli€lo),
YHIKaJIbHUN ieHTU(IKaTOp FopuaAnYHOi ocodu (SAM) OyB NPUCBOEHHN 1 TOCTYMHHUHA JUIS MEPETNIAay B OOJNIKOBOMY
3amuci opraHizanii Ha caidTi SAM.gov mie 10 nepexony, skuid BinoyBcs 4 kBiTHS 2022 poky. YHIKaJIbHHAHN ieHTU(IKATOP
opuIudHOi ocoou (SAM) MOKHA 3HAWTH, YBIWIIIOBIIY A0 CUCTEMH Ha caidTi SAM.gov i BuOpaBIIH BiKET «Y IpaBIiHHSA
opranizaniero / Entity Management» y cBoeMy po6odoMy IpocTopi a0 YBIHIIOBIIN A0 CHCTEMH 1 BUKOHABIIU MOITYK
1H(pOpMAIIiT PO IPUIHIHY 0CO0Y.

For more information on obtaining the Unique Entity ID/SAM, please visit the link:
https://www.youtube.com/watch?v=C87wSCYKTCcE.

Offerors shall be informed that they do not need to register for this procurement but only obtain UE ID.
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Attachment F: Self-Certification for Exemption from SAM
Requirement
Dopatok F: ®dopma camoBMU3Ha4YeHHA Ha 3BiNbHEHHSA Big BUMOIun
oTpumaHHA SAM Homepy

Self-Certification for Exemption from UNIQUE ENTITY ID (SAM) Requirement
For Subcontractors and Vendors

Legal Business Name:

Physical Address:

Physical City:

Physical Foreign Province (if applicable):

Physical Country:

Signature of Certifier

Full Name of Certifier (Last Name, First/Middle
Names):

The sub-contractor/vendor whose legal business name is provided herein, certifies that we are an organization exempt from
obtaining a UNIQUE ENTITY ID (SAM) number, as the gross income received from all sources in the previous tax year is
under USD 300,000.

CyOmiapsiTHUK/TIOCTauIbHIK, YKa3aHHUH Y 11il 3asBi, IIUM 3asBJIsI€, 10 € OpraHi3alli€lo, sKa MMiUIsrae 3BiIbHEHHIO Bil BAMOTH
oTpuMaHHs HoMepa SAM, OCKiJIbKH 11 BaJOBHH JIOXil, OTPUMaHHUH i3 YCIiX JDKeped 3a MonepeHil MoJaTKOBUi piK, OyB HIXKYE
300 000 monapis CILIA.

*By submitting this certification, the certifier attests to the accuracy of the representations and certifications contained herein.
The certifier understands that s/he and/or the sub-contractor/vendor may be subject to penalties, if s/he misrepresents the sub-
contractor/vendor in any of the representations or certifications to the Prime Contractor and/or the US Government.

The sub-contractor/vendor agrees to allow the Prime Contractor and/or the US Government to verify the company name,
physical address, or other information provided herein. Certification validity is for one year from the date of certification.

* [logarou 1110 3asBY, 3asBHHK IiITBEPXKYE JOCTOBIPHICTH NOAAHOI B Hil iH(popMalii. 3asBHUK po3yMi€, 10 O HOro/Hel
Ta/abo cyOmigpsaHuKa/ MOCTaYaIbHUKA MOKYTh OyTH 3aCTOCOBaHI CaHKIIIi, SIKIIO BiH/BOHA HENIPABUIILHO NPE/ICTABUTH 3a1BU
200 MiATBEpPKEHHS CYONiApsIAHUKA/ IOCTaYaIbHUKA reHepajIbHOMY MiAPSAHUKY Ta/abo Ypsany CIIIA.

CyOmiapsiTHUK/ OCTaYaaIbHUK MOTOKYETHCS JO3BOJIUTH FeHEPaIbHOMY MiApsaHUKy Ta/abo Ypsny CIIA nepeBipsTu Ha3BY,
¢iznuny anpecy abo iHII 1aHi Mo KOMIIaHiio, HaBeeHi B Ll 3asBi. L[ 3asBa aiiicHa mpoTarom poky i3 natH ii Bunadi.
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REQ-KYI-23-0345

Attachment G: Past Performance/ ogaTtok G: [locBia po6otu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past three years

will be considered.

[IpocuMo BKITIOUHTH 3aMOBJICHHS, SIKI HAHKpaIlle UTIOCTPYIOTH Balll IOCBiJ pOOOTH, aKTyaJbHUHN IS HHOr0 3alUTy, MOYMHAIOYH 3 OCTaHHBOTO 3aMOBJIeHHs. bepyThes
JI0 yBard MOCITyTH 3IiHCHEH] POTATOM MUHYJIHX TPHOX POKIB.

Ne Project | Description Client name/ Price in Period of works Completed in Transfer and Type of agreement, subcontract,
Title/ | of Activities/ | phone number, e- UAH/ (Start-End Dates)/ | time (yes/no)/ | acceptance act signed | grant, order (fixed price, with
Hasga Onwic mail/ Bapricte y | JlaTk movatky i 3aBepIneHo y (yes/no)?/ reimbursement of expenses)/
MPOEKTY | IisIBHOCTI Hasga xmienTa/ TpH. 3aBepLICHHS ctpok (Tax/Hi) | Yum mignucaHo akTtu Tun yroau, 1orosopy
HOMEp pobit npuiiMaHHSA-TIepeiadi | CyOmiapsmy, TpaHTy, TOTOBOPY
Tenedony, e-mail po0it? (Tax/Hi) Ha 3aKymiBio (3 ikcoBaHOIO
IIHO0, 3 BIIIIKOYBaHHIM
BHUTPAT)
1
2
3
4
5
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REQ-KYI-23-0345

Attachment H: Proposal Checklist /
OoaaTtok H: Yek-nucTt npono3unuil

Offeror:
Have you?

Submitted your proposal to DAl electronic E-mail address UkraineCCl Proposals@dai.com (as specified in

General Instructions above?
Does your proposal include the following?

gSigned Cover Letter (use template in Attachment A)

E;LPrice Proposal (submitted in PDF and Excel format)

@Past Performance (use template in Attachment G).

ﬂDocuments use to determine Responsibility (As required in section “Responsibility

Determination”):
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