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WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCI_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NOMNEPEOXXEHHA: MNoTeHUinHI YyacHUKK TeHaepy, ski oTpyumanu Len AOKYMEHT 3 [Xepesa iHLWoro,
HiXX komnaHisa « DAly», noBuHHI HeramHo 3BepHyTuca oo UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta agpecy CBO€EI KoMnaHil, Wob NpsiMo Ha uto agpecy iM MoxHa Byno HagcunaT 3miHu 40 Lboro
3annty abo iHWi noBigoMNeHHs. byab-aKkun NOTEHUINHUIA Y4YaCcHUK TEHOEPY, KA TakUM YMHOM He
BUABUTb CBOK 3alikaBrneHicTb, Gepe Ha cebe NOBHy BigMOBIAANbHICTE Yy pasi HeOTPUMaHHS
NnoBiOMIIEHb OO KiHUEBOro TepMiHy nogaHHs npono3uuii. byab-ski 3mMiHM go uboro 3anuty
Ha4CUNaTUMYTUCS eNTEKTPOHHOIO MOLLTOHO.

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP) /
Ctucnum ornap 3annTy Ha HagaHHA Npono3uuil

(3anurT)

1. RFP No. REQ-KY1-23-0147
2.1ssue date: May 25, 2023
3.Title

Upgrading the Network, Server and Cybersecurity
Infrastructure of the State-Owned Enterprise “Diia”

4.Email address for submission of Proposals

Proposals should be
UkraineCCl Proposals@dai.com

submitted to

5. Deadline for Receipt of Questions

June 02, 2023 Kyiv, 18.00 Ukraine Time to the email
address UkraineCClI_Procurement@dai.com

All questions will be collected and replies to them will
be sent via email to tender participants.

6. Deadline for receipt of Proposals

June 09, 2023 18.00 Kyiv, Ukraine Time to the email
address UkraineCCl Proposals@dai.com

PLEASE NOTE THAT THE EMAIL ADDRESS FOR
RECEIPT OF QUESTIONS AND THE EMAIL
ADDRESS FOR RECEIPT OF PROPOSALS ARE
DIFFERENT

7. Point of contact
UkraineCCI Procurement@dai.com

8. Anticipated Award Type

A Firm Fixed Price Subcontract is an award for a
total firm fixed price, for the provision of specific
services, goods, or deliverables and is not adjusted if
the actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all costs,
direct and indirect, into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed

1. 3anut Ne REQ-KY1-23-0147
2. lata nagauus 3anuty: 25 tpaBus 2023
3. Ha3Ba

MonepHizarlist MepexeBoi, cepBepHOI Ta iHQPACTPYKTypH
kioepOesmeku Jepsxkasuoro [liagmpremctsa «/lis»

4. EnexkTpoHHa aapeca Uisl OJAHHS MPONO3ULiii

[Ipomo3urii MaroTh I10/1aBaTHCh
UkraineCCl_Proposals@dai.com

Ha  ajapecy:

5. KinueBuii TepMiH OTpUMAHHS 3aNIUTAHD

18.00 3a micuieBuM KHiBCHKUM dacoM B YkpaiHi 02 yepBHS
2023 poky, Ha aapecy: UkraineCCl_Procurement@dai.com
Bci otpumani 3anuTanHs OyayTh 3i0paHi, i BiNOBi1 Ha HUX
OyIoyTh HamiClIaHi ydYacHHKaM TEHIEpPY EJIeKTPOHHOIO
HOMITOXO.

6. KinueBuii TepMiH OTpUMaHHS MPOMO3ULiii

18.00 3a micuieBUM KHiBCHKUM YacoM B Ykpaini 09 yepBHs
2023 poxky Ha agpecy: UkraineCCIl_Proposals@dai.com

3BEPHIThL VYBAI'Y, HIO AJIPECA EJIEKTPOHOI
[NOoTH 11 OTPUMAHHSA 3AIITMTAHD TA AJIPECA
EJIEKTPOHOI [nomTH"u JJA OTPMMAHHA
[TPOITO3MLIIM BIJIPI3HAIOTHCS

7. Axpeca 1Jisl 3aNUTIiB

UkraineCCI Procurement@dai.com

8. OuikyBaHMii BUJ KOHTPAKTY

KonTtpakr i3 ¢ikcoBaHOI0 WiHOI — IIe BHHaropoja 3a
3arajgbHy (QiKCOBaHY LiHY, 32 HaJaHHSI KOHKPETHHX MOCIYT,
TOBapiB YM pe3yNbTarTiB, sKa HE KOPHUTYETbCS, SAKILIO
(dakTuuHi BUTpaTH BHII ab0 HIDKYI 3a (IKCOBaHY IIiHY.
OdiKy€eThCs, MO YYaCHUKU TEHJIEPY BKIIOYATHMYTh YCi
IOpsMi Ta HETpsIMi BUTPATH JI0 3arajibHOi 3allpOHOHOBAHOT
IiHH.

Hanannas mporo 3amuTy B KOIHOMY pa3i He 3000B’s3ye
komnanito «DAI» yknmamatm noroBip Ha 3aKymiBIO, i
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for any costs associated with the preparation of their
bid.

9. Basis for Award

An award will be made based on the Lowest Price,
Technically Acceptable Source Selection process.
The award will be issued to the responsible Offeror
submitting the lowest evaluated price that meets or
exceeds the acceptability requirements  for
technical/non-cost factors described in this RFP.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of
quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

YyacHHKaM TeHJepy HE BIOIIKOJOBYIOTBCS OyIb-sIKi
BUTPATH, TIOB’5I3aHi 3 MiATOTOBKOIO MPOTO3HIIii.

9. ITixcraBa Juisl yKIaJleHHS] KOHTPAKTY

Pimenns npo yknazaHHs KOHTpakTy Oyne NMpuAMaTHUCh Ha
ocHoBi mponecy «TexHiuno mpuiiHsiITHA MPOMO3MI{isA 3a
HaliHnxk4ol0 uiHow». KonTpakr Oyze yxmageHoO 3
BIANOBIAAIBHUM Ta IPUHHATHUM Y4YaCHUKOM TEHIEPY,
SIKUM TIOJIaCTh HAWBUTIIHINTY I[iHY, sSKa BiAmoBigae abo
MEepEeBUIIY€E TEXHIYHI BAMOTH/ HEIIHOBI (DaKTOPH, ONKCaH] y
bOMY 3aIuTi.

DAI Bene cBOIO AiSUTBHICTh BIAMOBITHO JO HAHCYBOPINIUX
€TUYHUX CTaHJApTiB, MO0 3a0e3Me4YnTH  YECHICTh
KOHKYPEHIIii, IPUAHATHI I[iHA Ta yCIiITHEe HaJaHHs MOCIyT
abo J0CTaBKy sKiCHUX ToBapiB Ta oOmagnanHs. DAI He
TEpIUTh KOpyMIii, XabapHUITBAa, 3MOBH Y KOH(PIIKTY
inTepeciB. [Ipo Oynp-ski 3anuTH Ha omimaTy abo MOCITyTH
cuiBpoOiTHuKiB DAI ciif sskoMora IIBUIIIE TOBLIOMISTH
Ha ethics@dai.com a6o BiJIBiZIaBIIN
www.dai.ethicspoint.com. Kpim Ttoro, Oymb-siki crpoOu
KOHTpakKTepa 4M  CyONigpsgHUKA  3alpOTOHYBaTH
crniBpoOiTHHKaM DAI 3a0xX04eHHs Ta BIUIMHYTH Ha PillICHHS
He OyAyTh JONMYyCKaTHUCS 1 CTaHyTh IIiJCTaBOIO IS
TUCKBaTiiKkarlii, MPUIHHEHHS Ta MOYJIHBOTO OJIOKYBaHHS.
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General Instructions to

IHCTPYKUIT

Offeror / 3aranbHi

10. General Instructions to Bidders

10. 3araabHi iHcTpyKuii

e The USAID Cybersecurity for Critical Infrastructure in
Ukraine (USAID Cybersecurity) is issuing a Request for
Proposals for procurement of network, server and
cybersecurity infrastructure of the State-Owned Enterprise
"Diia".

o Detailed Scope of Work and Specification on requested
goods can be found in Attachments A and B.

e Offerors wishing to respond to this RFP must submit
quotations in English or Ukrainian, in accordance with
the RFP instructions. Each Bidder is responsible for
reading very carefully and understanding fully the terms
and conditions of this RFP. All communications regarding
this solicitation are to be made solely through the Issuing
Office and must be submitted via email no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Bidders.

o |Issuance of this RFP in no way obligates DAI to award a
subcontract or purchase order. Offerors will not be
reimbursed for any costs associated with the preparation or
submission of their proposal. DAI shall in no case be
responsible for liable for these costs.

o Proposals are due no later than June 09, 2023, 18.00 Kyiv,
Ukraine Time to the email address
UkraineCCIl_Proposals@dai.com

o Please note that Offerors shall submit proposals in
electronic form.

o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to this
RFP will constitute an offer and indicates the Offeror’s
agreement to the terms and conditions in this RFP and any
attachments hereto. DAI reserves the right not to evaluate
a non-responsive or incomplete proposal.

[Ipoexr USAID «KibepOe3neka KPUTHYHO BaKIHMBOI
iHdQpacTpykTypr B YKpaimi»  (mami «USAID
KiGep6esneka» abo «I[IpoexT») oromomye 3amur mI0x0
3aKymiBii OONagHAHHS Ui MOJepHi3alii MepexeBoi,
cepBepHOi Ta iH(pACTPYKTypH KibepOe3neKu ep:KaBHOTO
nianpuemcTa «/lis»

o Jlerampui TexniuHe 3aBHaHHS Ta crenudikamis
MpeIMeTy 3aKyIiBii HaBeneHa y Jlomatkax A ta B.

e VY4YacHUKH TEHIEpY, sIKi 0aaloTh BiANOBICTH Ha IeH
3anmuT HA HAAAHHSA TPOIO3MWIN, TOBHHHI TOJaBaTH
MPOTO3MIl AHIIiHCHKOI0 a00 YKPaiHCHBKOI) MOBOIO
BIJITIOBI/THO JIO IHCTPYKIIiH, BKa3aHUX Y IIbOMY JOKYMEHTI.
Yci  o0roBopeHHs IMIOAO [BOTO  3amuTy  MAroTh
3MIACHIOBATUCS BUKIIOYHO depe3 odic, MmO BUAaB
JIOKYMEHT uepe3 eJeKTPOHHY aJpecy, He Mi3Hille aartu,
3a3HaueHoi BHIE. BiamoBiai Ha yci oTpuMaHi 3aluTaHHS
OyIyTh po3iciiaHi y MTUCHMOBIH (OpMi yciM 3allikaBIeHIM
yJacHUKaM TEHJEPY.

o  OnpuiIroHEHHS BOTO 3Ty HA HAJaHHS MPOIO3HIIIN
’KOJTHUM YHHOM He 3000B's13ye kommnaHito «DAD» ykinanatu
CyOKOHTpakKT abo JOroBip Ha 3aKyIiBIIO. YYacHUKaM
TeH/Iepy He OYIyTh BiAIKOJOBYBATUCS Oylb-sIKi BUTPATH,
MOB'SI3aH1 3 MIATOTOBKOIO a00 MOJIAHHAM IX IPomno3uiii. 3a
J)KOOHUX  oOcraBuH, kommanigs «DAI» He Hece
BIJIMIOB11aJIbHOCTI 3a I1i BUTPATH.

o [lIpono3sumii matote OyTr monani no 18.00 3a miceBuM
KHiBChbKUM vacoM B Ykpaini 09 wepusi 2023 poky Ha
anpecy: UkraineCCl_Proposals@dai.com

e 3BepHITh yBary, L0 NpPOMO3MLIi MalTh IOAAaBATHCA
JIUIIE B €IEKTPOHHOMY BHUIJISI

o [lpono3umii, mogani mi3Hime, OyxyTh BIIXHICHI, 3a
BUHSTKOM BWITJIKiB HAJ3BUYAHUX OOCTaBUH HA PO3CY]
xoMranii «DAI».

o lloganns npomo3unii kommnanii «DAI» y BiamoBigs Ha
el 3anuT Ha HaJaHHS MPOIO3MIH Oy/e ABISTH COOOM0
MIPOTIO3UIIIIO Ta CBITYUTUME TIPO 3T0AY YUaCHHUKA TEHIACPY
3 TOJOXKEHHSIMHM Ta yMOBaMH, SKI MICTATbCS Y IBOMY
3anuTi Ha HaIaHHS MPOTIO3UIIiH Ta Oy Ib-IKUX A0JaTKaxX 110
Heoro. Kommanis «DAI» 3amummae 3a co0ow TpaBo HE
OIIIHFOBATH HEBIINOBIIHY a00 HEMOBHY MPOIIO3HILIIO.

=DAlI
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e The RFP number and title shall be indicated in the subject
line of emails.

e The Offeror should fully understands that their quote must
be valid for a 60 calendar days.

o Offerors shall complete Attachment A: Price Schedule
template and indicate its date. Offerors should indicate the
total and all-inclusive price for the goods in the US Dollars.
The payments will be issued in hryvnias according to NBU
exchange rate on the date of the invoice.

¢ Value Added Tax (VAT) shall not be included in the Price
Schedule.

e These services are eligible for VAT exemption on the
basis of the USAID Contract Ne72012120C00002 registered
with the Cabinet of Ministers of Ukraine, under registration
card Ne4464-08 of April 28, 2023.

e Each Offeror, and any of its subsidiaries, shall only
submit one quotation.

e VY TeMi MOBIIOMIICHHSI €JIEKTPOHHOIO TOMITOI0 MAaroTh
OyTH 3a3Ha4eHI HOMEp 3aluTy Ta Ha3Ba.

e Y4yacHUK TEHIEpy MHOBMHEH IOBHICTIO PO3YMIiTH, IO
[iHU 3a3HaueH] B iXHill mpomno3uilii MaroTh OyTH YNHHIMH
npoTsiroMm 60 KaJleHIapHUX JIHIB.

e Y4YacHHKHM TeHIepy 3anoBHIOWTL JlomaTtok A!:
Ipajic-imcT Ta 3a3HA4alTh #HOro Jary. YYacHHUKHU
TEeHAepy NOBHHHI BKa3aTH 3arallbHy I[iHY B /0Japax
CHIA. Ormrara Oyne 3IiMCHIOBAaTUCS B TPHBHSX
BiIMoBiIHO 10 Kkypcy HBY Ha 1eHb BHUCTaBICHHS
paxyHKy/TIOCTaBKH TOBapiB.

e llogarok Ha momany Baprticte (II/IB) He mae Oytm
3a3Ha4YeHU y Mmpaic-JIUCTi.

o Ili MTOCITyTH i UIATAI0Th 3BUILHEHHIO BIiI
omojarkyBanHs [I/IB  BimMOBIAHO 70  OCHOBHOTO
koHTpakTy kommaHii «DAI» 3 USAID Ne72012120C00002
3apeectpoBannM y Kabineri MinicTpiB  YkpaiHuy,
peectpaniiitna kaptka Ne4464-08 Bin 28 kBitHst 2023 poky.
o Koxken YyacHuk TeHzmepy Ta Oyab-siKi MOTO JO4ipHI
KOMTIIaHi1, MOJK€ TTOJJATH JIUIIIE OHY ITPOMO3HIIIIO.

11. Questions Regarding the RFP

11. 3anuTanHsa cTOCOBHO 3amuTy

Each Offeror is responsible for reading very carefully and
understanding fully the terms and conditions of this RFP.
All communications regarding this solicitation must be
submitted via email to UkraineCCIl_Procurement@dai.com
no later than the date specified above. All questions received
will be compiled and answered in writing and distributed to
all interested Offerors.

Koxen YyacHWK TeHIEpYy € BiANOBINATBHUM 3a IyXKe
YBa)KHE MPOYUTAHHS BOTO 3alUTy Ta MOBHE PO3YMiHHS
Horo yMoB. Yce CIIKyBaHHsI CTOCOBHO IIBOTO 3aluTy Mae
HAJCWIATHCh  €NEKTPOHHOIO TMOLITOK0 HAa  ajpecy:
UkraineCCI_Procurement@dai.com we mi3Hime HaTH,
3a3HavyeHoi Bwuile. Bci orpumaHi 3amuTaHHA OYyAyTh
3i0pani, 1 BiAmoBiAi Ha HHUX OyAyTh HaJiCiaHi
€JICKTPOHHOIO TMOIITOI YCIM 3aIliKaBJICHUM YYacCHHKaM
TEHJEPY.

12. Technical Specifications and requirements for
Technical Acceptability

12. Onmc po6iT Ta BUMOTH 10 TeXHIYHOT MPUAHSITHOCTI

=DAlI
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DAI Global LLC is looking for the vendor for the provision
of IT equipment for USAID/Cybersecurity Activity as per
the specifications detailed in Attachment A.

1. To be considered technically acceptable, offerors must
demonstrate how they will meet or exceed all of the
requirements listed in the Attachment A. If the proposal
fails to meet one or more of the requirements, it will be
deemed technically unacceptable. Proposals deemed
technically unacceptable contain significant weaknesses or
deficiencies that are not able to be corrected without a
major rewrite or revision of the original proposal.

2. The Offerors must ensure the delivery of goods to Kyiv
(the exact address will be communicated after signing the
contract). Prices must be inclusive of all costs and include
any logistics and final delivery to the purchaser.

3. The supply and installation period shall be no longer than
100 business days from the date of signing the Contract,
however more rapid supplies are welcome.

4. Standard manufacturer warranty in required for all line
items, except those where it is additionally stated in the item
description.

5. In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
essential non-cost related specifications:

a. The Offeror shall be duly registered entity in
Ukraine and demonstrate this with valid documentation
for operation in Ukraine

b. Consent to receive payment for services solely
by bank transfer in 20 days after completion of each
deliverable.

C. Installation and configuration of the equipment
will be performed by the supplier and under the
supervision of the relevant representatives the SOE
DIIA .

d. All items and equipment must be original new
products; no used, repaired or refurbished products
will be accepted and will be removed from the final
invoice.

e. The Offeror must have a minimum of 3 years
of relevant experience in provision of similar services
(please fill Attachment F: Past Performance).

Kommaniss DAI Global LLC mykae mocragampHuka IT

obnamnanHs g mpoekty  «USAID/Kibepbesmexa»
BIJIMIOBI/IHO 3 BHUMOTraMH, JCTATbHO BHKJIAJICHUMU Y
Honatky A.

1. Ilo0 mpomno3wilsi ydYacHUKa BBaXKajacsi TEXHIYHO
MPUIHATHOO, BiH MOBUHEH 3a3Ha4uTH y JlogaTky A, SKUM
YUHOM BiH 3a0e3MedyBaTiMe BUKOHAHHS a00 TIepeBUIIICHHS
yCiX TEXHIYHUX BUMOTL. SIKIIO MPOIMO3UIlis y4yaCHHKA HE
BIJIMIOBIIaTUME OJTHIH UM OUIBIIIE BUMOTaM, ii BBAXKATUMYTh
TEeXHIYHO HEMPUHHATHO. [Ipono3wuitii, o MicTSITh CyTTEBI
HEJOJIKHU Ta MOPYIICHHS, SKi HEMOKJIHBO CKOPHUTYBaTH 0e3
ICTOTHOTO  TIepepoOJieHHS ab0 3MiHM  IOYaTKOBOI
MPOTIO3UIIiT, BBAXKAIOTLCS TEXHIYHO HEMPUIHHATHUMHU.

2. [locrayanbHUK TOBUHEH 3a0€3MEUYNTH JIOCTaBKY TOBapiB
B M. KuiB (TouHa ajgpeca Oyne HajaHa BUKOHABI[IO IiCIIS
HiAMUCaHHs KOHTpakTy). L[iHM MarTh BKJIIOYATH BCi
BATPATH 1 BKIIOYATH OyAb-AKYy JOTICTHKY Ta KIHIIEBY
JIOCTaBKy HaOyBayaMm.

3. KiHnmeBuii TepMiH TOCTaBKH Ta HAJIAMITYBaHHSI HE
noBuHeH mnepeBunryBatu 100 poOoumx mAHIB 3 Jatu
mianucanHs KoHTpakTy, BTIM JOCTPOKOBI MOCTaBKH
BITAIOTHCS

4. CranppapTHa TapaHTisi BUpOOHHMKAa MOTpiOHA MiIsl BCiX
MO3UIIi, OKPIM THX, J€ TapaHTIMHWIA TEpMiH 3a3HAYCHO
OKpEMO.

5. OxkpiM BUKOHaHHA BHMOT, 3a3HAYEHHX BUIIE, BiJ
Y4acHUKIB TEHAEPY BUMAraeThCsl TIOBHICTIO 33J0BOJIBHSATH
BaXJIMBUM BUMOI'aM, HE ITOB’I3aHKMM 3 I[IHOIO, SIKI 3a3HaYEH]
HWKUe, a00 MEePEeBHIIyBaTH 1X:

a) YuacHHUK TeHIEpy IOBHHEH OyTH 3apeecTPOBAHUM B
VYkpaiHi 1 1e NOBHHHO OYTH TPOJEMOHCTPOBAHO
JIIOYMMU IOKYMEHTaMHU Juist poOoTH B YKpaiHi.

b) 3roga ydvacHuka Ha oOIIaTy MTOCIYr BHKJIIOYHO Y
0e3roTiBKOBiH hopmi poTsrom 20 AHIB MICIS JOCTABKU

TOBapiB.
C) Incranmsumis Ta HajamTyBaHHA OOJagHAHHS —Oyne
BUKOHAHO MOCTavYaIbHUKOM iz HarJs oM

BinoBimaabHUX npeactaBuuki JIT Jlis.

d) Yci ToBapu mOBHHHI OyTH OpHUTIHAIBHUMH HOBHMH
NPOJIYKTaMH; >KOJIHAa BHUKOPHCTaHA, BiJPEMOHTOBaHA
a0o BiHOBJIEHA NPOAYKLis He Oyae mpuiiHsaTa 1 Oyne
BUJIyYE€HA 3 OCTATOYHOTO PaxXyHKY-(akTypH

e) Hdocin pobotu y cdepi 3abe3neueHHs BiIIOBIIHIMHU
TOBapaMH HE MEHIIE 3-X pOKiB (HajalTe 3aroBHEHY
¢dopmy, Hamany y Homatky F: JTocia pobotn).
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f. If supply terms exceed the indicated limit of 100
days, then functionally equal products with better
supply terms can be offered (of the same brand or
equal).

g. Availability of official authorizations from
manufacturers, namely those specified in the
specification - Dell, HPE, Cisco, Fortinet.

h. Qualification requirements. Participants must
provide documentary evidence of:

At least 1 (one) qualified employee with a Fortinet NSE 4
Network Security Professional certificate

At least 1 (one) qualified employee with a Cisco Certified
Specialist - Enterprise Core certificate

At least 1 (one) qualified employee, with an existing Cisco
Certified Network Associate certificate, who will be
involved in the direct execution of the contract.

At least 2 (two) qualified employees with HPE Accredited
Technical Professional (ATP) Hybrid IT Solutions
technical certificates.

At least 1 (one) qualified employee with technical
certificate of HPE Accredited Solutions Expert (ASE)
Composable Infrastructure Integrator V1 level

At least 1 (one) qualified employee with Dell Technologies
System Engineer (SE) Server Credential 2022 technical
certificate

At least 3 (three) qualified employees with confirmed
training IBM QRadar XDR — Security Information and
Event Management Technical Sales Intermediate

i) The Offeror must have adequate financial and
material resources to perform the work within the
required delivery schedule, as evidenced by
acceptance of DAI payment terms upon delivery and
acceptance by DAI as stated in above.

f) SIkmio TepMiHHM OCTAaBKHU MEPEBHIIYIOTh BKAa3aHU TiMIT
y 100 nHiB, TOAlI MOXYTh OYTH 3ampONOHOBaHI
(YHKIIOHATBHO OJIHAKOBI TOBAPH 3 KPAIIMMH YMOBaMH
MmocTaBku  (TOTO JK  BHPOOHMKA abo  IHIIOTO
PIBHO3HAYHOTO).

0) HasBHicTb odiniitHol aBTopm3alii BiJ BUPOOHHKIB BiJ
KIIFOYOBHX BHPOOHWKIB MPOAYKIii, IO BKa3zaHa y
cnenudikariii, a came Dell, HPE, Cisco, Fortinet.

h) Bumorn mo kBamigikamii. Y9acHUKH MarOTh HaIaTH
JIOKyMEHTaJIbHE TTiATBEPIKEHHS HasIBHOCTI:

He menme 1 (omHoro) kBami(hikoBaHOTO MpaIliBHUKA, 3
HassBHUM cepTrdikaTom Fortinet NSE 4 Network Security
Professional.

He menme 1 (omHoro) kBami(hikoBaHOTO MpaIliBHUKA, 3
HasBHUM ceptudikarom Cisco Certified Specialist -
Enterprise Core.

He menme 1 (omHoro) kBami(hikoBaHOTO MpaIliBHUKA, 3
nasBauM ceptudikatom Cisco Certified Network Associate,
akuii Oyne 3aimydeHuil g0 Oe3mocepelHbOr0 BHKOHAHHS
JIOTOBODY.

He w™enme 2 (aBox) kBamiikoBaHMX TpAIiBHHUKIB 3
TexHiYHUMHU cepTtudikaramu piBas HPE  Accredited
Technical Professional (ATP) Hybrid IT Solutions.

He wmenme 1 (omHoro) kBamihikoBaHOTO IpalliBHUKA 3
texHiyHUM cepTudikarom piBHs HPE Accredited Solutions
Expert (ASE) Composable Infrastructure Integrator V1.

He wmenme 1 (omHoro) kBamiikoBaHOTO TMpalliBHUKA 3
TexHiyHUM cepTudikarom piBas Dell Technologies System
Engineer (SE) Server Credential 2022

He wmenmie 3 (Tppox) KBamipikOBaHMX TpAIiBHUKIB 3
miTBepKEHUM npoiiaennM Hasdanusm |BM QRadar XDR
— Security Information and Event Management Technical
Sales Intermediate

i) YyacHuK TeHIepy TMOBHHEH MaTH HaJexHi (hiHaHCOBI
pecypcu Ui BUKOHAHHA poOIT/ HajaHHS MOCIYT Y
MeXax HeoOXimgHoro rpadika MOCTaBKH, MPO IIO0
CBIZIYUTH TMPUHAHATTS yMOB oruiaTh kKommaHii «DAID»
(micnst HAJAaHHS TOCHYT Ta iX MPUHHATTS KOMHAHIE
«DAIy), sk 3a3HaYCHO BHIIIE.

13. Prohibited Technology

13. 3a6oponeni TexHoJiorii
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Bidders MUST NOT provide any goods and/or services
that utilize telecommunications and video surveillance
products from the following companies: Huawei
Technologies Company, ZTE Corporation, Hytera
Communications Corporation, Hangzhou Hikvision Digital
Technology Company, or Dahua Technology Company, or
any subsidiary or affiliate thereof, in compliance with FAR
52.204-25.

YyacHUKH TOPriB HE OBHHHI HajaBaTH Oynb -SKi TOBapH
Ta/ab0  TOCIYTH, SKi BUKOPHUCTOBYIOTH  MPOAYKTH
TEJICKOMYHIKAI[il Ta BiIEOCIIOCTEPEIKECHHS BiJ TaKHUX
kommaniii: Huawei Technologies Company, ZTE
Corporation, Hytera Communications  Corporation,
Hangzhou Hikvision Digital Technology Company, ato
Dahua Technology Company, abo Oyap -sfika ix dimis
BignmosigHo 10 FAR 52.204-25.

14. Determination of Responsibility

14. Bu3znadeHHs BianoBigajabHOCTI

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility. When
assessing an Offeror’s responsibility, the following factors
are taken into consideration:

1. Provide copies of the required business licenses to

operate in Ukraine.

Evidence of a Unique Entity 1D (explained below).

3. The source, origin and nationality of the services are
not from a Prohibited Country (explained below).

N

4. Having adequate financial resources to deliver goods
or the ability to obtain financial resources.

5. Successful experience the firm has with related projects
of similar scope and size.

6. Qualifications and permit to perform related works
under acting legislation.

Kommaniss «DAI» He yknamaTuMe KOAHUX JIOTOBOPIB 3

VYdacHUKOM TeHAepY Mepll HiK HE MEePeKOHAEThCS y HOTO

BiAmoBimaidsHOCTI. Ilpwm OImiHIOBaHHI BiAMOBIMATBHOCTI

VYdacHuKa TeHaepy OepyThCsl IO yBaru HaCTYIHI (pakToOpu:

1. HanmaHHs Komii HEOOXITHUX TOKYMEHTIB Ha 3{IHCHCHHS
TSTHHOCTI B YKpaiHi.

2. Hassuicte HOMepy Unique Entity ID (mosicHioeThest
HIDKYE).

3. xepemno, TTOXOIKEHHS Ta IOPUCIUKITIfHA
MIPUHAJIKHICTE TOBapiB Ta TOCIYr HE i3 MEpeliKy
3aboponenux Kpain (mosicHeHHS HafaHi HIXKYE).

4. HasBHicTh JocTaTHIX (DIHAHCOBUX PECypciB s
BUKOHAHHS TIPOEKTy ab0 MOXKIUBICTh OTPUMATH
(hiHAHCOBI peCypCH.

5. HasBHicTh 3aJ0BiIBHOTO JOCBiY BUKOHAHHS POOIT Y
MHHYJIOMY.

6. HasBHicTh kBamidikarii Ta mpaBa Ui BUKOHAHHS POOIT
3a BIAIOBIIHUM 3aKOHOJABCTBOM.

15. Geographic Code

15. 'eorpadgiunuii koa

Under the authorized geographic code for its contract DAI
may only procure goods and services from the following
countries.

Geographic Code 110: Goods and services from the United
States, the independent states of the former Soviet Union,
or a developing country but excluding any country that is a
prohibited source.

Geographic Code 937: Goods and services from the United
States, the Cooperating Country, and developing countries
other than advanced developing countries, but excluding
any country that is a prohibited source.

o DAI must verify the source, nationality and origin, of
goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign Assets
Control (OFAC) as sanctioned countries. The current list of
countries under comprehensive sanctions include: Cuba,
Iran, North Korea, Sudan, and Syria. DAI is prohibited

BinmoBigHo go3BoNeHOTO TeorpadivHOrO  KOAy IS
YKJIaJaHHs JIOTOBOPIB KOMIIaHisA «DAI» MOJKE
3aKyNOBYBaTH TOBapH Ta IMOCIYTH JIMINE 13 HACTYIMHHX
KpaiH.

I'eorpadiunwmii kox 110: ToBapu Ta mociyru 3i CriomyueHUX
[ltaTiB, He3alEKHUX JIEPKAB KOJIMIIHBOTO PalsHChKOTrO
Coro3y a00 KpaiH, IO PO3BUBAIOTHCS, aJie 3a BHUHIATKOM
3a00pOHEHUX KpaiH MOXOKEHHS.

Ceorpadiunmii kox 937: ToBapu Ta mocnyru 3i CorydeHux
ITariB, KpaiH-NapTHEPIB Ta KpaiH, 10 PO3BUBAIOTHCA, KPIM
NEepeAoBUX KpaiH, IO PO3BHBAIOTHCS, 32 BHHATKOM
3a00pOHEHNX KpaiH MOXOMKEHHS.

o Kowmmanis «DAI» 3000B’s13aHa MEPEBIPUTH IKEPEIO,
IOPUC/IMKINIO Ta TIOXO/DKEHHS TOBapiB Ta MOCiayr Ta (y
MaKCUMAaJIbHO MOXIUBIN Mipi) MEepeKOHATHCh, IO KOJHI
MOCIYTrd HE 3aKYIMOBYIOTBCS 13 3a00pOHEHHX KpaiH, sKi
3HAXOJAIThCA Yy CHHCKY YTpaBIiHHA KOHTPOIK 3a
inozemaumu aktBamu (OFAC) sk  kpaiHu, Ha ki
PO3MOBCIOJKYIOTBCS CaHKIIi. [0 IOTOYHOro CMCKY KpaiH,
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from facilitating any transaction by a third party if that
transaction would be prohibited if performed by DAL

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source and
Nationality requirements and that the services comply with
the Geographic Code and the exclusions for prohibited
countries.

Ha SIKi PO3MOBCIOKYIOTHCS BCEOCSDKHI CaHKIII, BXOSATH
HacTymHi kpainu: Kyb6a, Ipan, IliBaiuna Kopes, Cynan Ta
Cupist. Komnanii « DAI» 3a00poHsieTbest cripusiTi Oyab-sKii
yroAi TpeThoi CTOPOHH, SKI[0 Taka yroga Oyma ©
3a00pOHEHOI0, KO0 O 11 BUKOHyBana kommaHist «DAD».

e [logaroun TPOMO3WINIO y BIAMOBiAP Ha I[eW 3amuT,
VYdyacHUKH TEHAEepy MiATBEpAXKYIOTh, LIO0 BOHH HE
nopyuytoTs BuMor no Jbkepema ta FOpucaukuii, i mo
MOCITYTH BiAMOBiAa0TH I 'eorpadiaHOMy KOy Ta BUHATKAM
1010 3a00pOHEHHX KpaiH.

16. Unique Entity ID (SAM)

16. Yuikansnuii inenrudikarop opranizauii (SAM)

All U.S. and foreign organizations which receive first-tier
subcontracts/ purchase orders with a value of $30,000 in
equivalent and above are required to obtain a Unique
Entity ID (SAM) number prior to signing of the agreement.
Organizations are exempt from this requirement if the gross
income received from all sources in the previous tax year
was under $300,000. DAI requires that Offerors sign the
self-certification statement if the Offeror claims exemption
for this reason.

For those required to obtain a SAM ID number, you may
request Instructions for Obtaining a SAM ID number (see
Attachment D).

For those not required to obtain a SAM ID number, you
may request Attachment: Self-Certification for Exemption
from SAM ID Requirement (see Attachment E).

Bci amepukaHChKi Ta i1HO3€MHI OpraHizatiii, ki OTpUMYIOTh
CyOKOHTpaKkTH/ IOTOBOPH Ha 3aKyIiBIID Ha CyMy B
expiBasienTi 30 000 momapie CIIA i Buine, MOBHHHI
OTpUMATH YyHIKaIbHHUN ineHTH(IKaTOp opranizamii (SAM)
o mianucaHas yrogu. OpraHizamii 3BUTBHAIOTBCS BiJ i€l
BHMOTH, KIIIO BAJIOBUH JTOXiJ, OTPAMAaHUH 3 yCIX HKEPE 3a
MOTIePEIHIN TOJaTKOBHI ik, O0yB Hmkue 300 000 monapi
CIIA. Komnanis «DAID» Bumarae, mo0 Y4acHUKA TEHIEPY
HiAnucany 3asBy IPO CaMOBH3HAYEHHS, SIKIIO BOHU
BUMAararTh 3BUIBHEHS 3 ITi€] MPUYMHU.

st Thx, KoMy TOTpPiOHO OTpUMATH YHIKATbHHAN
inenTudikarop opranizanii (SAM), Bu moxere 3anuratu
[HCTpyKIil AN OTpUMaHHA YHIKAIBHOTO iMeHTU(IKATOPY
oprasizaitii (SAM) (J{uBuch domatok D).

Jmst THX, XTO He 3000B'S3aHUI OTPUMYBATH YHIKaIbHUN
inentudikarop opranizamii (SAM), Bu Moxxere mnomatu
3anmuT Ha goaatok: dopma caMOBU3HAYEHHS HA 3BIJIbHEHHS
Bill BUMOTH OTPHMaHHS VHIKaJIBHOTO ineHTH(]IKATOPY
opramnizarii (SAM) (JTusuce Jomatok E).

17. Compliance with Terms and Conditions

17. 3roga YuyacHuKa TeHAepy 3 BUMOTaMHu

Bidder shall be aware of the general terms and conditions
for an award resulting from this RFP. The selected Bidder
shall comply with all Representations and Certifications of
Compliance listed in Attachment C.

YyacHuK TeHIepy Mae OyTH B KypcCi 3arallbHUX YMOB ISt
YKJIalaHHSI KOHTPAKTY 3a Pe3yibTaTaMHu JaHOTO 3aluTy Ha
HajaHHs Tpono3ullii. OOpaHuil yYacHHUK Ma€ BiJIMOBIIaTH
ycim 3asBam Ta [liATBep/PKEHHSAM WPO BIiIOBITHICTD,
3a3HaueHuM y Jonatky C.

18. Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

18. Moaituka mog0 00pPOTHOM 3 KOpPYHIi€E Ta
OopoTrb000 3 xabapHuuTBOM Ta Binmomignaanbhoi
3BiTHOCTI

e DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of quality
goods and equipment. DAI does not tolerate the
following acts of corruption:

e Any requests for a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by a DAl employee, Government official,

DAI Bene cBOIO AisUTBHICTH 32 HAMCYBOPIIIMMHA €TUYHUMU

CTaHJapTaMu, MO0 3a0e3MeunTH YeCHICTh KOHKYPEHII,

NPUAHSTHI I[IHK Ta yCIIIIIHE HAJ[AHHS TTOCIYT a00 J0CTaBKY

AKiCHUX TOBapiB Ta obnagHanHs. DAI He TepnuTh TakHX

KOpYNUilHMX Jiii:

e bBynp -gki 3amuTH Ha OTpuUMaHHsA Xxabapa, Bingadi,
CTpUSIHHS YW BUIUIATH y BUTJISII BUILUIATH, MOJAPYHKA
abo crenianbHOi KomrmeHcalii cmiBpoOiTHUKY DAL
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or their representatives, to influence an award or
approval decision.

Any offer of a bribe, kickback, facilitation payment or
gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to influence
an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the offeror or subcontractor.

Any collusion or conflicts of interest in which a DAI
employee, consultant, or representative has a business or
personal relationship with a principal or owner of the
offeror or subcontractor that may appear to unfairly
favor the offeror or subcontractor. Subcontractors must
also avoid collusion or conflicts of interest in their
procurements from vendors. Any such relationship must
be disclosed immediately to DAI management for
review and appropriate action, including possible
exclusion from award.

These acts of corruption are not tolerated and may result
in serious consequences, including termination of the
award and possible suspension and debarment by the
U.S. Government, excluding the offeror or subcontractor
from participating in future U.S. Government business.

Any attempted or actual corruption should be reported
immediately by either the offeror, subcontractor or DAI
staff to:

Toll-free Ethics and Compliance Anonymous Hotline at
(U.S.) +1-503-597-4328

Hotline website — www.DAl.ethicspoint.com, or
Email to Ethics@DAIl.com

USAID’s Office of the Inspector General Hotline at
hotline@usaid.gov.

By signing this proposal, the offeror confirms adherence
to this standard and ensures that no attempts shall be
made to influence DAI or Government staff through
bribes, gratuities, facilitation payments, kickbacks or
fraud. The offeror also acknowledges that violation of
this policy may result in termination, repayment of funds
disallowed by the corrupt actions and possible
suspension and debarment by the U.S. Government.

YPSIOBIIIO YH X Ipe/ICTaBHUKAM BIUTMBAIOTH Ha PIIICHHS
PO HAropoUKEHHS a00 CXBAJICHHS

Bynp -sxa mpomnoswumist xabapa, BiAKary, CIpUSHHS YA
BUIUIATH Yy BUIJBIAI IUIATeXKy, NoAapyHka abo
crieriagpbHoi  BHHAropomu  Big  odepeHta  UnM
CcyOmiApsoHWKA JUIA BIUIMBY Ha pIMIEHHA TIPO
MPUCYHKEHHS YU CXBaJICHHSI.

bynp-sike  maxpalicTBO, Take SK  HEIpaBUIbHE
BUKJIaIaHHA a00 MPHUXOBYBaHHs iH(opMalii Ha KOPUCTb
odepeHTa 9H CyOITi AP THUKA.

Byns -axi 3MoBH abo KOH(IIKTH iHTEpeciB, y SKHX
MpaliBHUK, KOHCYIbTaHT abo mpexactaBHuk DAI mae
IinoBi 200 OCOOMCTI CTOCYHKM 3 NPUHIUIAIOM a0o
BIIACHUKOM O(epeHTa 4M CyOMiIpsAHUKA, SKi MOXYTh
BUSIBUTHCS HECTIPABEIJIMBUMH Y KOPUCTH O(EpeHTa Ui
cyomiapsinauka. CyOmiipsAHMKM  TaKOX  IOBHUHHI
VHUKaTH 3MOB 4YH KOH(IIKTY iHTEpeciB y CBOIX
3aKyMIBISX y TOCTAYaIbHUKIB. By/Ib -AKi Taki BiAHOCHHH
NOBUHHI OyTH HeTaltHO po3KpuTi KepiBHUUTBY DAI mis
neperisy Ta TPUAHATTA  BIANOBIIHUX  3aXOJiB,
BKJIFOYAOYH MOYKJIBE BHKJIFOUCHHS 3 BUHATOPOJIH.

i kopymmiiiHi il HE JOMYCKAIOTHCS 1 MOXKYTH ITPU3BECTH
JI0 CEpHO3HUX HACIIJKIB, BKIIOYAKOYN IPUITUHCHHS
NpU3HAYEHHS] BUHATOPOIU Ta MOXKIIUBE MPH3YMHHECHHS
ta BiaMoBy ypsny CILIA, Buximouatounm odepeHTa Ud
CcyOmiapsIHUKA BiJ y4acTi y MaitOyTHIX Oi3HEecax ypsmy
CLIA.

Bynb-sika cipoba un (hakTHUHA KOPYIIisl TOBUHHA OYTH
HETaifHO MOBiToMIIeHa OEePEHTOM, CYOITiAPSATHIKOM 200
ciiBpoOiTHEKamMu DAL

beskomToBHa aHOHIMHA Taps4a JiHis 3 THTaHb €TUKHU Ta
JotpuManHs BuUMor 3a aapecoro (CHIA) +1-503-597-
4328

Be06 -caiiT rapstuoi ninii - www.DAIethicspoint.com, abo
HaJicnaTu CJICKTPOHHHI JUCT Ha anpecy
Ethics@DAIl.com

Odic rapsaoi ninii I'enepansHoro incnekropa USAID 3a
anpecoro hotline@usaid.gov.

[lignucyroun 10 MPOIO3uIliio, O(QEepPeHT MiATBEPIKYE
JOTPUMaHHA LBOTO CTAHAAPTy Ta TrapaHTye, L0 He
Oynyte 3pobieni cmnpobu BrumHYyTH Ha DAL a6o
YPSIOBHI TIEPCOHA 3a JIOMOMOror xabapiB, 4aioBHX,
BUIUIAT 32 CIPUSTHHS, BiJIKaTy 4M IIaxpaicTBa. Y4YacHUK
TOPTIB TaKOX BH3HAE, L0 MOPYIICHHA Wi€l MOJNITHKH
MOJKe TPHU3BECTH JI0 PUIIMHEHHS, TIOBEPHEHHS KOIITIB,
3a00pOHEHHUX KOPYII[IHHUMHU [iSIMH, Ta MOXJIHBOTO
npu3ynuHeHHs Ta 3a0oponu ypsaay CLIA.
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Attachment A: Price Schedule / Oopatok A:
MNMpanc-nucT (oOKpeMumn AOKYMEHT)
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Attachment B: Scope of Work / Oopatok B:

TexHiYHe 3aBOaHHA

BACKGROUND

The USAID Cybersecurity for Critical Infrastructure
in Ukraine Activity (the Activity) is a program funded
by USAID and implemented by DAI. The overall goal
of the Activity is to reduce and potentially eliminate
cybersecurity vulnerabilities in Critical Infrastructure
(CI), and to transform Ukraine from a compromised,
reactive cybersecurity actor to a proactive
cybersecurity leader. Over a five-year period, the
Activity will increase resilience and build capacity to
prevent, detect, and respond to cyberattacks against ClI
in Ukraine. To achieve this goal, the Activity is
implementing the following components:

Component 1: Strengthening the cybersecurity
enabling environment

This component will strengthen the cybersecurity
resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance,
enabling collaboration between stakeholders, and
supporting cybersecurity institutions. This component
will also build the technical capacity of key sectors
through increased access to cybersecurity technology
and equipment.

Component 2: Developing Ukraine’s cybersecurity
workforce

This component of the Activity will address
workforce gaps through interventions that develop
new cybersecurity talent and build the capacity of
existing talent. These interventions will address the
entire workforce pipeline, the quality of education
received by cybersecurity specialists, and industry
training programs to rapidly upskill Ukraine’s
workforce to respond to immediate cybersecurity
vulnerabilities.

Component 3: Building a resilient cybersecurity
industry

A growing cybersecurity industry in Ukraine will
contribute directly to national security and prosperity.
This component will seek to build trust and
collaboration between the public and private sector to
develop innovative solutions for future cybersecurity
challenges; spur investment and growth in the broader

HNEPEAYMOBHU

IIpoexkr USAID «Kibepbe3neka KpPUTHYHO BaKIHMBOI
iHpacTpykTypu Yipaiam» (mani — [IpoekT) dinaHcyeTbes
USAID Tta peanizyerscsi DAL KinneBa meta Ilpoekty —
PO3BHTOK HAIIOHATHHOI CHCTEeMH KiOepOe3meku Ta
3MEHILIEHHSI KIJIBKOCTI BPa3lMBOCTEN KPUTHYHO BaXKJIMBOL
iHpPACTPYKTYypH.

[poTsirom i’sitnt pokiB IIpoekT 3MinHIOBaTHME CTIHKICTh 1
pPO3BHBATHUME CIIPOMOJKHICTH 3aro0iraTv, BHSBIATH U
OopoTHcsi 3 Kibeparakamu, HALJIGHUMH Ha KPUTHYHY
iHppacTpyktypy (mani — KI) Ykpainu. st uporo Ilpoekt
peani3oBy€E Taki CKIIa/IOBI:

CxuaanoBa 1: 3MilTHEHHS CepeIOBHINA, CIIPUSTIUBOTO IS
KiOepOe3meku

s cxiagoBa MOCHINTH CTIHKICTh KiOepOe3neKn CEeKTOPiB
KI Vkpainu nuisxoM yCyHEHHS 3aKOHOJABYUX IMPOTAJIHH,
CIIpUSHHSA e()EKTUBHOMY VIIPaBIiHHIO, 3a0e3lcUeHHS
CHIBIpali MiX 3al[iKaBICHUMU CTOPOHAMH, a TaKOXK —
OIATPUMKHA  IHCTUTYHid KiOepOesmeku. BoHa Takox
cupuATAME po30yIOBI TEXHIYHOTO MOTEHINATy TOJIOBHUX
CEKTOPIB 3aBASKH PO3IIUPEHHIO AOCTYITY [0 TEXHOJIOT1H Ta
obmagHaHHs y cdepi KibepOe3neKkH.

CxianoBa 2: Po3BUTOK KaJIpOBOTO MOTEHIATy YKpaiHU B
ranysi kibepOe3neku

s ckmamoBa IIpoexTy ycyHe KajpoOBi MNpOrajiiHU 3a
JOTIOMOTOK0 ~ 3aXOfiB i3  TIOKpAlIeHHS  HaBHYOK
kBarmi(pikoBaHWX KaApiB y ramy3i kibepOesmeku i
301IbIICHHsT TIOTEHIiay HasBHUX (axiBiiB. Lli 3axomu
CTOCYBaTHMYThCS BCi€i KaJIpOBOi CHCTEMHU, SKOCTI OCBITH,
o ii oTpUMyIOTh (paxiBii 3 KibepOe3neKku, Ta rary3eBuX
HaBYAJIbHUX TPOTrpaM JJisi MPUCKOPEHOTO IiIBHIICHHS
kBayiikaiii KaApoBOro Ckjaay B YkpaiHi - 3ais
pearyBaHHS Ha IHIUJCHTH Ta 3a0e3MeUeHHS CTiHKOCTI
KPUTHYHUX 1HQPACTPYKTYP.

Ckaagosa 3: Po30ynoBa criiikoi iHIycTpii KibepOesneku
InpycTpis kibepOesreku, sika CTBOPIOETBCS B YKpaiHi,
0e3nocepeHb0  CIPHUATHME HAIllOHANBHIM Oe3memi i
E€KOHOMIYHOMY pO3BHUTKY. LIst ckiiagoBa Oyzae cripsiMoBaHa
Ha: 3MILHEHHS JOBIpM Ta CIHIBIpaLi MK IEpKaBHUM 1
MPUBAaTHAM CEKTOpaMH JUIS pO3pOOJICHHS IHHOBAIIHUX
pilieHb MaiOyTHIX mpoOsieM KiOepOe3meku; 3a0XOueHHS
iHBECTHUL 1 3pOCTaHHS Ha IIMPLIOMY PUHKY KiOepOe3neku
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cybersecurity market in Ukraine through greater
access to financing; support smaller cybersecurity
companies to rapidly increase the number of local
cybersecurity  service  providers; and  offer
mechanisms for Ukrainian firms to connect with
industry partners to enable better access to innovations
and business opportunities.

CONTEXT

Ministry of Digital Transformation (MDT) —is the key
government institution that is responsible for the use
of digital technologies in public administration and
public services. App and Portal DIIA became a focal
point for all Ukrainian citizens to receive numerous
public services quickly and MDT ensures all these
services have high-grade cybersecurity. The Activity
has already provided assistance to MDT in this regard
and implemented various initiatives, eg.: a bug bounty
programs and pen-tests conducted in 2020 and 2021.

Under martial law, the SOE “DIIA” places a
significant emphasis on ensuring fault tolerance of the
information and communication systems of the
Unified State Web Portal of Electronic Services (DIIA
Portal), Integrated Electronic Identification System
(IE1S), DIIA Qualified Trust Service Provider, Central
Certification Authority (CCA), increasing the level of
cyber security, countering existing threats and attacks,
and contributing to more efficient and stable operation
of the mentioned information and communication
systems.

Given that Diia’s information systems belong to the
state’s critical infrastructure facilities, cyber attacks
on which can directly affect sustainable operation of
such critical infrastructure facility, and in order to
ensure implementation of processes related to the
cross-border recognition of electronic identification
tools, it is necessary to ensure availability and fault
tolerance of services when interacting with the IEIS,
Central Certification Authority and DIIA Qualified
Trust Service Provider. Thus, there is a need in
procuring equipment for setting up clusters based on
the primary and backup software and hardware
systems of IEIS, Central Certification Authority and
DIIA Qualified Trust Service Provider, which are
geographically located in different cities, in order to
protect the data of the system and ensure its
continuous operation. Moreover, in order to increase
the volume of data transferred and processed by

B YKpaiHi 3aBASKM IOKPALICHHIO JOCTYIly IO
(inaHCyBaHHS; MIATPUMKY HEBEJIMKUX KOMMaHIH y cdepi
kiObepOe3rmeku IS IIBUIAKOTO 30UIBIICHHS MiCHEBUX
MMOCTaYaJIbHUKIB TOCTHYr KiOepOesmekw; a Takox Ha
MIPOTIOHYBAaHHS YKPAaiHCBKAM KOMIIAHIIM MEXaHi3MiB
3B’3Ky 3 Taly3eBUMH MapTHepamu Ajs 3a0e3redeHHS
Kpaloro JOCTyIy [0 IHHOBAIlii 1 MOXIHUBOCTEH IS
OizHecy.

KOHTEKCT

MinicrepctBo mudposoi Tpanchopmanii (zami — MLT) —
KJIFOYOBa Jep)KaBHa yCTaHOBA, KA BIAIMOBIZaE 3a
BUKOPUCTAHHS UU(PPOBUX TEXHONOTIH y AEpKaBHOMY
yOpaBlliHHI Ta AepKaBHUX mociyrax. JomaTok i mopran
“Jlis”” cTamy UEHTPAIbHOI TOYKOI IS BCIX T'POMAsH
Ykpaian, mo0 IMBHIKO OTPUMATH YHCICHHI Iep’KaBHI
nocayru, a MIUT rapanrtye, mo Bci i MOCIYTH MaroTh
BUCOKHH piBeHb KiOep3axuiieHocTi. IIpoekT Bke Hanas
moriomory MIIT y mboMy BiTHOIIIEHHI Ta peaji3yBaB pi3Hi
iHI[IaTUBY, HANPUKIA[: TMPOrpaMH BHHArOpoaW  3a
ITOMIJIKH Ta MEH-TeCTH, popeneHi y 2020 Ta 2021 pokax.
B ymoBax Boennoro crany Il «[is» mpuninsge 3Hauny
yBary 3a0e3NleYeHHIO HATiHHOCTI  (DYHKIIIOHYBAaHHS
iH(pOpMaLiHHO-KOMYHIKalliTHUX CUCTEM €nuHoro
JepKaBHOTO BeO-TopTrany enekTpoHHuX mocuyr (Ilopran
His), IaTerpoBanoi CHUCTEMH €IEKTPOHHOI 1meHTHdIKAIIT
(ICEI), KgamidikoBanoro HamaBada CJICKTPOHHUX
noBipunx nocuyr “/lis”, LleHTpanbHOT0 3acBiAUyBaIbHOTO
oprany  (II30), Ta B3arami - MiABUIICHHIO PiBHS
KibepOe3nekn, MpOTH/Iil iICHYIOYMM 3arpo3aM i atakam, a
TaKoX crpusie Ourbln edeKkTUBHIM 1 cTabinbpHIH poboTi
3a3HaueHUX iH()OPMAIiTHO-KOMYHIKAIIHHUX CUCTEM..
3Ba)karouu Ha Te, 1o iHpopmaiiiHi cucremu Jlii HanexaTh
70 00’€KTiB KPUTHYHOI 1HQPACTPYKTYypH HepKaBH Ta 3
MeTOor 3a0e3MeueHHsl peaisailii MpoleciB, MOB’ I3aHUX i3
MDKHApOJHUM pO3ITi3HABaHHSAM 3aco0iB  E€JIEKTPOHHOI
ineHTudikaii, TOCTYIHOCTI Ta HAAIMHOCTI CIIYK0 Iij] yac
B3aemoii 3 ICEI, nenTpaibauM eHTpoMm ceprudikaiii ta
MMOCTavaIbHUKOM KBaTi(ikoBaHUX A0Bipumx nociyr Jis, -
KPUTHYHUM 3aBJIaHHSAMM € Oe3nepeodiiine GpyHKIIIOHyBaHHS
BiAmoBiAHOT iHPpacTpykTypu. TakuM 4YHHOM, IiCHYE
norpeba B 3aKkymiBal oOJaxHaHHA [JI1  CTBOPEHHS
KjacTepiB Ha 0a3i OCHOBHHX 1 PE3EpPBHHX MPOrpaMHO-
arapaTHHUX CHCTEM ICEI, LenTpanbHOro
cepTuQiKaiiHoro LEHTPY Ta OCTAYaIILHUKOM
KkBaJTipikoBaHMX AOBipuuXx nocayr Mid, SKi TepUTOpialbHO
pO3TaIllOBaHi B Pi3HUX MiCTax, 3 METOI0 3aXHCTy JIaHHX.
cucreMHu Ta 3abesnednTH i Oe3mepepBHy podoTy. Kpim
TOTO, /IS 30UTBIIIEHHS 00CATIB TaHUX, 110 TIEPEIAlOThCS Ta
00pOOISIOTHCS iHpOpMaLiTHO-KOMYHIKaLli HHUMHU
cucremamu MI1 «/lis», HeoOXimHO HpuAOaTH AOAATKOBE
o0nagHaHHS.
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information and communication systems of the SOE
“DIIA”, it is required to procure additional equipment.

Aware of the importance and urgency of
accomplishing a stable operation of information and
communication systems, specialists of the SOE
“DIIA” have assessed the technical condition of the
equipment of the primary and backup technical
facilities (data processing centers), which ensures
operation of the relevant information systems, and
recognized the need in backing up active network
equipment, equipment for cryptographic protection of
information, server equipment and necessary passive
network equipment, as well as accessing software
licensing services. A separate package of measures
aimed at achieving the objectives defined involves
acquiring cyber security software products for digital
infrastructure of the SOE “Diia”.

OBJECTIVES

The project aims to ensure uninterrupted operation of
the information and communication system (ICS) and
services of the SOE “Diia”, optimize and improve the
digital infrastructure by upgrading subsystems of the
primary and backup DPC and creating a cyber security
infrastructure.

TASKS
The Activity searches for Vendor, which will provide
next services for State-Owned Enterprise “Diia”:
— Delivery of technical equipment and services
(based on the Technical specifications)
— Installation and set-up of equipment

General description
Within the project it is planned to implement the
following structural elements:

1. Modernization of the information and
communication system of the Central
Certification Authority which will include:
Certificate support and generation servers
Monitoring and backup server
Test certificates support and generation server
IP encryptor “Kanal-201”

SHS for receiving and analyzing log files
(FortiAnalyzer FAZ-300G)

Next-generation firewall (NGFW)

Secure web gateway (Barrier-301, mini-
device)

Y CBIIOMITIOIOUH BAXKIIMBICT 1 aKTYaIbHICTh 3a0€3TCUCHHS
cTabinpHoi  poboTH  iH(pOpMaifHO-KOMYHIKAIIHHNX
cucreM, ¢axiBui A1 «lis» mpoBenu OLWIHKY TEXHIYHOTO
CTaHy oOOJaJHaHHS OCHOBHHUX 1 PE3epPBHHUX TEXHIYHHX
3acobiB (LIOJ]), mo 3abe3medye poOOTY BIATIOBITHHUX
iH(pOpMaLiHUX CHCTEM, a TAKOXK BU3HAYHMIIN HEOOX1IHICT
pEe3epBHOTO KOITIFOBaHHS, obmagHaHHS TS
KpunrorpadigHoro 3axucTy iHdopmarii, cepBepHOro
oOJaJHaHHS Ta HEOOXIJHOTO TIACUBHOTO MEPEKEBOTO
oOnagHaHHs, a TaKOX IOCTYITy A0 HOCIYT JileH3yBaHHS
nporpamMHoro 3abe3nedeHHs. OKpeMHM KOMITIEKCOM
3ax07iB, CIPIMOBAHUX Ha AOCSTHEHHS BU3HAUYCHUX LICH,
€ TpuabaHHS MNPOTPaMHUX MPOAYKTIB AJS TOCHIICHHS
kibepbesnexu yciel nudposoi inppactpykrypu 1T «/lis».

LI

[Ipoekt crnpsMoBaHMii Ha 3a0e3mnedeHHs Oe3nepeOiiHOT
pobotu iHdopmaniiino-komyHikariiHoi cuctemu (IKC) ta
cepBiciB JII «Jlis», omTuMizarmito Ta BIOCKOHAICHHS
nuppoBoi  IHQPACTPYKTYpH  NUIBIXOM  MOJICpHI3aILii
MmiacucTeM OcHOBHoro Ta pesepHoro [[OJ] Ta
BIIPOBAKEHHS iHQPPACTPYKTypH KiOepOe3neKu.

3ABJIAHHS
IIpoext mykae IlocTrayanbHuKa, SIKUH HagaBaTUME
HactynHi nociyru st AT «is»:

- IlocrayanHs  oOjagHaHHA Ta  MPOrPaMHOL

MIPOJIYKIIii 3TiTHO TEXHIYHOI crienudikarii
- Tlocnyru BHpoBaKEHHS Ta IHCTAIIALIT

3arajabHuii onmc
VY paMkax MpOEKTy 3alUIaHOBaHO pPeai3yBaTH HACTYIHI
KOHCTPYKTHBHI €JI€MEHTH:

1.MopuepHizanist iHQopManiiHO-KOMYHIKaliHHOT CHCTEMHU
LenrpansHOTO 3aCBIIYYBaIBHOTO oprany, sKa
BKJTIOYAaTHUME:

CepBepu MATPUMKH Ta TeHepallii cepTudikaTis

CepBep MOHITOPUHTY Ta PE3EPBHOTO KOIIIOBAHHS

CepBep MiATPUMKH Ta TeHEpaLlii TECTOBUX cepTH]IKaTiB
[P umdpatop “Kanan-201”

SHS ni1st otpumanHs Ta anamizy jgor-gaiinis (FortiAnalyzer
FAZ-300G)

Bpannmayep nactymnHoro nokoninas (NGFW)
Saxumennii BeO-1ut03 (bap'ep-301, MiHi-iprCTpiif)
TecToBwmii cepBep nporpamuoro 3adesmeuenus CCA

=DAlI
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CCA Software Test Server
Uninterruptible power supply unit
Administrator workstations

xepeno Oe3mepeOiiHOTO KUBIICHHS
APM anminicTpaTopa

2. Modernization of the integrated electronic 2. MogepHisaliss iHTErpoBaHOI CHCTEMH €JIEKTPOHHOI
identification system (IEIS) which will inentudikauii (IEOI), sika BkIrouaTume:
include: OO6unCITIOBANIBHI PecypcH
Computing resources Cucrema 30epiranas JaHUX
Data storage system Baxwumniennii Be6-nuto3 (bap'ep-301)
Secure web gateway (Barrier-301) IMepemukaui simpa DPC
DPC core switches SHS st oTpuMaHHs Ta aHami3y jor-gaitris (FortiAnalyzer
SHS for receiving and analyzing log files FAZ-300G)
(FortiAnalyzer FAZ-300G) Bpannmayep nactymHoro nokomninas (NGFW)
Next-generation firewall (NGFW)
3.Mognepnizamiss  iHQpacTpykTypu  KBaii(hiKOBaHOTO
3. Modernization of the DIIA Qualified Trust mnocrauanbHuKka noBipunx mocayr DIIA
Service Provider Bpannmayep nHactymHoro nokomninas (NGFW)
Next-generation firewall (NGFW) IP mmdparop “Kanan-401”
IP encryptor “Kanal-401”
4 MopepHizanist iHpOpMaliitHO-KOMYHIKaIiiiHOT cUcTeMH
4. Modernization of the information and anminictpyBanus moptaiy A, sika BKIFOUaTHME:
communication system for DIIA portal Cucrema 3axmcTy KIiHIEBMX TOYOK aaMiHiCTpaTropa Ta
administration which will include: cepsepa
Administrator and server endpoint protection Cucrema TecTyBaHHs Ha IPOHHUKHEHHS
system [Iporpamue 3abe3mMeueHHs Ta CHCTEMa PO3POOKH KOy
Penetration testing system ABTOMaTH30BaHa CHCTEMa iHBEHTapHU3allii Ta yIpaBIiHHSI
Software application and code development wmepexero
system CucTema CKaHyBaHHsI BPa3lHBOCTEH
Automated  inventory and  network Bpanmmayep nactymHoro nokosinHs (NGFW)
management system
Vulnerability Scanning System
Next-generation firewall (NGFW) 5. IlporpamHa  mpoaykiisi  KibepOesmekw,  siKa
BKJTIOYATUME!
5. Software products which will include: CucTeMa 3aXUCTy KiHIIEBUX TOYOK
Endpoint protection system CucreMa BHUSIBIICHHS BTOPTHEHb
Intrusion detection system Cucrema BHSBJICHHS Ta aHAi3y BPa3IUBOCTEHl
Vulnerability detection and analysis system  SIEM
SIEM
6. TexHiuHe 0OCITYroBYBaHHS Ta MiITPUMKA
6. Maintenance and support 7. Peamizaris
7. Implementation
== DAI PAGE 12
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Attachment C: Representations and Certifications

of Compliance / [Oopatok C:

3aaBU Ta

NMiaTBepaxeHHAM npo BianoBigHICTb

1. Federal Excluded Parties List - The Offeror Select is not presently debarred,
suspended, or determined ineligible for an award of a contract by any Federal
agency.

2. Executive Compensation Certification - FAR 52.204-10 requires DAL, as
prime contractor of U.S. federal government contracts, to report
compensation levels of the five most highly compensated subcontractor
executives to the Federal Funding Accountability and Transparency Act Sub-
Award Report System (FSRS).

3. Executive Order on Terrorism Financing - The Contractor is reminded that
U.S. Executive Orders and U.S. law prohibits transactions with, and the
provision of resources and support to, individuals and organizations
associated with terrorism. It is the legal responsibility of the
Contractor/Recipient to ensure compliance with these Executive Orders and
laws. Recipients may not engage with, or provide resources or support to,
individuals and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on the
Specially Designated Nationals and Blocked persons List maintained by the
US Treasury (online at www.SAM.gov ) or the United Nations Security
Designation List (online at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml ). This
provision must be included in all subcontracts/sub awards issued under this
Contract.

4. Trafficking of Persons — The Contractor may not traffic in persons (as
defined in the Protocol to Prevent, Suppress, and Punish Trafficking of
persons, especially Women and Children, supplementing the UN Convention
against Transnational Organized Crime), procure commercial sex, and use
forced labor during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence Certain
Federal Transactions — The Offeror certifies that it currently is and will remain
in compliance with FAR 52.203-11, Certification and Disclosure Regarding
Payment to Influence Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that will comply
FAR Part 9.5, Organizational Conflict of Interest. The Offeror certifies that
is not aware of any information bearing on the existence of any potential
organizational conflict of interest. The Offeror further certifies that if the
Offeror becomes aware of information bearing on whether a potential conflict
may exist, that Offeror shall immediately provide DAII with a disclosure
statement describing this information.

1. denepanbHUN CHHCOK BHKIIOYEHHX o0ci0 — OOpaHuWil y4acHHK
TEHJepa Hapasi He € BIACTOPOHCHHM, TUMYACOBO BiJICTOPOHEHUM ab0
BHU3HAHMM TaKHM, II[0 HE Ma€ IMpaBa YKIAAaTH KOHTPAKT 3 OYyIb-IKHM
(benepaabHIM OPraHOM.

2. IlinTBep/pKeHHS 3apo0iTHOT mIaTn kepiBHuITBa — [TonoxeHnHs FAR
52.204-10 Bumarae Big kommaHii «DAD» sk reHepaIbHOTO MiPsTHAKA
3a KoHTpakTtamu (enepansHoro ypsmy CIIA 3BiryBatm mpo piBHI
3apoOiTHOI IUIATH M'SATH KEepiBHHKIB CyONiApSOHUKA 3 HaWBHIUM
piBHeM 3apoOiTHoi matm B CucreMy 3BITHOCTI 3a JIOTOBOpaMH
cyOmiapsay BIAMOBIAHO A0 3aKOHY PO MiA3BITHICTH 3a (eaepaabHUM
¢inancyBaHHsIM Ta po3opicts (FSRS).

3. Yka3 Ilpesunenra CIIA npo 3a60opoHy GhiHaHCYBaHHS TEPOPU3MY -
BukonaBmio Haragyerbes, mo ykasum IIpesmmenta CLIA Ta
3akoHonaBcTBO CIIIA  3a0opoHsIOTH 3xiiicHIOBaTH omeparii 3
¢iznuHIME 0co0aMU Ta OpraHi3allisiMHU, ITOB’SI3aHIMH 3 TEPOPHU3MOM, a
TaKo)K HagaBaTd M pecypcH Ta MATPUMKY. IOpuanmany
BIJIMIOBIMANBHICTh 32 3a0e3MCuUcHHsA JOTPUMAaHHA [UX YKa3iB
IIpesuneHTa Ta  3aKOHONABCTBa Hece BukoHaBenb/Perumient.
PeuumienTy He NO3BOJSETHCSA MpamioBaTH 3 (I3SMYHUMHU 0COOaMH Ta
opraizaiisiMy, IMOB’SI3aHUMH 3 TEPOPH3MOM, a TAKOXX HaJaBaTH IM
pecypcu Ta miarpuMky. JKomHa gomomora abo pecypcud HE MOXYTh
Ha/JaBaTHCh (Qi3WYHUM a00 IOPHANYHHM 0co0aM, AKi 3HAXOHATHCS Y
Cnucky rpoMajsiH 0coOJIMBHX KaTeropiii Ta 3a00poHEeHHX 0ci0, SKuit
Bene KasnaueiictBo CIHA (mmB. Www.SAM.gov ), a6o y Cnmcky
0COOJIMBHX KaTeropii OOH (nuB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ). Ile
TTOJIOKEHHS 000B’I3KOBO BKITIOYAETHCSA JI0 BCIX JOTOBOPIB CyOmiapsmy /
pillleHs PO HaJaHHS CyOMiApsIy, SKi BUKOHYIOTBCSA B paMKaxX IbOTO
JIOTOBODY.

4. Toprieng gronepMu — BukoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Ii1 IbOTO KOHTPAKTy 3/AiHCHIOBATH TOPTIBIIIO JIFOJbMH (K BU3HAYEHO Y
IIporokoni momo 3amoOiraHHs, HPOTHIII Ta IOKapaHHS TOPTIBII
JIFOIBMH, OCOOJIMBO >KIHKaMHU Ta JIITbMH, KU J0omnoBHIOE€ KOHBEHIIO
OOH 11010 mpoTH/IIT TpaHCHAI[IOHATBHOT OPraHi30BaHOT 3I0YMHHOCTI ),
OIIauyyBaTH KOMEpIUIHHI CEeKCyallbHi MOCIYyTH Ta BHUKOPHUCTOBYBATH
MIPUMYCOBY HpaLIo.

5. [linTBep/uKEeHHS Ta PO3KPUTTS iHGOPMAITT MIOI0 TIIATEXIB 3 METOIO
BIUIMBY Ha JesKi QenepaibHi TOCIoNapchki omeparii — YdYacHUK
TeHJepa MiATBEPKYE, 0 TOTPHUMYETHCS 3apa3 Ta TOTPUMYBaTUMEThCS
i namami Bumor FAR 52.203-11 «IlinTBep/keHHS Ta PO3KPUTTS
iHopmaril moa0 MIaTexXiB 3 METOI BIUIMBY Ha Jeski deaepaybHi
rOCIIOZAPChKI onepaiiy.

6. Oprasizanifianii KOHQUIIKT _iHTepeciB — VYYacHHK TEHAEPY
MATBEPDKYE, MO oMy He Bimomo mpo Oyab-iKy iH(opMmalir, ska
CTOCYETBCS ICHYBaHHS OyIb-SIKOTO TIOTEHIIIHHOTO KOH(MIIKTY iHTEpeciB
opranizarii. Y9acHUK TeHIEpY TaKOoX MiATBEPIKY€E, IO SKII0 HoMy
CTaHe BiIOMO Mpo iH(pOPMAILifo, KA MA€ BiTHOIICHHS 10 MOXKJIHUBOCTI
ICHYBaHHS MOTEHIIHHOTO KOHMIIKTY, YYacHUK TE€HAEPY HEBiIKIAIHO
Hajae kommaHii « DAl» 3BiT, 1e po3KpHUBaeThes Taka iHpopMarlis.
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7. Prohibition of Segregated Facilities - The Offeror certifies that it is
compliant with FAR 52.222-21, Prohibition of Segregated Facilities.

8. Equal Opportunity — The Offeror certifies that it does not discriminate
against any employee or applicant for employment because of age, sex,
religion, handicap, race, creed, color or national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with all labor
laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies that it is
familiar with the Federal Acquisition Regulation (FAR) and is in not in
violation of any certifications required in the applicable clauses of the FAR,
including but not limited to certifications regarding lobbying, kickbacks,
equal employment opportunity, affirmation action, and payments to influence
Federal transactions.

11. Employee Compliance — The Offeror warrants that it will require all
employees, entities and individuals providing services in connection with the
performance of a DAI Purchase Order to comply with the provisions of the
resulting Purchase Order and with all Federal, State, and local laws and
regulations in connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the terms and
conditions above and all applicable U.S. federal government clauses included
herein and will be asked to sign these Representations and Certifications upon
award.

7. 3abopoHa cerperamii Micllb CHIJIBHOIO KOPUCTYBAHHS — YYacHUK
TeHJIepa MIATBEPKYE, MO NoTpuMyeThess FAR 52.222-21 «3abopona
cerperarii MiCIlb CITUIBHOTO KOPUCTYBaHHS.

8. PiBHI MOXIMBOCTI — YYacHHK TEHAEPY IMIATBEPIIKYE, IO HE
3AIMCHIOE TUCKPUMIHAIIIIO TPOTH Oy Ib-SIKOTO TMpaIliBHUKA 200 3asiBHUKA
3a BIKOM, CTaTTIO, PEJIri€lo, iHBAIITHICTIO, pacolo, MEePeKOHAHHSIMH,
KOJIbOPOM IIKipH 200 HalIOHAJBHICTIO.

9. TpynoBe 3aKOHONABCTBO — YYacHHK TEHIEPY IMiITBEPIKYE, IIO
JIOTPUMYETBCS BCIX BUMOT TPYAOBOTO 3aKOHOJIABCTBA.

10. Honoxenns npo denepanphi 3akynieni (FAR) — YyacHuk TeHaepa
MATBEP/UKYE, MO o3HaomieHuil 3 [lomoxkeHHAM mpo (enepanbHi
sakymiBii (FAR) 1 He mopyllye >XOIHOTO MiATBEPHKCHHS, IO
BHMAaraeThCsl 3TiIHO 3 BiAnoBigHUMH HOpMaMu FAR, y Tomy uucii, ane
He 00MEXYIOUHUCH MiITBEPHKCHHSIMU CTOCOBHO JIOOIIOBaHHS, Xabapis,
MOJKJIUBOCTI piBHOTO MpareBIalTyBaHHs, KOMITeHCaLiifHOT
JMUCKPUMIHAIl{, Ta TUIATeXiB 3 METOK BIUIMBY Ha (eaepaibHi
TOCIOJAPChKi Omeparii.

11. JloTpuMaHHs BHMOT MPAIliBHUKAMHU — YYaCHUK TCHAEPY rapaHrye,

0 BUMAaraTHMe BiJl YCiX MpaliBHUKIB, FOPHIMIHUX Ta (Gi3HIHUX 0Ci0 —
HaJaBayiB MOCIYT y 3B 3Ky 3 BHKOHaHHSIM J[OroBOpy Ha 3aKyHiBIIIO
kommanii «DAl» 1oTpuMyBaTHCh BUMOT BignoOBigHOTO J[OTOBODY.

IMojaroyn MPOMO3MILII0, YYaCHUKM TEHAEPY UMM IIOTODKYIOTHCS
TIOBHICTIO BUKOHYBAaTH YMOBH Ta ITOJIO)KEHHSI BUILIE3TaIaHOTO Ta BCHOTO
BifmoBigHOrO QenepansHoro 3akoHomaBctBa CIIIA, mo 3a3HaueHe y
BOMY JTOKYMEHTI, a TaKOX IpU yKJaJeHHi JOTOBOPY MOBHHHI OyTH
TOTOBI MI/IMUCATH I1i 3asIBU Ta MiITBEPIXKCHHS.
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Attachment D: Instructions for Obtaining an Unique
Entity ID (SAM) for DAI’'s Vendors, Subcontractors &
Grantees/ Oopnatok D: [IHCTpyKUil WOAO0 OTPUMAHHA
YHiKanbHoro igaeHTudikatopy opradisauii (SAM) -
noctavyanbHUKKU, CyoniapaAAHUKM Ta rpaHTOOTPUMYyBaui
koMmnaHii «DAI»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier (SAM)
created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted, and owned
by the government. This allows the government to streamline the entity identification and validation process, making it
easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the U.S. Government. The information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name and
address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.
Summary of Previous U.S. Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that assigns
a unique nine-digit identifier to a business entity. It is a common standard world-wide and was previously used by the
U.S. Government to assign unique entity identifiers. This system was retired by the U.S. Government on April 4, 2022
and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will have no
requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), an Unique Entity ID (SAM) was assigned and
viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity ID (SAM)
can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace or by signing in
and searching entity information.

Instructions detailing the process to be followed in order to obtain an Unique Entity ID (SAM) for your
organization begin on the next page.
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THE PROCESS FOR OBTAINING AN UNIQUE ENTITY ID IS OUTLINED BELOW:

1. Have the following information ready to request an Unique Entity ID (SAM)
a. Legal Business Name
b. Physical Address (including ZIP + 4)
c. SAM.gov account (this is a user account, not actual SAM.gov business registration).
i. Asanew user, to get a SAM.gov account, go to www.sam.gov.
1. Click “Sign In” on the upper right hand corner.
2. Click on “Create a User Account”

8o &

sam.gov is using Login.gov to allow
you to sign in to your account safely
and securely.

Email address

Show password
Password

bl STRGin DA pecot & ]

3. Choose Account Type:

a. Create an Individual User Account to perform tasks such as register/update your
entity, create and manage exclusion records or to view FOUO level data for
entity records.

b. Create a System User Account if you need system-to-system communication or
if performing data transfer from SAM to your government database system.
Complete the requested information, and then click “Submit.”

4. Click “DONE” on the confirmation page. You will receive an email confirming you
have created a user account in SAM.

5. Click the validation link in the email that contains the activation code within 48 hours
to activate your user account. If the email link is not hyperlinked (i.e., underlined or
appearing in a different color), please copy the validation link and paste it into the
browser address bar. You can now register an entity.
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NOTE: Creating a user account does not create a registration in SAM, nor will it
update/renew an existing registration in SAM.
2. Once you have registered as a user, you can get an Unique Entity ID by selecting the “Get Started” button on the
SAM.gov home page.

B A0 oficial website of the United States povernment Here's how you kaow v
€ Signin

Home  Search  DataBank  DataServices Help

.m_sA M .GOV' Official U.S. Government Website

100% Free
The Official U.S. Government System for: [iaw )
Contract Opportunities Assistance Listings Register Your Entity orGeta Unique
(was fbo.gov) (was cfda.gov) Entity 1D
Contract Data Entity Information Register your entity or get a Unique Entity ID to get
(Reports ONLY from fpds.gov) Entity Registrations, Disaster Response started doing business with the federal government
Wage Determinations Registry, Entity UEI and Exclusions
(was wdol.gov) Entity Reporting Get Started
Federal Hierarchy SCR and Bio-Preferred Reporting
Departments and Subtiers Renew Entity

@ Check Registration Status

3. Select “Get Started” on the Getting Started with Registration page.

EE An official website of the United States government Here's how you know v

M sAM.cov

[& Requests G Notifications B3 Werkspace [§ SignOut

Home  Search Data Bank Data Services Help

Getting Started with Registration Erlyinformation tome

This the official U.S. government website for entity registration. Entity registration is FREE.

Before You Get Started [wew]

Before you start your registration, there are a few steps you must complete first. Register Your Entity orGeta
Review these steps to help ensure you set aside enough time to complete your N .

registration. Umque EI‘ItIty ID

Register your entity or get a Unique Entity ID to

_ . get started doing business with the federal
Requesta Prepare Your Get a Login.gov Submit and e —
DUNS Number Data Account Finish - '

Get Started

@ Request a DUNS Number Renew Entity
All entities wishing to do business with the federal government must have a unique
entity identifier (UEI). Currently, the DUNS number, which is a unique nine-character
identification number provided by Dun & Bradstreet (D&B) free of charge, is the
official UEL. D&B assigns UEI (DUNS) for each physical location of a business.
Requesting a UEI (DUNS) takes about 10 minutes. Receiving a UEI (DUNS) takes 1-2
business days (under normal circumstances) when using the D&B web form.

@ Check Registration Status

Go to D&B web form &2

4. Select “Get Unique Entity ID” on the Get Started page.
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< Entity Management

Get Started

Register Entity

An entity registration allows you to bid on government contracts and apply for federal assistance. As part of entity
registration, we will assign you a Unique Entity ID (SAM).

Comprehensive and current entity information is an essential part of the federal award process. It is important to prepare
your information and allow sufficient time to understand and accurately complete your registration. You only need to
complete and manage it here to remain eligible for federal awards.

You must renew your registration every 365 days for it to remain active,

Register Entity

Get Unique Entity ID (SAM)

If you only conduct certain types of transactions, such as reporting as a sub-awardee, you may not need to compleX: an
entity registration, Your entity may only need a Unique Entity Identifier,

You can get a Unique Entity ID (SAM) for your organization without having to complete a full entity registration.

ﬁ [ Get Unique Entity ID

5. Enter Entity Information.

Enter Entity Information Validate Information Request UEI Receive UEI

2 3 4

a. If you previously had a DUN Number, make sure your Legal Business Name and Physical Address are
accurate and match the Entity Information, down to capitalization and punctuation, used for DUNS
registration.

6. When you are ready, select “Next”
7. Confirm your company’s information.

Enter Entity Information Validate Information Request UEI Receive UEI

3 4

a. On this page you will have the option to restrict the public search of this information. “Allow the selected
record to be a public display record.” If you uncheck this box, only you and the federal government users
will be able to search and view the entity information and entities like DAI will not be able to
independently verify that you have an Unique Entity Identifier (SAM).
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Allow the selected record to be a public display record.

If you feel displaying non-sensitive information like your registration status, legal business name and

physical address in the search engine results poses a security threat or danger to you or your

orpnlution, you can restrict the public viewing of you record in SAM’s search engine. However, your
non-sensitive registration information remains available under the Freedom of Information Act to

ose who download the SAM public data file. Learn more about SAM public search results .

1

8. When you are ready, select “Next”
9. Once validation is completed, select “Request UEI” to be assigned an Unique Entity ID (SAM). Before

requesting your UEI (SAM), you must certify that you are authorized to conduct transactions under penalty of
law to reduce the likelihood of unauthorized transactions conducted for the entity.

Enter Entity Information Validate Information Request UEI Receive UEI

4

Request UEI

You have completed validation. Select Request UEI to be assigned a Unique Entity ID.

VERIFIED MATCH:

US TEST COMPANY 999 e« public
UNIQUE ENTITY ID:

362267515

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

Before requesting your UEI, please wufyth:tyou are authorized to conduct transactions under

uuuuymma mdmmcﬁommdum brnmndg.'rhm

10. The Unique Entity ID will be shown on the next page. SAM.gov will send an email confirmation with your
Unique Entity ID.
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Enter Entity Information Validate Information Request UEI Receive UEI

Receive UEI

Congratulations! You have been assigned the following Unique Entity ID.

EH4HGOMLR7Q6

VERIFIED MATCH:

US TEST COMPANY 999 » public

UNIQUE ENTITY ID:
362267515

[ SAM | UNIQUE ENTITY ID:
EHAHGIMLRTQ6

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

11. If you need to view the Unique Entity ID from SAM in the future or update the organization’s information, sign
into SAM.gov and go to “Entity Management” widget.
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11 @ 5 Notif & wor
== SAM.Gov > B W B
Home Search Data Bank Data Services Help
Workspace Profile
Entity Management
what d eed for registratios Get Started
Entity Registration -+ﬂl Q

Downloac Saved Searche

0 0 0 0

Pending Requests
Next Update Due Due in Next 30 days: 0 Entity Registrations
No pending requests

Unique Entity ID See All

c 0 Notifications

No available notifications

See All

Add A New Role

System Accounts Select on the options below to request a new role

. If you need a role that you do not see below,
1) 0 0 0 0 i
) | { contact an administrator for your organization
= > directly,
ACTIVE DRAFT CHANGE REQUEST PENDING DEACTIVATED

Select a Role v

3araabHa iHopmanis:

Crucauii orasg norounnx Bumor ypsiny CIIA — ynikansnuii inentudikarop opuauunoi ocoou (SAM)

[Mounnarouu 3 4 kBitHs 2022 poKy, OPUINYHI OCOOH, SIKi BEIYTh AISUIBHICTD 13 (elepallbHUM YpSAOM, BUKOPHCTOBYBATUMYTh
yHIKanbHUI ineHTHOiKaTOp fopuaumdHOi ocobu (SAM), mo crBoproeThess Ha caiiti SAM.QOV. YHikaneHHN igeHTH(IKATOD
topunuaHoi ocobu (SAM) — 1ie 12-3Haunuit andaBiTHO-IUPPOBHUIA KO, IKH KOHTPOIIOETHCS Ta MPUCBOIOETHCS YPSIOM i HAICKUTH
ypsiay. Bin nonomarae ypsiny cnpoctuTH npotuec ineHTHdIKamil Ta nepeBipky IPUIUYHUX 0Ci0, TMOJIETHIYIOUN W pOOJISTYM MEHII
OOTSHKITUBUM JIJTS1 FOPUAMYHKUX OCI0 BEJCHHS MisIbHOCTI 3 (heepasbHUM YPSIOM.

InenTHdiKaTOp HaTAETHC IOPUINIHAM 0c00aM ITif] 4ac peecTparlii, a0o  ioro MokHa oTpuMaTH Ha caiiti SAM.gov 6e3 peectparii.
IMocnyru 3 minTBepmkenus inentudikatopa mis ypsaagy CHIA wanae xommanis Ernst and Young. Indopmariis, HeoOxiaHa s
OTPUMAaHHS YHIKaIBHOTO ifeHTH(iKaTopa opuandHoi ocodu (SAM) Oe3 peectpamii, — MiHiMabHa. [AeHTH(IKATOP MIATBEPIKYE
JIHILIC FOPUANYHY Ha3BYy Ta apecy Baiuoi opranisauii. Lle miaTBepkeHHs TOTO, 10 Ballla OpraHizallis € THM, 3a KOro cede BUIAE.

VYuikaneHui inearudikatop ropuandaoi ocoou (SAM) HamaeTbes 6€3CTPOKORBO.
Crucamii orasa koauuHix Bumor ypsiny CHIA — DUNS

VHiBepcansHa cuctema Hymepaiii manux (DUNS) — e cuctema, pospo6iieHa i koHTponsoBana kommaniero Dun and Bradstreet, sika
MPUCBOIOE CYO’€KTY TOCHOAAPIOBAHHS YHIKIbHUH AeB’sTM3HauHui uudpoBuil ineHtudikarop. Taka cucreMa € CBITOBHUM
CTaHAPTOM 1 paHilIe BUKOpUCTOBYBanach ypsaom CLIA mis mprCBOEHHS YHIKaIbHHUX 1MeHTH()IKATOPIB IOPHIUYHUM ocodam. 4
kBiTHA 2022 poky ypsa CLIA npumiHIB BUKOPHUCTAHHS i€ CHCTEMH 1 3aMiHUB 11 Ha YHIKaIbHUH 11eHTH(IKATOp IOPUAMIHOT 0COOU
(SAM). Iicns 4 xBiTHs 2022 poky benepanbHuil ypsia He BuMaratume Homep DUNS.

Skmo ropunudHy ocoOy Oyio 3apeecTpoBaHo Ha caiti SAM.QOV (3 akTUBHOIO a00 HEAaKTUBHOK PEECTPAIIEI0), YHIKATbHHA
ineHTudikarop ropuandHoi ocobu (SAM) OyB NpUCBOEHUIT 1 JOCTYIHUIA IJIsl IEperysiy B 00JIIKOBOMY 3aluci opraisaii Ha caifTi
SAM.gov me o nepexony, sikuid BinOyBcst 4 kBiTHA 2022 poky. YHiKanbHUi ineHTHDIKaTOp opuandHol ocodbu (SAM) moxHa
3HAMTH, YBIAIIOBIIHN 10 cucTeMU Ha caiiti SAM.QOV i BuOpasiim BijkeT « Y pasiiiHHs opranisamiero / Entity Management» y cBoemy
pobouomMy mpocTopi a60 YBIHIIOBIIN 10 CHCTEMH i BUKOHABIIHN HOMIYK iHGOpMaIii Ipo IOpUANIHY 0CO0Y.

MPOIIEC OTPUMAHHSA YHIKAJIBHOT'O IIEHTU®IKATOPA FOPUJIAYHOI OCOBU OIIMCAHO
HU/KYE:
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1. II{o6 nomatu 3amuT Ha OTPUMAaHHS YHIKaIbHOTO iieHTH]iKaTopa ropuandHoi ocodu (SAM), miaroryiire Taky
iHopmartiro:
a. IOpuanyna Ha3Ba miANpPHEMCTBA
b. ®i3uyna agpeca (BKIFOYAOYH TOIITOBUIA iHIEKC + 4)
c. OOGmikoBwuii 3amuc Ha caiiTi SAM.QOV (11e 00TiKOBHIT 3aMKC KOPHCTYBaYa, a He (pakTHIHa peecTpartis
mianpueMcta Ha SAM.QOV).
i. SIKII0 BM HOBHi KOPUCTYBa4: 100 CTBOPUTH 00TIKOBHIA 3amuc Ha caiiti SAM.gov,
TIepeHaiTh 3a TOCHIAaHHIM: WWW.Sam.gov.
1. HarucHith «YBiittu / Sign In» y BepXHbOMY IIPaBOMY KYTi.
2. HarucHits «CTBOpHUTH 00IIKOBHI 3amuic kKopuctyBada / Create a User Account».

U LOGIN.GOV .I-L.,SAM.GOV

gow

sam.gov is using Login.gov to allow
you to sign in to your account safely
and securely.

Email address

Show password
Password

A

3. Bubepits THIT 006JIIKOBOTO 3aITUCY:

a. CTBOpiTh OOJIIKOBHIA 3aIIMC iHANBIAYaJILHOT'O KOPUCTYBaya, 11100 BUKOHYBAaTH
TaKi 3aBJaHHs, SIK PEECTpallisi / OHOBJICHHS JaHUX 100 Balllol opraHisariii,
CTBOPEHHSI 3aIMCiB Ta YIIPABIiHHS 3alIHCaMH ITPO BUKIIOYEHHS a00 Teperiis]
JaHUX PIBHS «UIA CIIy>KOOBOTO KOPUCTYBAaHHS» CTOCOBHO OpraHizarii.

b. CrBopiTh 00TIKOBHI 3aITUC CHCTEMHOT'O KOPUCTYBaya, SIKIIO BaM MOTPiOHO
BCTaHOBHUTH 3B’ 530K MIXK CHUCTeMaMHt a00 SKILO BU BUKOHYETE TIepeIaHHs
nanux i3 SAM 110 Bamoi ypsiioBoi cucteMu 0a3 naHux. BBeaiTh moTpiOHy
iHpopmauito 1 HaTHCcHITE «IlomaTu / Submity.
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4. Harucuite «'OTOBO / DONE» Ha cTopiHmi migTBepIKeHHs. Bu ogepxure
€JIEKTPOHHUH JIUCT 13 TMATBEPIKEHHSIM CTBOPEHHS O0JIIKOBOTO 3aIICy KOPHUCTyBada B
cuctemi SAM.

5. TlepeliniTh 3a MOCUIIAHHAM 13 KOJIOM aKTHBAIlii B €JICKTPOHHOMY JIMCTI BIPOIOBXK 48
TOJINH, 00 aKTHBYBaTH OOJIIKOBHHU 3aITUC KOPUCTYBava. SIKIIO MOCHIAHHS B JIUCTI HE
€ TINepHoCHIaHHsAM (TOOTO MiJKPeCIeHUM a00 BUIUIEHUM iHIIUM KOJIBOPOM),
CKOTIIOHTE IMOCHIIaHHS 1 BCTABTE MOTO B aJipecHui ok Opaysepa. Tenep Bu MoxeTe
3apeecTpyBaTH OPTaHi3aIio.

[MPUMITKA: CtBOpeHHS 00J1iKOBOTO 3aIHCy KOPUCTYBa4a He IPUBOAUTH JI0

cTBOpeHHs peecTpanii B SAM abo 10 OHOBIEHHSI/TIPOJOBKECHHS HasIBHOI peecTparlii B
SAM.

2. Ilicnst cBo€i peecTpalii SIK KOPHCTyBaya BU MOKETE OTPUMATH YHIKAIbHUH i1eHTH(]IKaTOp IOPUANIHOI 0COOH,
BuOpaBim kHOMKY «ITouatn / Get Started» Ha romoBHiit ctopinii SAM.gov.

Bl A0 oficial website of the United States poverrment Here's how you boow v

Home Search Data Bank Data Services Help

ll I SAM (30\/n /F Official U.S. Government Website
a— * \ 100% Free
oy < NEW

The Official U.S. Government System for:

Contract Opportunities Assistance Listings Register Your Entity or Get a Unique
(was fbo.gov (was cfda.gov) Entity 1D

Contract Data Entity Information Register your entity or get a Unique Entity 1D to get
(Reports ONLY from fpds.gov) Entity Registrations, Disaster Response started doing business with the federal government
Wage Determinations Registry, Entity UEI and Exclusions

was wdol.gov) Entity Reporting Get Started

Fodorsi Bierarchy SCR and Bio-Preferred Reporting

Departments and Subtiers Renew Entity

@ Check Registration Status i
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3. Bubepits «Ilouatn / Get Started» Ha cropinmi «Ilouatok peectparii / Getting Started with Registration».

EE An official website of the United States government Here's how you know v

I sAM.cov:

Home

Requests G Motifications 83 Workspace [ SignOut

Search  DataBank  DataServices  Help

Getting Started with Registration I Entity Informaon Home

This the official U.S. government website for entity registration. Entity registration is FREE.

Before You Get Started [new]

Before you start your registration, there are a few steps you must complete first. Register Your Entity or Get a
Review these steps to help ensure you set aside enough time to complete your g o Y
registration. Unique Entity ID

Register your entity or get a Unique Entity ID to

get started doing business with the federal
1 government.

@ Reguest a DUNS Number ‘

Renew Entity ’

All entities wishing to do business with the federal government must have a unique

entity identifier (UE). Currently, the DUNS number, which is a unique nine-character 6/ Check Registration Status
identification number provided by Dun & Bradstreet (D&B) free of charge, is the

official UEI D&B assigns UEI (DUNS) for each physical location of a business.

Requesting a UEI (DUNS) takes about 10 minutes. Receiving a UEI (DUNS) takes 1-2

business days (under normal circumstances) when using the D&B web form.

Go to D&B web form 2

4. Bubepith «OTpumMaru yHiKaJIbHUH ineHTH(iKaTOp ropuauaHoi ocoou / Get Unique Entity ID» Ha cTopinii
«Ilouaru / Get Started».

< Entity Management

Get Started

Register Entity
An entity registration allows you to bid on government contracts and apply for federal assistance. As part of entity
registration, we will assign you a Unique Entity ID (SAM).

Comprehensive and current entity information is an essential part of the federal award process. It is important to prepare
your information and allow sufficient time to understand and accurately complete your registration. You only need to
complete and manage it here to remain eligible for federal awards.

You must renew your registration every 365 days for it to remain active.

Unique Entity ID (SAM)

conduct certain

ch as reporting as a sub-awardee, you may not need to complel: an
 Enti Mjm : :
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5. BseniTs iH(pOpMAaIIifO PO IOPUANIHY 0c00Y.

Enter Entity Information Validate Information Request UEI Receive UEI

2 3 4

a. Sxmo y Bac panime 6yB Homep DUNS, nepekonaiitecs, 1o opuandHa Ha3Ba Ta ¢GizndHa agpeca
BaIIIOTO MiAIMPUEMCTBA € TOYHUMH 1 BIATOBIAAOTH iH(OpMAIIii TPO IOPUAUIHY 0CO0Y, K O BETHKUX
JiTep Ta MyHKTYallii, 110 BUKOPUCTOBYBajacs mif yac peectpauii B DUNS.
6. Komu Oyzaere rorosi, Bubepith «Jami / Next».
7. IlinTBepapTe iH(OpPMAILiIO PO BalTy KOMIAHIIO.

Enter Entity Information Validate Information Request UEI Receive UEI

3 4

a. Ha miif cropiHIi BM MOXKEeTe OOMEXKUTH TOCTYIHICTD 1€l iHPopMarlii 1y1st myOIigHOro MOIIYKY.
«Jlo3BonuTH myOmiuHe BimoOpakeHHs Budpanoro 3amucy / Allow the selected record to be a public
display record». SIkmro Bu 3HIMeTe 1€ Mparopelb, JIUIIe BU 1 MpeACTaBHUKA (heAepaibHOTO YPsIIy
3MOXKYTb IIYKaTH 1 meperyisiaaTy indopMaliiro mpo KOMIaHilo, TOAI SIK Taki opranizanii, sk DAI, ne
3MOXYTh CAMOCTIIHO TIepEBipUTH HAsBHICTH Y BaC YHIKAIHHOTO iIeHTU(IKaTOpa IOPUIUIHOT 0COOU
(SAM).

. Allow the selected record to be a public display record.

If you feel displaying non-sensitive information like your registration status, legal business name and
physical address in the search engine results poses a security threat or danger to you or your
organization, you can restrict the public viewing of you record in SAM’s search engine. However, your
non-sensitive registration information remains available under the Freedom of Information Act to
those who download the SAM public data file, Learn more about SAM public search results 2,

© ® O

Previous Cancel Next

8. Kounu 6ynere rorosi, Bubepith «/Jlami / Next».
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9. [Tlicns 3aBepieHHS IepeBipKU BHOEPITh «3amuT yHIKaIbHOTO ieHTUdikaTopa / Request UEIy, mob otpumarn

VHIKaIIbHUH iIeHTH(iKaTOp ropuandHoi ocoou (SAM). [Mepur Hixk TOAABATH 3aMUT HA OTPUMAHHS YHIKAITBHOTO
inenTudikaropa opuanuaHoi ocodbu (SAM), BM MOBHHHI 3aCBIIYHUTH (MTaM'ITAI0YH PO MOKAPaHHS,

nependadeHe 3aK0OHOM ), IO YITOBHOBaXKEHI mpoBoAuTH orepartii. L{e morpidHo, 106 3MeHITH HMOBIpHICT
HECaHKIIOHOBaHMX OTepaliii CTOCOBHO OpraHi3arii.

4

Enter Entity Information Validate Information Request UEI Receive UEI

Request UEI

You have completed validation. Select Request UEI to be assigned a Unique Entity 1D.

VERIFIED MATCH:

US TEST COMPANY 999 e public

[ DUNS | UNIQUE ENTITY ID:
362267515

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

Before requesting your UEI, please certify that you are authorized to conduct transactions under
penalty of law to reduce the likelihood of unauthorized transactions conducted for my entity. Then
select Request UEL.

[:] | certify that | am authorized to conduct transactions on behalf of the entity.

= DAl

PAGE 26



REQ-KYI1-23-0147

Attachment E: Self-Certification for Exemption from
SAM Requirement/ [Hopatok E: Popma
cCaMOBMU3Ha4YeHHA Ha 3BiNbHEHHA BiA4 BUMOTIU
otpumaHHAa SAM Homepy

L egal Business Name:/ Ha3a kommaHii:

Physical Address:/ ®i3uuna agpeca:

Physical City:/ Micto:

Physical Foreign Province (if applicable):/ Perion (sixiro
3aCTOCOBYETHCS):

Physical Country:/ Kpaina:
Signature of Certifier/ ITinmuc 3asBHUKA:

Full Name of Certifier (Last Name, First/Middle Names):/ [ToBHe
iM’s1 3asiBHHKA (TIPi3BHILE, iM’5I, IO OATEKOBI/CEPEIHE iM’sI:

Title of Certifier:/ ITocana 3asiBHUKA:
Date of Certification (mm/dd/yyyy):/ [lata 3asiBu (MM.II1.pppp):

The sub-contractor/vendor whose legal business name is provided herein, certifies that we are an organization
exempt from obtaining a SAM number, as the gross income received from all sources in the previous tax year is
under USD $300,000.

CyOmiipsIHUK/TIOCTaYaIbHUK, YKa3aHUH Y 11iH 3asiBi, UM 3asBJIS€E, 10 € OpraHi3alli€ro, sKa MiIsarae 3BUIbHEHHIO
BiJl BUMOTH OTpuMaHHSI HoMepa SAM, ockinbku i1 BAOBWH JOXiA, OTpUMaHUH i3 yCiX JKeperd 3a MomepemaHin
moaTkoBui pik, 0yB HInk4de 300 000 momapis CIIIA.

*By submitting this certification, the certifier attests to the accuracy of the representations and certifications
contained herein. The certifier understands that s/he and/or the sub-contractor/vendor may be subject to penalties,
if s/he misrepresents the sub-contractor/vendor in any of the representations or certifications to the Prime
Contractor and/or the US Government.

The sub-contractor/vendor agrees to allow the Prime Contractor and/or the US Government to verify the company
name, physical address, or other information provided herein. Certification validity is for one year from the date
of certification.

* [Tomarouu 1110 3asIBY, 3asBHUK ITIITBEPKYE AOCTOBIPHICTh MOAAHOI B Hili iH(opMaIlii. 3assBHUK pO3yMi€, 0 JI0
HBOTO/Hei Ta/abo cyOmimpsiiHUKa/  MMOCTaYalbHHKA MOXYTh OYTH 3aCTOCOBaHI CaHKINi, SKIIO BiH/BOHA
HENPaBUIIHLHO MTPEICTABUTh 3asBU a00 MiATBEPKEHHS CYOIiApsIHIKa/ TOCTaYaIhHAKA TeHEPATLHOMY i IPSTHAKY
ta/abo Ypany CLIA.

CyOniapsaHuK/ TOCTadalbHHUK IOTODKYETHCS JO3BOJIMTH TEHEpPaJbHOMY HiApSOHUKY Ta/abo Ypsay CILIA
nepeBipaTy Ha3By, Gpi3MuHy afpecy ado iHII AaHi PO KOMIIaHilo, HaBeAeH] B LiH 3asBi. L{s 3asBa nificHa mpoTsirom
POKY i3 naTH ii BUAadi.
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Attachment F: Past Performance/ Qogatok F: locBig po6oTtu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past three years

will be considered.

[Tpocumo BKIIHOYHMTH 3aMOBJICHHSI, SIKI HAWKPAIIIE LJIFOCTPYIOTh Balll TOCB1T pOOOTH, aKTyaIbHUMN JUISI ITLOTO 3aIUTY, IOYMHAIOYH 3 OCTAHHLOTO 3aMOBJICHHS. bepyThcs
JI0 YBard MOCTYTH 3MiHCHEH] MPOTATOM MUHYJIMX TPbOX POKIB.

Ne Project | Description Client name/ Price in Period of works Completed in Transfer and Type of agreement, subcontract,
Title/ | of Activities/ | phone number, e- UAH/ (Start-End Dates)/ | time (yes/no)/ | acceptance act signed | grant, order (fixed price, with
HasBa Ormuc mail/ Bapricte y | artu movatky i 3aBepIieHo y (yes/no)?/ reimbursement of expenses)/
NPOEKTY | [isSUTBHOCTI Hassa kmienra/ TpH. 3aBepIICHHS crpok (Tax/Hi) | Ywm mignucaHo aktu Tun yroau, noroBopy
HOMeEp pooiT npuiMaHHs-TIepeadi | cyOmiapsay, TpaHTy, J0rOBOPY
tenedony, e-mail po6it? (Tak/Hi) Ha 3aKymiBIIo (3 (HiIKCOBAaHOO
I[IHO¥O, 3 BIJIIIKO/TyBAaHHSIM
BUTpAT)
1
2
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