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Provision of services for diagnostics of the cybersecurity level of critical
infrastructure objects according to the NIST Cybersecurity Framework for the
USAID/Cybersecurity Activity /

HadaHHs1 nocnya 3 diacHocmyeaHHsl pieHsi kibepbe3rneku o6’ckmie Kpumu4HOi
iHppacmpykmypu 32i0Ho0 NIST Cybersecurity Framework 0nss npoekmy
USAID/Kibepbe3neka

Issued by: DAI Global, LLC
BudaHo: DAl Global, LLC

Issue Date: May 17, 2023
Lama: 17 mpaeHs 2023

WARNING: Prospective Offerors who have received this document from a source other than DAI,
should immediately contact UkraineCCI_Procurement@dai.com and provide their name and mailing
address in order that amendments to the RFP or other communications can be sent directly to them.
Any prospective Offeror who fails to register their interest assumes complete responsibility in the event
that they do not receive communications prior to the closing date. Any amendments to this solicitation
will be issued and posted by email.

NOMNEPEOXXEHHA: MNoTeHUinHI YyacHUKK TeHaepy, ki oTpumanu Len AOKYMEHT 3 [Kepesa iHLWoro,
HiXX komnaHisa « DAly», noBuHHI HeranHo 3BepHyTuca oo UkraineCCl_Procurement@dai.com Ta Bkasatu
Ha3By Ta agpecy CBO€I KoMnaHil, Wob NpsiMo Ha uto agpecy iM MoxHa Byrno HagcunaT 3miHu 40 Lboro
3annty abo iHWi noBigoMneHHs. byab-akun NOTEHUINHUI Y4YacHUK TeHOEPY, AKA TakMM YMHOM He
BUABUTb CBOK 3alikaBrneHicTb, Gepe Ha cebe NOBHy BigMOBIAANbHICTE Y pasi HeOTPUMaHHS
noBigOMNEeHb [0 KiHUEBOro TepMiHy MofaHHA npono3uuii. byab-aki 3miHM 0o uboro 3anuty
HaL4CUNATUMYTUCS €NEKTPOHHOIO MOLLUTOHO.

— DAI

Shaping a more livable world.
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Synopsis of the Request for Proposals (RFP) /
Ctucnunm ornap 3anuTy Ha HagaHHA npono3uuil

(3anuT)

1. RFP No. REQ-KY1-23-0137
2.1ssue date: May 17, 2023
3.Title

Procurement of services to diagnose the current level
of cybersecurity of State Specialized Enterprise
Association Radon and provide on improving their
facilities and strengthening the cyber protection against
cyber attacks under USAID Cybersecurity Activity

4.Email address for submission of Proposals

Proposals should be
UkraineCCl Proposals@dai.com

submitted to

5. Deadline for Receipt of Questions

May 24, 2023 Kyiv, 18.00 Ukraine Time to the email
address UkraineCClI_Procurement@dai.com

All questions will be collected and replies to them will
be sent via email to tender participants.

6. Deadline for receipt of Proposals

May 31, 2023 18.00 Kyiv, Ukraine Time to the email
address UkraineCCIl Proposals@dai.com

PLEASE NOTE THAT THE EMAIL ADDRESS FOR
RECEIPT OF QUESTIONS AND THE EMAIL

1. 3anut Ne REQ-KY1-23-0137

2. laTta nananus 3anuty: 17 TpaBus 2023

3. Ha3Ba

3aKkymiBig TOCIYT JIarHOCTYBaHHS IIOTOYHOTO PiBHA
KibepOe3meku JepxaBHOTO CITeITiaTi30BaHOTO
nignpuemctBa  "OO'ennanns  "Pamon" Ta  HajgaHHS
peKoMeHMaIil Ui TIOKPAICHHS Ta TOCWICHHS pPiBHS
3axXWCTy Big  Kibep arak B paMKax  IPOEKTY

USAID/Kibepb6e3meka
4. EnexTpoHHa agpeca Jjs NOJaHHS MPONO3UIIii

Hp0n03nui'1' MarTh II0JIaBaTHUCh Ha
UkraineCCI Proposals@dai.com

azpecy:

5. KinueBuii TepMiH OTpUMAHHS 32U TAHD

18.00 3a micuieBuM KHIBCHKHUM 4acoM B YKpaiHi 24 TpaBHSA
2023 poky, Ha aapecy: UkraineCCl_Procurement@dai.com
Bci otpumani 3anuTanHs OyayTh 3i0paHi, i BiNOBi1 Ha HUX
OyayTb HaliclaHI ydYaCHMKaM TEHJEpY eJIEeKTPOHHOIO
HOMITOIO.

6. KinnmeBuii TepMiH OTPUMAHHS MPOMO3UIIiii

18.00 3a micueBuM KHiBCHKUM 4acoM B YkpaiHi 31 TpaBHs
2023 poxky Ha agpecy: UkraineCCl_Proposals@dai.com

3BEPHIThL VYBAI'Y, WO AJIPECA EJIEKTPOHOI
[NOLIITH JJIA OTPUMAHHAA 3ATIMTAHDb TA AJIPECA

ADDRESS FOR RECEIPT OF PROPOSALS ARE EJIEKTPOHOE nomTn s OTPUMAHHSA
DIFFERENT ITPOITO3ULIIV BIAPI3BHAKOTHCA
7. Point of contact 7. Anpeca 1Jist 3anUTiB
UkraineCCIl_Procurement@dai.com UkraineCCIl_Procurement@dai.com
8. Anticipated Award Type 8. OuikyBaHHUii BUI KOHTPAKTY
Firm Fixed Price Purchase Order KonTapkr 13 ()iKCOBaHOIO IIHOIO
9. Basis for Award 9. IlixcTaBa ISl YKJIaJleHHSI KOHTPAKTY
— DAI PAGE ii
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An award will be made based on the Trade Off
Method. The award will be issued to an Offeror whose
proposal is deemed responsible and reasonable and
who provides the best value to DAI and its client using
a combination of technical and cost/price factors.

To be considered for award, Offerors must meet the
requirements identified in Section “Determination of
Responsibility”.

DAI conducts business under the strictest ethical
standards to assure fairness in competition, reasonable
prices and successful performance or delivery of
guality goods and equipment. DAI does not tolerate
corruption, bribery, collusion or conflicts of interest.
Any requests for payment or favors by DAI employees

should be reported as soon as possible to
ethics@dai.com or by visiting

www.dai.ethicspoint.com. Further, any attempts by an
offeror or subcontractor to offer inducements to a DAI
employee to influence a decision will not be tolerated
and will be grounds for disqualification, termination
and possible debarment.

Pimenns mpo ykimamaHHS KOHTPAKTy OyAe MpUiMAaTHCh Ha
OCHOBI MeTO1y MOPiBHAIbHOTO aHami3y. KoHTpakr Oyne
YKJIaJICHO 3 BIAMOBIJAILHUM Ta MPUHHITHUM Y4YaCHHKOM
TeHAepy, KWW MomacTs HaWkpamry mporo3uriito DAI ta
KIII€EHTY KOMIIaHii, BAKOPUCTOBYIOYH TO€THAHHS TEXHIYHUX
Ta I[IHOBUX/BApTICHUX MOKA3HUKIB.

Jua Toro, mo0 NMpWHHATH y4acTh y TeHAEpi, YUYacCHUKH
TEHAEpy MOBWHHI BIIANOBIJaTH BUMOTaM, BH3HAUYEHUM Y
Posznim «Bu3HadyeHHs BIAMOBIAAILHOCTIY.

DAI Bene cBoIO AisUTBHICTH BIATIOBITHO O HAHCYBOPIMINX
€TUYHUX  CTAaHJApPTiB, WI00 3a0e3MeYuTH  YECHICTh
KOHKYpPEHLii, IPUHHATHI WiHU Ta yCIiIIHE HaJaHHS MOCITyT
abo ITocTaBKy SKICHUX ToBapiB Ta oOmaaHanHa. DAI He
TEPIUTh KOPYIMIi, XabapHHUIITBA, 3MOBH UM KOHQIIKTY
inTepeciB. [Ipo Oynb-sKi 3amuTH Ha oruaTy abo MOCIyTH
cniBpoOiTHuKiB DAI ciif sskoMora IIBUIIIIE TOBLIOMISTH
Ha ethics@dai.com abo Bi/IBi1aBIIH
www.dai.ethicspoint.com. Kpim Ttoro, Oyap-ski crpobu
KOHTpaKTepa 4Yd  CyONiApsIHUKA  3alpONOHYBAaTH
ciiBpoOiTHEKaM DAI 3a0X04eHHS Ta BIUTMHYTH Ha PillIeHHS
He OyAyTh JdONMyCKaTHUCS 1 CTaHyTh IIiJCTaBOIO IS
JUCKBasTi(iKalii, IPUIMHEHHS Ta MOKJIMBOTO OJIOKYBaHHS.

=DAlI
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Introduction and Purpose / Bctyn ta MeTta

Purpose Mera
The purpose of this RFP is to obtain proposals from | Meroro 10r0 3amUTy € OTPUMaHHS MPOMO3HUINH Bif
suppliers who can provide services 10 | mocTayaabHWKIB, SKi 3MOXYTh HAAaTH TOCIYTH IS

USAID/Cybersecurity Activity (the Activity) DAI
Global LLC, to diagnose the current level of
cybersecurity of critical infrastructure operators and
provide on improving their facilities and
strengthening the cyber protection against cyber
attacks. Further details on requested services can be
found in Attachment C: Price Schedule.

npoekty «USAID/Kibep6esneka» (mami — [IpoexT), sKuii
Bukonyetrbcsi DAI Global LLC, 3 miarHocTyBaHHS
MOTOYHOTO piBHS KibepOe3nekn 00’ €KTiB KPUTHYHOT
iHQpacTpyKTypr Ta  HamaTH  pEeKOMEHAamii s
MOKpamieHHst 00’ €eKTaM KPUTHYHOI 1HOPACTPYKTYpH s
TIOCWJICHHS PIBHSI 3axHCTy Bif Kibep arak. [letanbHa
iHpopmalis npo mocnyru HaBenena y Jlogarky C: Ipaiic-
JIHCT.

Issuing Office

Odic, 110 BUIAE 3a0MT HA HAJAHHS NIPONO3ULLH

The Issuing Office and Point of Contact noted in the
above synopsis are the sole point of contact at DAI for
purposes of this RFP. Any prospective Offeror who
fails to communicate their interest with this office
assumes complete responsibility in the event that they
do not receive direct correspondence and relevant
information (amendments, answers to guestions, etc.)
prior to the closing date.

Odic, mo Bumae 3anmuT HA HaJaHHS MPOIMO3UIIIH, Ta
KonTakTHa ocoba, 3a3HaueHa y CTUCIIOMY OTJISI/Ii BHIIE, €
€IMHOI0 KOHTAKTHOIO 0c000i0 B Kommadii «DAID» mms
ije# IboTo 3anuTy Ha HaJlaHHS MPOTO3ULlid. by nb-saxuit
MOTCHIIHHUN YYacHUK TEHJIEpY, KWW HE 3apeecTpyBaB
CBOIO 3alliKaBJICHICTh B IbOMY 0dici, Oepe Ha cebe MOBHY
BiJIMOBIATBHICTG y BWIIAJKY, SKIIO BIiH HE Oyne
OJICP)KyBaTH TMpsAMi TOBIJIOMJICHHS Ta  BIANOBIAHY
iHpopMalito (3MiHHU, BIAMOBiJi HA 3allUTaHHS TOLIO) /IO
JIaTH 3aKPUTTS.

Type of Award Anticipated

OuikyBannii BUJ KOHTPAKTY

A Firm Fixed Price Purchase Order is an award for
a total firm fixed price, for the provision of specific
services, goods, or deliverables and is not adjusted if
the actual costs are higher or lower than the fixed price
amount. Offerors are expected to include all costs,
direct and indirect, into their total proposed price.

Issuance of this RFP in no way obligates DAI to award
a purchase order and Offerors will not be reimbursed
for any costs associated with the preparation of their
bid.

KonTapkr i3 ¢ikcoBaHoI0 WiHOI0 — 116 BUHAropoza 3a
3arayibHy (DIKCOBaHy I[iHY, 3a HaJaHHSA KOHKPETHHX
HIOCITyT, TOBapiB YW pPe3yJbTaTiB, SIKa HE KOPHIYETHCH,
AKII0 (aKTUYHI BUTPATH BUII a00 HIDKYI 32 (ikcoBaHY
1iny. OUiKyeThCsl, M0 YYaCHUKH TEH/AEPY BKIIOYATUMYTh
yci mpsMi Ta HenpsMi BUTpaTH 10  3arajbHOI
3aIpOITIOHOBAHOI IiHU.

Hananns 11p0ro 3anury B )KOJHOMY pasi HE 3000B’s13y€
kommaHiro «DAD» ykimanaTu 10oroBip Ha 3aKyImiBITIO, 1
YyacHUKaM TEHJEPY HE BiJIIIKOJAOBYIOTHCS OY/Ib-sKi
BUTPATH, TIOB’s13aHi 3 TATOTOBKOIO TIPOTIO3HIIii.

=DAlI
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General Instructions

IHCTPYKUIT

to Offeror/3aranbHi

General Instructions

3araabHi iIHCTpYKIiT

e “Offeror”, “Subcontractor”, and/or “Bidder” means a
firm proposing the work under this RFP. “Offer”” and/or
“Proposal” means the package of documents the firm
submits proposing how it will carry out the work.

o Offerors wishing to respond to this RFP must submit
proposals, in English or Ukrainian in accordance with
the RFP instructions. Offerors are required to review all
instructions and specifications contained in this RFP.
Failure to do so will be at the Offeror’s risk. If the
solicitation is amended, then all terms and conditions
not modified in the amendment shall remain unchanged.

¢ Issuance of this RFP in no way obligates DAI to
award a subcontract or purchase order. Offerors will not
be reimbursed for any costs associated with the
preparation or submission of their proposal. DAI shall
in no case be responsible for liable for these costs.

e Proposals are due no later than May 31, 2023, 18:00,
Kyiv, Ukraine Time to the email address.

o Please note that Offerors shall submit proposals in
electronic form only to
UkraineCCl_Proposals@dai.com.
o Late offers will be rejected except under extraordinary
circumstances at DAI’s discretion.

e The submission to DAI of a proposal in response to
this RFP will constitute an offer and indicates the
Offeror’s agreement to the terms and conditions in this
RFP and any attachments hereto. DAI reserves the right
not to evaluate a non-responsive or incomplete proposal.

e The RFP number and title shall be indicated in the
subject line of emails.

o Offerors shall sign, seal and date their proposal cover
letter. The Offeror shall submit this letter in .pdf format.

o «YyacHuk TeHnepy» Ta/abo «CyOmimpsaHWK» O3HaYae
¢ipMy, sSiKa MPOIMOHYE BUKOHATH POOOTH B paMKax I[bOTO
3anuty Ha HamaHHA nponosuliid. «I[Ipomo3mmis» o3Havae
MakeT JOKYMEHTIB, sKi (ipMa mofae, mo0 3amporoHyBaTH
BUKOHAHHS POOIT.

e VUacHUKHU TEHJEpY, sKi O0akaloTh BIJIMIOBICTA Ha IeH
3anuT Ha HANAaHHA TPOIO3WINHM, ITIOBHHHI ITOAaBaTH
MPOTO3UIIl AHIJIChKOK a00 YKpPaiHChbKOI0 MOBOIO
BIJIOBITHO JI0 IHCTPYKIIH, BKA3aHUX Y IbOMY JOKYMEHTI.
YyacHUKY TeHepy 3000B's13aHi MEeperiTHyTH BCl IHCTPYKIIii
Ta TEXHIYHI XapaKTEPUCTHUKH, IO MICTATHCS B IbOMY 3aIuTi
Ha Ha/IaHHS TPONO3UIii. Pu3nku He3MiHCHEHHS IHOTO Hece
YyacHUK TeHIepy. SIKIIO 3ampolleHHS OO0 HaJlaHHS
MIPOTIO3UIIiH OyJe 3MiHEHO, TOJI BCi TOJOXKEHHS Ta YMOBH,
AKi He OyJIM 3MiHEHI, 3aIHIIaThCSI He3MiHHUMU.

e OmnpuirrogHEHHS MBOTO 3anMUTy Ha HAJAHHS MPOTO3HIIIN
JKOJIHUM YHHOM He 3000B's3ye kommaHiro «DAID» ykiamatu
CyOKOHTpakT a0o JOroBip Ha 3aKyIiBIK. YYaCHUKaM
TeHAepy He OyAyTh BiIIIKOJOBYBaTHCS OyIb-sKi BUTpPATH,
MOB'SI3aH1 3 MiITOTOBKOIO 200 MOJaHHAM IX Mpomo3wuiii. 3a
JKOOHMX  oOcrtaBuH, KommaHis «DAI» He  Hece
BiJIMTOBITaJIbHOCTI 3a Ii BUTPATH.

e [lpono3unii matoTe OyTu monani He mizHime 18:00 3a
MICIIeBUM KHiBCBKUM 4acoM B Ykpaini 31 TpaBusi 2023
POKY Ha ajipecy:

e 3BepHITH yBary, MmO MPOMNO3HUIT MaroTh IOJaBaATHCS
JMIIe B €JIEKTPOHHOMY BHUIJISII Ha €JIEKTPOHHY ajpecy
UkraineCCI_Proposals@dai.com.

e Ilpono3umii, momani mi3Hime, OyayTh BiIXWICHi, 3a
BUHATKOM BHIAJKIB HaJ3BUYAHUX OOCTaBMH Ha PO3CYIl
koMmmaHii «DAI».

o Jloganus npomno3uiii kommnanii «DAI» y Biamosias Ha
el 3anmuT Ha HAJaHHA TPOIO3UIN OyJle SBISATH COOOI0
MIPOIO3MIIII0 Ta CBIAYUTUME PO 3roAy YUacHHKa TEHACPY 3
MOJIOKECHHSMH Ta YMOBAMH, SIKI MICTATHCS y 1[bOMY 3amuTi
Ha HaJIaHHS MPOIO3MLIN Ta OyAb-IKUX J0AATKaX 10 HbOTO.
Kommanis «DAI» 3anumiae 3a co0or0 nmpaBo HE OLIHIOBATH
HEBIIOBIIHY 200 HEMOBHY MPOIIO3UILIIO.

e VYV TeMi TOBIJJOMJICHHs €JIEKTPOHHOIO IOIITOK MaroTh
OyTH 3a3Ha4yeHi HOMep 3anuTy Ta Ha3BY.

e Yci npono3uIlii MOBHHHI MICTUTH CYTIPOBITHHUM JTUCT, IO
Mae Jary, mianuc Ta neyaTKy
YuacHuKa TeHIEpY. YYAaCHHUK TEHAEPY MOAAE LEW JUCT Y
¢dopmarti .pdf.

=DAlI
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e Offerors shall complete Attachment C: Price
Schedule template. Offerors should indicate the total
and all-inclusive price for services, roll them up and
distribute them across the listed deliverables in the USD
in Attachment C.

Payments will be issued in the national currency of
Ukraine - hryvnias, at the NBU official rate effective on
the date of invoicing for the services provided.

e Value Added Tax (VAT) shall not be included in
the Price Schedule.

o These services are eligible for VAT exemption on the
basis of the USAID Contract Ne72012120C00002
registered with the Cabinet of Ministers of Ukraine,
having the registration card Ne4464-08 of April 28,
2023.

o Each Offeror, and any of its subsidiaries, shall submit
only one proposal.

e VYyacHUKM TeHAepy 3amoBHIOIOTH Jomatok C: Ilpaiic-
JUCT. YYacHUKU TEHAEpY MOBHHHI BKa3aTH 3arajibHy Ta
BCEOCSKHY I[IHY Ha TIOCIYTH, 3arajlbHY LIHY Ta PO3IIOAITUTH
LiHy 10 BKa3aHUX pe3ynbTarax B gonapax CIIIA B [lomaTky
C.

PozpaxyHku OyayTh 3AifICHIOBATHCS Y HAIllOHATBHII BaTIOTI
VYkpainu — rpuBHi, 3a odiniitnum kypcom HBY unnHuM Ha
JaTy BUCTAaBJICHHs PaxXyHKY 3a HaJlaHi MOCTYTH.

e Ilogarox Ha nomany Bapticth (IIJIB) He mae OyTu
3a3HaYeHUi y mpaiic-JIucTi.

e 1li mocmyTy miUISTaloTh 3BUTPHEHHIO Bifl OTIOJaTKYBaHHS
[1/IB BimoBiTHO 10 OCHOBHOTO KOHTPaKTy KommaHii « DAD»
3 USAID Ne72012120C00002 3apeectpoBanum y KaGineri
MiwnicTpiB Ykpainu, peectpamniiina kaptka Ne4464-08 Bin 28
kBiTHA 2023 poky.

o KoxeH YdyacHUK TeHAEpY, Ta Oymb-iKi HOro AOYipHI
KOMITaHii, MOKe TOJIATH JIMIIE OJTHY TPOIO3HIIILO.

Proposal Cover Letter

CynpoBignuii JJUCT 10 NPONno3uuii

A cover letter shall be included with the proposal on the
Offeror’s company letterhead with a duly authorized
signature and company stamp/seal using Attachment B
as a template for the format. The cover letter shall
include the following items:

e The Offeror will certify a validity period of 60
calendar days for the prices provided.

o Acknowledge the solicitation amendments received,
if applicable.

[Mpomo3umiss Mae BKJIIOYATH CYNPOBITHUHA JIUCT Ha
¢ipMoBoMy OmaHKy VYuacHHKa TEHIEpPY, CKPIIUICHUN
MiNICOM HAJEKHUM YHHOM YIIOBHOBKEHOI ocobm Ta
HITaMIIOM/TIEYaTKOI0 KOMITaHii 3 BUKOpHUCTaHHSIM JlogaTky
B B skocti mabGmonHoro ¢opmary. CymnpoBiIHUH JIHUCT
MOBUHEH MICTHTH TaKi IyHKTH:

e VYyacHMK TEHIEpy MOBHHEH MiATBEPAUTH IEpiox
YMHHOCTI 3alPONOHOBAHUX I[iH TPOTATOM 60 KajieHJapHuX
JIHIB.

e [lixTBep/)KEHHSI OTPUMAHHS TEHJICPHUX MPABOK, SKIIO
3aCTOCOBHO.

Questions Regarding the RFP

3anuTaHHA CTOCOBHO 3anuTy

Each Offeror is responsible for very carefully reading
and fully understanding the terms and conditions of this
RFP. All communications regarding this solicitation
must be submitted via email to
UkraineCCIl_Procurement@dai.com no later than the
date specified above. All questions received will be
compiled and answered in writing and distributed to all
interested Offerors.

Questions should not be submitted to

UkraineCCIl Proposals@dai.com

No questions will be answered by phone. Any verbal
information received from a DAI or
USAID/Cybersecurity employee or other entity shall not
be considered an official response to any question
regarding this RFP.

KoxxeH VYuyacHUK TeHIEpy € BiONOBiTaJbHUM 3a IyXKe
YBa)KHE NPOYUTAHHS LBOr0 3amuTy Ta MOBHE PO3YMIHHSA
Horo yMoB. Yce CITiIKyBaHHSI CTOCOBHO I[LOTO 3alUTy Mae
HAQJICWJIATHCh  €IEKTPOHHOI  TOMITOK0  Ha  ajpecy:
UkraineCCIl_Procurement@dai.com He mi3Hilme maT,
3a3HaveHoi BuIe. Bei orprMani 3anutanHs OyayTh 3i0paHi,
1 BIATIOBII HA HUX OYAyTh HaiCIaHi SJIEKTPOHHOIO MOIITO0
yCiM 3alliKaBJIeHUM Y4acHUKaM TeHIEPY.

3anuTaHHa He MawThL TOJaBaTHCH 3a
UkraineCCl Proposals@dai.com

Bignosigi Ha Oyap-ski 3amMTaHHA HE OyAyTh HagaHi IO
teiedony. byap-sika BepOanbHa iHPOPMALIist, OTpUMaHa BiJ
npariBHAIKa KOMIIaHi1 «DAly, abo MPOEKTY
USAID/KiGep6e3neka un iHII0T OprasizaLii, He BBaXKa€ThCs
odiuiiHOIO BiAMOBINAI0 Ha OyAb-fKE 3alHUTaHHSA IIOJ0
pOro 3aUTy HA HaJaHHS MPOIO3ULIH.

apecoro

Instructions for the Preparation of Technical
Proposals

IHcTpyKuii 11070 MiATOTOBKH TeXHIYHUX NPONO3ULii
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Technical proposals shall be sent in a separate
attachment from cost/price proposals and shall be
clearly labeled as “VOLUME 1. TECHNICAL
PROPOSAL”.

Technical proposals shall include the following
contents:

1. A document in MS Word of approximately maximum
3 pages that responds to the evaluation sub-criteria
“Technical Approach”.

2. At least 3 references should be provided along with
their contact info. Details on nature of work for those
clients should be included in Attachment F: Past
Performance.

TexHiuHI MPOMO3MIIii TOBUHHI OyTH HaiCIaHI B OKPEMOMY
JIOaTKy OKPEMO BiJ IIIHOBOW MPOMO3WIIi i MarOTh OyTH
yitko  mapkoBanHi sk «TOM |1 TEXHIYHA
[TPOITO3MLIISA».

TexHivHI MPOTO3UITiT HOBUHHI MICTHUTH TaKi TOJIOKCHHS:

1. Hoxyment y MS Word, 06'emom npubin3Ho 3 cTOPIiHOK,
SKAWA BIOMOBIZAE MMAKpUTEpisM OIHKH  «TexHigaHui
MAXID.

2. IlpunaiimMai 3 pekoMeHmamii 3 KOHTAKTHUMH JIaHHMH
ocib, sxi ix Hamamu. Ommuc xapakTtepy poOOTH ISl TaKuX
KITIEHTIB TOTPiOHO HaxaTH B Aoaatky F «JlocBig poboTm».

Services Specified

BusznaveHHsi mocayr

For this RFP, DAI is in need of the services described in
Attachment A.

VY 3B’a3Ky 3 M 3anuToM Ha HamaHHS mpomosuiiin DAI
noTpedye mocuyr, siki onucani B Jlonatky A.

Technical Evaluation Criteria

Kpurepii TexHiuHOI oliHKH

Each proposal will be evaluated and scored against the
evaluation criteria and evaluation sub-criteria, which are
stated in the table below. Cost/Price proposals are not
assigned points, but for overall evaluation purposes of
this RFP, technical evaluation factors, cost/price, when
combined, are considered significantly more important
than cost/price factors alone.

Koxna mpomo3uriiss Oyne OIiHIOBAaTHCS BIANOBITHO JO
KpUTEpPIiB OIIHKKA Ta CYOKpHUTEpiiB OLIHKH, SKi BKa3zaHi B
Tabyuii Hwk4e. 1[iHOBM MpOIMO3UIll HE OIIHIOKTHCA 3a
0aJIbHOI0 CHCTEMOIO, OJHAK IS IJIEH 3arajibHOl OLUHKH
HOT0 3aMuTy HA HAJaHHS MPOMO3UIIHA, (PaKTOPH TEXHITHOL
OIIHKHW, BapTOCTI/IIIHA, MPH iX TOEJHAHHI BBAXKAIOTHCS
3HAYHO OUJIBII BYKJIMBUMHU, HiXK (PaKTOpU BaApTOCTI/LIiHH.

=DAlI
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Evaluation Criteria/ KpuTtepil oUiHKK

Technical
Approach /
Texuiunnii
HiIXin

The proposal is expected to contain the full description of Technical approach
and will be evaluated based on how well it addresses the task based on the
requirements of the RFP, including:

¢ a detailed methodological approach to conducting diagnostics and evaluating
the current level of the cybersecurity level according to the NIST
Cybersecurity Framework;

o clarity and comprehensibility of the procedure for determining the duration of
work;

o a methodology for developing recommendations and roadmap for their
implementation / consultation support for the object of critical infrastructure,

o confirmed experience of work on field of critical infrastructure cybersecurity.

[Ipormo3ullii OIiHIIOTECS BUXOAYH 13 BIJAMOBITHOCTI 3alPONIOHOBAHUX PIllICHb
Ha OCHOBI BUMOT BUKJIAJCHUX Yy 3aIUTi, BKIIOYAIOUH:

e JICTAJIbHUH METOJOJIOTIYHMI MiAXiJ JO MPOBEACHHS IarHOCTHUKH, & TaKOX
OI[IHFOBaHHS TOTOYHOTO Ta IIBOBOrO piBHA KibepOesmeku 3rimao NIST
Cybersecurity Framework;

® YITKICTh Ta 3pO3YMUTICTh MPOIETypH BHU3HAYCHHS TPUBAIOCTI BHKOHAHHS
po0iT;

® METOJIOJIOTISl pO3pO0KH peKOMEHAAIliH, TOPOKHBOI KapTH iX BIPOBAHKEHHS
Ta KOHCYJIBTaTUBHOI MiATPUMKH PEIICITi€HTa;
® IMATBEP/UKCHUH JIOCBiA pobOTH B
iHOPACTPYKTYpH.

chepi kiOepOesrekn KPUTUIHOI

60points /
60 Gani

Client and
Management
Approach/
Kmienrcekuii  Ta
YnpaBiiHChKUN

MIX1T

e List of qualified technical specialists assigned to support the Activity and
respond to immediate requests.

o Confirmed experience of the proposed personnel (qualifications, resume) in
the field of conducting cyber security diagnostics of critical infrastructure objects
with an indication of the projects in which the personnel participated (a list of
relevant projects of each proposed specialist)

o At least two qualified technical specialists should hold internationally
recognized certificates, such as: CISA, CISM, CISSP, ISO 27001 Lead Assessor,
ISO 27001 Lead Implementer, Certified NIST Cybersecurity Framework Lead
Implementer

o [lepenik kBanmi(ikoBaHWX TEXHIYHMX CIEIIaiCTiB HAJaHUX Ha MiATPUMKY
[IpoexTy Ta asst BIAOBII HA TEPMiHOBI 3aITUTH;

o [ligTBep/UKeHUI [JIOCBiJ 3ampoNOHOBAHOTO IMEpcoHaNy (KBamidikaiis,
pe3tome) y cdepi MpoBeJeHHS ITiarHOCTUK KibepOe3rneku 00’€KTiB KPUTHYHOL
1H(GPACTPYKTYpH 3 BKa3aHHSIM MIPOETKIB, Je TIECPOHAI PUIMaB Y4acTh (Tiepertik
BiJNIOBITHUX MIPOEKTIB KOXKHOTO 3alIPOIIOHOBAHOT'O CIIEIialIicTa)

o Kpamidikamiss mnpuHaiiMHI 2 CHiBpOOITHHKIB Mae OyTH MiJTBep/KEeHA
MDKHApPOJHO BU3HAHUMU cepTudikatamu, Takumu sk: CISA, CISM, CISSP, ISO
27001 Lead Assessor, 1SO 27001 Lead Implementer, Certified NIST
Cybersecurity Framework Lead Implementer.

20 points /
20 6amiB
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Past Performance
[ Ooceix pobotn

o Does the company have experience in carrying out services similar to those
outlined in the Scope of Work with USAID-funded projects or technical
assistance programs in Ukraine?

e Does the company have experience in the field of cybersecurity of critical
infrastructure, developing policies and procedures, providing advice, and
conducting assessments for compliance with international and national
cybersecurity standards, and determining the current and target maturity level of
IT processes and cybersecurity processes?

e Does the company and its employees have the experience of at least 4 similar
projects in the field of information security during the last 3 years?

o Does the company have experience in assessing information security at critical
infrastructure facilities (such facilities are enterprises that meet the criteria of the
Law of Ukraine "On Critical Infrastructure™ or are officially included in the list
of critical infrastructure facilities)?

e Uy Mae KOMIaHis AOCBiJ y HaJaHHI MOCIYr MOAIOHUX JO 3a3HAUCHUX Y
TEeXHIYHOMY 3aBJaHHi mpoekTam, pinancoBanum USAID abo iHmmM mporpamam
MDKHAPOIHOT TEXHIYHOI TOTTIOMOTH B Y KpaiHi?

o Uu mae xommaHis nocBin y chepi kibepOe3nekn KpUTHIHOI iHPpacTpyKTypH,
PO3pOOKM TOJNITHK Ta TMPOUEAYp, HaJaHHI KOHCYNbTAIlii, Ta TPOBEICHHI
OIIIHIOBaHHS Ha BIATOBITHICTh MIKHAPOJHUM Ta HAIIOHAIEHUM CTaHAApTaM 3
KibepOe3nekn, Ta BU3HAYCHHI MOTOYHOIO Ta WINBOBOrO piBHA 3pinocti [T-
MpoIIeciB Ta MpolieciB Kibepoesnexn?

o Uy mae koMIaHis Ta ii CiiBpOOITHUKK JTOCBIJl HE MEHIIIE 4 TTO/[IOHHMX MTPOSKTIB
y cdepi indopmariitHoi 6e3meKu MPOTATOM OCTaHHIX 3 POKiB?

e Uyp Mae KOMMaHis JOCBiM OIiHKK iH(opmamiiiHOi Oe3meku Ha 00’€KTax
KPUTUYHOT 1HQPacTpyKTypu (TakMMH OO0’€KTaMH € MIANPUEMCTBA, IO
BiJINOBIZIat0Th KpuTepisiM 3akoHy Ykpainu «IIpo kpuTuuHy iHPpacTpyKTypy»
a60 o(imiifHO BKIIFOUEHI /IO TMepetiKy 00’ €KTiB KPUTUIHOT iHPpacTpyKTypH)?

20 points /
20 Oanis

Total Points / 3aranpHa KijbKicTh 0aJ1iB

100 points/
100 GaiB

=DAlI

PAGE 13




REQ-KYI-23-0137

Instructions for the Preparation of the Cost
Proposals/ IHCTpyKuUil WwWoao niarotoBKkU LiHOBUX

nponos3unuin

Cost/Price Proposals

HinoBi npono3uuii

Cost/Price proposals shall be sent in a separate
attachment from technical proposals and shall be
clearly labeled as “VOLUME II: COST/PRICE
PROPOSAL”.

Provided in Attachment C is a template for the Price
Schedule, for fixed price for each service provided.
Offerors shall complete the template and provide as
much supporting details as possible to substantiate the
proposed price.

These services are eligible for VAT exemption on the
basis of USAID Contract 72012120C00002 registered
with the Cabinet of Ministers of Ukraine, having the
registration card #4464-08 dated of April 28, 2023.

LliHoBi mpomo3uIlii NOBUHHI OyTH HAJICIaHI B OKPEMOMY
JOJTATKY OKPEMO BiJI TEXHIYHUX MPOTIO3HUIIIH 1 MAIOTh OyTH
yitko  mapkoBaHi sk «TOM II:  ILIHOBA
[MPOITO3ULIIS».

Y Jonatky C namano mabmnon [lpaiic-nmucTy mociyr.
YYacHUKH TOPTiB 3alOBHIOIOTH IMA0JIOH Ta BKAa3YIOTh
sKoMora  Oinplne  jgetaneil  ansd  OoOTpyHTYBaHHS
3aMpoIOHOBAHO] IiHH.

Li mocityry mijyisraroTh 3BUILHEHHIO BiJl OTIOAaTKYBaHHS
[IIB BiAMOBIZHO 1O OCHOBHOTO KOHTPAKTy KOMIIAHil
«DAIl» 3 USAID Ne72012120C00002 3apeecTpoBaHuM y
KabGineri MinictpiB YkpaiHu, peecTpamiiiHa KapTka
Ne4464-08 Bin 28 kBiTHst 2023 poky.

Basis for award

MincTaBu A8 yKIageHHS KOHTPAKTY

Best Value Determination

Bu3zHaueHHsI Kpamioi mpono3uiuii

DAI will review all proposals, and make an award
based on the technical and cost evaluation criteria
stated above and select the Offeror whose proposal
provides the best value to DAI. DAI may also exclude
an offer from consideration if it determines that an
Offeror is "not responsible”, i.e., that it does not have
the management and financial capabilities required to
perform the work required.

Evaluation points will not be awarded for cost. Cost
will primarily be evaluated for realism and
reasonableness. DAI may award to a higher priced
Offeror if a determination is made that the higher
technical evaluation of that Offeror merits the
additional cost/price.

DAI may award to an Offeror without discussions.
Therefore, the initial offer must contain the
Offeror’s best price and technical terms.

Kommnanist «k DAI» npoanainizye yci mporo3uiii Ta nmpuiiMe
pilIEHHS PO YKJIJIGHHS KOHTPAKTY HA OCHOBI TEXHIYHUX
KpUTEpIiB OIIHKK Ta BapTiCHUX KPUTEPiiB OIIHKH,
3a3Ha4YeHUX BUIIIE, Ta Big0epe YdUacHHKa TEHJEPY, SKUH
3po0MB  Halkpamry mpomo3ulliro KommaHii  «DAI».
Kowmmaniss «DAID» Takox MOXe BiIMOBHTH Y PO3TIISII
MPOMO3UIii, SKIIO BOHA BCTAaHOBHUThH, IO YYaCHUK
TEHJEPY «HE € BIINOBIJAILHUMY, TOOTO, 110 BiH HE Ma€
VOpaBIiHCHKUX  Ta  (PIHAHCOBUX  MOXIIMBOCTEH,
HEOOX1THUX JUTsl BAKOHAHHS Bi/MTOBITHUX POOIT.

Banu omiHkM He HapaxoOBYIOTbCS 3a BapTicTh. BapTicTh
OIIHIOETHCS 3/1€0UIBIIONO HA MPEAMET PEeaTiCTUYHOCTI Ta
obrpynToBanocti. Kommanis «DAI» Moxke TpHIAHATH
pilIEeHHS TPO YKIAJACHHS KOHTPAaKTy 3 YYaCHUKOM
TEHIIEpY, SKHHA TIPONOHYE BHUILY IIiHY, SKIIO OyJne
MOPUAHATO PILICHHS HPO Te, WO OUIBII BUCOKA TEXHIYHA
OLIHKAa TAaKOro Y4YacHUKa TEHAEPY 3acilyroBye Ha
JOJIATKOBY BapTiCTH/IIiHY.

Kommaniss «DAI» wMoxe TpuUHAHITH pilIeHHS PO
YKJIAZCHHS KOHTPakTy 3 YUYacHHKOM TeHIepy 0e3
00roBopeHHs. TOMy IOYaTKOBa IPOIO3UIlis MOBHHHA
MIiCTUTH HaliKpaly WiHy Ta Halikpalli TeXHiYHi yMOBH
YuyacHHMKa TeHaepy.

Determination of Responsibility

Busnauenns BignoBigajanLHoOCTI

=DAlI

PAGE 14




REQ-KYI-23-0137

DAI will not enter into any type of agreement with an
Offeror prior to ensuring the Offeror’s responsibility.
When assessing an Offeror’s responsibility, the
following factors are taken into consideration:

1. Provide copies of the required business licenses to
operate in Ukraine (company registration documents,
including document from the tax authority about VAT
status).

2. Evidence of a Unique Entity ID (SAM) number
(explained below).

3. The source, origin and nationality of the services
are not from a Prohibited Country (explained below).
4. A brief overview of the company, including
professional achievements.

5. Successful experience the firm has with related
projects of similar scope and size.

Kowmmanis «DAID» He ykimamatume >KOJTHHUX OTOBOPIB 3
Y4acHUKOM TEeHJepy MEePII HijK HE TEPEKOHAETHCS Y HOTO
BimnmoBigansHOCTi. [lpu oOIiHIOBaHHI BiAMOBIAATBLHOCTI
YyacHnka TeHmepy OepyThCs O yBarm HACTYITHI
(haxTopmu:

1. HapmanHs Kkomili HEOOXiTHMX JIOKYMEHTIB Ha
3MIACHEHHS JisTBHOCTI B YKpaiHi (JOKYMEHTH IIpo
peecTpariirto KOMIIaHii, BKJIIOYAlOYM JOKYMEHT Bil
MOAATKOBOTO oprany mpo craryc I1/1B).

2. Hasuicte HOMepy Unique Entity
(TIOSICHIOETRCST HIDKYE).

3. JIxepeno, MOXOKEHHS Ta FOPUCIUKITIIHA
MPUHAIEKHICT TOCHYT HE 3 mepeliky 3abopoHeHHX
Kpain (mosicHeHHs HaTaHI HIDKYE).

4. KopoTku#i orisin KOMIaHii, BKIItoYaro4n mpodeciitai
JOCSITHEHHSL.

5. HasBHiCTb 3aJ0BUTLHOTO JIOCBiy BUKOHAHHS POOIT y
MUHYJIOMY.

ID (SAM)

Anticipated post-award Deliverables

OuikyBaHi pe3yJIbTaTH MiCJIs1 YKJIAJTeHHsSI KOHTPAKTY

Upon award of a subcontract or BPA, the deliverables
and deadlines detailed in the below table will be
submitted to DAI. The Offeror should detail proposed
costs per deliverable in the Price Schedule. All of the
deliverables must be submitted to and approved by
DAI before payment will be processed.

See Attachment C: Price Schedule for more
information on the anticipated post-award
deliverables.

[licns yknamenHs cyOkoHTpakTy abo PamkoBoro
JIOTOBOPY TPO 3aKyIIBIIIO, PE3yJIbTaTH POOIT Ta KiHIECBI
TEPMiHH BUKOHAHHS, IETAILHO OIIMCaHI B TAOHIII HIDKYE,
Oynyts momani kommanii «DAIly». VYuacHuk Ttenmepy
MOBHHEH JETaJbHO OIMCATH 3alpONOHOBAHY BapTiCTh
KOXHOTO pe3yibpTary poOit B llpafic-mucti. VYci
pe3ynbraté poOiT MaroTh OyTH TMOmaHi Ta CXBaleHi
kommaniero «DAl» mepen tuMm, sk Oynme odopmiieHa
oriara.

Husuce [lomatok C: Ilpaiic-Jlmct pans oTpuMaHHS
J0JIaTKOBOI 1H(OopMaIllii po oviKyBaHi pe3ylbTaTh MicIis
YKJIJCHHS! KOHTPAKTY.

Inspection & Acceptance

IlepeBipka Ta NpUAHATTS

The designated DAI Project Manager will inspect
from time to time the services being performed to
determine whether the activities are being performed
in a satisfactory manner, and that all equipment or
supplies are of acceptable quality and standards. The
Subcontractor shall be responsible for any
countermeasures or corrective action, within the scope

Busnauenuit meHemkep mnpoekty kommanii «DAI»
MEPiOINYHO TIEPEeBIPATUME MOCIYTH, SIKI HAJAIOThCS, Ha
MpPeMET TOTO, YU JisTbHICTh BUKOHYETHCS 3aJI0BUTHHO Ta
yu yce oOsiagHaHHS a00 MOCTaBKM € NPUUHATHUMH 32
SKicTF0O Ta  craHmapramu.  CyOmiapsgHuUK — Hece
BIJINIOBIIAJIBHICTG 3@  OyJb-sIKi  KOHTp3axoiu  abo
KOPUTYB&JIbHI il B MeXax LbpOro 3aluTy Ha HaJaHHS

of this RFP, which may be required by the DAI Chief npomno3umiif, ski MoxyTsh BuMaratuch KepiBHUKOM
of Party as a result of such inspection. npoekty kommanii «DAI» 3a pesymbraTamu Taxoi
TIEPEBIPKH.

Compliance with Terms and Conditions

In addition to comply with the foresaid requirements,
the Offerors are required to fully meet or exceed the
significant not cost- related specifications:

BignosignicTh BUMoOram

Ha pgomaTtok [0 BIAIOBIAHOCTI  BHIIE€3a3HAYECHUM
BUMOTaM, YYaCHHUKH ITOBHHHI IOBHICTIO BiANOBigaTH ab0
MEPEeBUIIYBaTH HELIHOBUM BUMOTaM crieluikarii:

1. YyacHUK HOBMHEH OyTH 3apeecTpOBaHMid B Y KpaiHi, 110

1. Offeror must be registered in Ukraine as :
demonstrated by valid documents for operation in HiHTBemeiyeT]’c”y q?HingH HOKiva?HTaMH UL
Ukraine (company registration documents, including JUATIBHOCTL B Kpatl  (peeCTpauiul — JIOKyMCHTH
document from the tax authority about VAT status).

== DAI PAGE 15




REQ-KYI-23-0137

2. Consent to receive payment for services solely by
bank transfer.

3. Offeror must have a minimum of 3 years of
relevant experience in provision of similar services
(please fill Attachment G: Past Performance).

4. Offeror preferably must have experience in
performing such services to Ukrainian non-profit
organizations or international non-governmental
organizations.

5. Experience in providing services with a VAT
exemption (preferably).

Offeror must have adequate financial resources to
perform the work within the required delivery
schedule, as evidenced by acceptance of DAI payment
terms upon delivery and acceptance by DAI as stated
in cover letter.

KOMIIaHil, y TOMYy YHCI TOKyMEHT BiJ] TIOZaTKOBOTO
oprany npo cratyc I1/IB).

2. 3roga Ha OTPUMAaHHS OIUIATH TOCIYT BHKIIOYHO
0aHKIBCHKHUM ITePEKa30M.

3. VYyacHMK TIOBMHEH MaTH HE MEHIIEe 3 pPOKIB
BIJIMOBITHOTO JOCBIAY HagaHHS MOAIOHUX mocayr (Oyab
nacka, 3anoBHiTh Jlogarok G: Tlonepenniit mocBin).

4. BaxxaHo, 11100 Y4yacHUK MaB JOCBiJ HaJaHHS IOXIOHHUX
MOCTYT YKPaiHCBKUM HEKOMEpLIMHUM opraHizamisM abo
MI>KHApOJAHUM HEYPSIOBUM OPTaHi3allisiM.

5. HocBinm HamamHs mociyr i3 3BimpHeHHsAM Bin I1/IB
(6axxaHo).

VY4acHUK MOBUHEH MaTu JOCTaTHI (piHAHCOBI pecypcH AJs
BHKOHAHHS pOOIT y Mexax HeoOXimHoro rpadiky, IIo
MiATBEPDKYEThCS MPUAHATTAM YMOB orutatu DA micns
noctaBku Ta npuiHATTs DAl sk 3a3HaueHO B
CYIIPOBITHOMY JIHCTI.

General Terms and Conditions

3arajibHi YMOBH Ta I0J10KEeHHSI

Offeror shall be aware of the general terms and
conditions for an award resulting from this RFP. The
selected Offeror shall comply with all Representations
and Certifications of Compliance listed in Attachment
D.

VYdacHUK TeHaepy Ma€e OyTH B Kypci 3arajbHUX YMOB JJIs
YKJIaJaHHsl KOHTPAKTY 3a pe3yJbTaTaMH JIaHOTO 3amuTy
Ha HajaHHd mnpono3uiii. OOpaHUN ydYaCHHUK Mae
BimmoBimatu ycim 3asBam Ta llinTBepmKeHHSIM TIpO
BIJIMOBIIHICTH, 3a3HaueHuM y Jlogatky D.

Prohibited Technology

3a6oponeni TexnoJorii

Bidders MUST NOT provide any goods and/or
services that utilize telecommunications and video
surveillance products from the following companies:
Huawei Technologies Company, ZTE Corporation,
Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua
Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

VYdacHUKY TOPTriB HE MOBUHHI HAJaBaTH Oyb -sKi TOBapH
Ta/abo0 TOCTyrW, SKi BUKOPHUCTOBYIOTH TPOAYKTH
TEJICKOMYHIKAI[Il Ta BIJCOCIOCTEPEKCHHS BIJ TaKUX
kommaniid: Huawei Technologies Company, ZTE
Corporation, Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, abo
Dahua Technology Company, abo Oyap -ska ix ¢imis
BiamoBigHo 10 FAR 52.204-25.

Geographic Code

I'eorpadiunmii kox

Under the authorized geographic code for its contract
DAI may only procure goods and services from the
following countries.

Geographic Code 110: Goods and services from the
United States, the independent states of the former
Soviet Union, or a developing country but excluding
any country that is a prohibited source.

Geographic Code 937: Goods and services from the
United States, the Cooperating Country, and

BigmoBigHo mo3BosieHOro reorpadigHOrO KOOy IS

yKJIafaHHs  JoroBopiB  kommaHiss ~ «DAI»  Moxke
3aKy[OBYBAaTH TOBapH Ta IOCIYTW JIMLIE i3 HACTYIHHUX
KpaiH.

leorpacdiunmii xox 110: ToBapu Ta moCIHyru 3i
Crniony4enux IlITatiB, He3aIeKHUX JEPIKAB KOJIUITHBOTO
Pagsiacpkoro Coro3y abo kpaiH, 10 pO3BHBAIOTHCS, ajie 3a
BUHSTKOM 3200pOHEHUX KPaTH MOXO[KEHHSI.

leorpadiuamii xox 937: ToBapu Ta mnociayru 3i
Crnonywyenux llrariB, kpaiH-napTHepiB Ta KpaiH, IO

developing countries other than advanced developing | possuBaroThcss,  KpiM  TMepeIoBHX  KpaiH, IO
countries, but excluding any country that is a | possuBaroThCsS, 3a BHHATKOM 3a00pPOHEHHMX KpaiH
prohibited source. IIOXOJUKEHHS.
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e DAI must verify the source, nationality and origin,
of goods and services and ensure (to the fullest extent
possible) that DAI does not procure any services from
prohibited countries listed by the Office of Foreign
Assets Control (OFAC) as sanctioned countries. The
current list of countries under comprehensive
sanctions include: Cuba, Iran, North Korea, Sudan,
and Syria. DAI is prohibited from facilitating any
transaction by a third party if that transaction would
be prohibited if performed by DAI.

e By submitting a proposal in response to this RFP,
Offerors confirm that they are not violating the Source
and Nationality requirements and that the services
comply with the Geographic Code and the exclusions
for prohibited countries.

e Kowmmanis «DAID» 3000B’s3aHa EpEBIpUTH HKEPEIIO,
IOPUCAMKINIO Ta TOXO/DKEHHSI TOBapiB Ta MOCIyT Ta (Y
MaKCUMAJIFHO MOKITUBIH Mipi) MepEeKOHATUCH, IO KOTHI
MOCIYTH HE 3aKYMOBYKOTHCS i3 3a00pOHEHUX KpaiH, sKi
3HAXOMATBCS y CIHCKY YTPaBIiHHS KOHTPOIIO 3a
inozemanmu aktuBamMu (OFAC) sk kpainu, Ha sKi
PO3MOBCIOJIKYIOThCS  CaHKIi. J[0 MOTOYHOrO CHHUCKY
KpaiH, Ha SKi PO3MOBCIODKYIOTHCS BCCOCSMHI CaHKIIIT,
BXOJIATh HacTynHi kpainu: Ky0a, Ipan, IliBHiura Kopes,
Cyman Tta Cupis. Kommnanii «DAI» 3a00poHSE€ThCS
CHpUsATH OyAb-SIKid Yrofi TpeThOi CTOPOHH, SIKIIO Taka
yroga Oynma O 3abopoHEHO0, sKImIO O 1 BHKOHYyBasa
koMmmaHist «DAID.

e llogatounm mpOMO3UIIiI0 y BIAMOBIAE Ha Ieil 3amuT,
VYdacHUKM TeHIEpy MiATBEPIKYIOTb, IIO BOHH HE
opymyroTh BUMOT 10 Jlxepena ta FOpucmukmii, 1 mo
MoCIyrd  BigmoBimatoTe ['eorpadiunomy komy Ta
BUHSITKAM I10JI0 3a00POHEHUX KpaiH.

Unique Entity 1D (SAM)

YHikaabHui ineHTudikarop opranizauii (SAM)

All U.S. and foreign organizations which receive first-
tier subcontracts/ purchase orders with a value of
$30,000 in equivalent and above are required to
obtain a Unique Entity ID (SAM) number prior to
signing of the agreement. Organizations are exempt
from this requirement if the gross income received
from all sources in the previous tax year was under
$300,000. DAI requires that Offerors sign the self-
certification statement if the Offeror claims exemption
for this reason.

For those required to obtain a SAM ID number, you
may see Instructions for Obtaining a SAM ID number
(see Attachment E).

For those not required to obtain a SAM ID number,
you may see Attachment: Self-Certification for
Exemption from SAM ID Requirement (see
Attachment F).

Bci  amepukaHchki Ta iHO3eMHI oprasizamii, sKi
OTPUMYIOTH CYOKOHTpaKTH/ JOTOBOPH Ha 3aKyIBIO Ha
cymy B ekBiBanmeHTi 30 000 momapie CILHA i Bume,
NOBMHHI  OTpUMaTH  YyHIKaJbHUH  imeHTH(IKaTOp
oprauizarii (SAM) no miamucanus yroau. Opranizamii
3BUIBHSIOTBECS BiJ ITi€] BMMOTH, SKIO BaJIOBUH OXIif,
OTPUMaHMI 3 YCIX JDKEepeN 3a MONEpPEIHIi MOJAaTKOBUI
pik, 0yB Hrxue 300 000 gonapis CLLIA. Kommanis «DAD»
BUMarae, mo0 YYacHUKU TEHIepy MiJIHCcal 3asBy PO
CaMOBU3HAUYCHHS, SKII0 BOHW BUMAraloTh 3BiIbHEHS 3 i€l
NPUYUHY.

Hdns  Thx, KOMYy MOTpiOHO OTpPHMAaTH YHIKaJIbHHN
inentudikarop opranizamii (SAM), 3BepHITBCS 0
IHCTpYKIiT A7 OTpUMaHHS YHIKaIbHOTO ieHTH]IKaTOPY
opranizarii (SAM) ([uBucek Jlomatok E).

Jiist THX, XTO HE 3000B'I3aHUI OTPUMYBATH yHIKaJIbHHN
inentudikarop opranizamii  (SAM), 3BepHiTBCS 10
®opmu caMOBH3HAUYEHHS Ha 3BUIBHEHHS Bl BHUMOTH
OTPHMaHHS YHIKaIbHOTO 1JIeHTU(IKATOPY oOpraHizarii
(SAM) (dueuck Jonarok F).

Anti-Corruption and Anti-Bribery Policy and
Reporting Responsibilities

MonaiTuka momo 60poTLOHU 3 KOPYNUi€E Ta HOPOTHO0I0
3 xabapHulTBOM Ta BignoBinaabHoi 3BiTHOCTI

e DAI conducts business under the strictest ethical
standards to assure fairness in competition,
reasonable prices and successful performance or
delivery of quality goods and equipment. DAI does
not tolerate the following acts of corruption:

e Any requests for a bribe, kickback, facilitation
payment or gratuity in the form of payment, gift or
special consideration by a DAI employee,

DALI Begie cBOFO AisUTHHICTD 32 HAWCYBOPINIMMHU ETHYHIUMU

CTaHJapTaMH, MO0 3a0e3MEeYUTH YECHICTh KOHKYPEHIIil,

OpPUHHATHI WIHM Ta YCHIIIHE HaJaHHA MOCIyr ado

JIOCTAaBKy SKICHMX ToBapiB Ta oOjaaHanHsi. DAI He

TePNUTh TAKUX KOPYNUIHHUX Jiii:

e bynp -aki 3amuTH Ha OTpUMaHHs Xabapa, Bijjadi,
CHPUSHHA YM BUIUIATH Y BUTJISAL BUILIATH, MOJAPYHKA
abo crenianbHOI KommeHcanii cmiBpoOiTHuKY DAL,
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Government official, or their representatives, to
influence an award or approval decision.

Any offer of a bribe, kickback, facilitation payment
or gratuity in the form of payment, gift or special
consideration by an offeror or subcontractor to
influence an award or approval decision.

Any fraud, such as mis-stating or withholding
information to benefit the offeror or subcontractor.

Any collusion or conflicts of interest in which a
DAI employee, consultant, or representative has a
business or personal relationship with a principal or
owner of the offeror or subcontractor that may
appear to unfairly favor the offeror or
subcontractor. Subcontractors must also avoid
collusion or conflicts of interest in their
procurements from vendors. Any such relationship
must be disclosed immediately to DAI
management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may
result in serious consequences, including
termination of the award and possible suspension
and debarment by the U.S. Government, excluding
the offeror or subcontractor from participating in
future U.S. Government business.

Any attempted or actual corruption should be
reported immediately by either the offeror,
subcontractor or DAI staff to:

Toll-free Ethics and Compliance Anonymous
Hotline at (U.S.) +1-503-597-4328

Hotline website — www.DAI.ethicspoint.com, or
Email to Ethics@DAIl.com

USAID’s Office of the Inspector General Hotline
at hotline@usaid.gov.

By signing this proposal, the offeror confirms
adherence to this standard and ensures that no
attempts shall be made to influence DAI or
Government staff through bribes, gratuities,
facilitation payments, kickbacks or fraud. The
offeror also acknowledges that violation of this
policy may result in termination, repayment of
funds disallowed by the corrupt actions and

YPAOOBLIO YM iX IpeNCcTaBHMKAM BIUIMBAlOTh Ha
pIIIEHHS TIPO HArOPOHKEHHS a00 CXBaJICHHS

Byns -sxa mpono3umis xabapa, BiAKaTy, CIPUSIHHS YA
BUIUIATH Yy BUIJSAlI [JIaTexy, INoAapyHKa abo
CIleliabHOl  BHHAropoAw  Bim  odepeHTa  9H
cyOmigpsmHuKa [UIsi BIDIMBY Ha pIMIEHHS IIPO
NPUCYKEHHS YK CXBaJICHHSI.

Bynp-sike maxpaiicTBo, Take SK HENpaBHIbHE
BUKJaJaHHA a0o TIpUXOBYBaHHsA iHGopmalii Ha
KOpHCTh opepeHTa 4u CyOmmiapaIHuKa.

Byap -sxi 3MoBH ab60 KOH(IIIKTH IHTEPECIB, Yy SIKUX
MpaliBHUK, KOHCYJIbTaHT a0o mpenctaBHuK DAI mae
IijoBi 200 OCOOMCTI CTOCYHKH 3 TPUHIMIIAIOM a0o
BIIACHUKOM O()epeHTa 4 CyOIiapsaIHIKa, SKi MOXKYTh
BUSIBUTHCS HECIIPABEAJIUBUMHU Y KOPUCTH OhepeHTa UH
cyomigpsaauka. CyOmiApsaHUKHA TakKOX IOBHHHI
VHUKAaTH 3MOB YH KOH(JIKTYy iHTepeciB y CBOiX
3aKyMBIAX Y TIOCTadalbHHUKIB. bymp -aki Taki
BITHOCMHM TIOBMHHI OyTH HErailHO  PO3KpHTI
kepiBHMUTBY DAl 1yis mepernsany Ta TpUAHATTS
BIAIIOBIAHMX  3aXOJiB, BKJIFOUAIOYN MOXJINBE
BUKJIFOUEHHSI 3 BUHATOPO/IH.

i xopymmiiiHi [ii HE MOMYyCKalOTBCA 1 MOXKYTh
MPU3BECTH A0 CEPHO3HUX HACHIJKIB, BKIOYAIOUH
NPUIUHEHHS NPU3HAYEHHS BUHATOPOAM Ta MOXKIIUBE
Mpu3yNUHEHHS Ta BiAMOBY ypsaay CLUIA, puxirogatoyn
odepeHTa uM cyOmiapsIIHUKA BiJ y4acTi y MaiiOyTHIX
Oi3zHecax ypsaay CILA.

Bynp-sika cnpoba un QakTuuHa KOpYMIlis MOBHHHA
Oytun HETaifHO MOBiIOMJIEHA odepeHTOM,
cyOmiapsiHuKoM abo criBpodiTHukamu DAL
be3komroBHa aHOHIMHA Trapsiya JIiHis 3 TUTaHb €THKH
Ta JOTpUMaHHs BUMOT 3a aiupecoro (CLIA) +1-503-
597-4328

Beb6 -caiit rapstaoi sinii - www.DALethicspoint.com,
a00 HamiclIaTh CIEKTPOHHHM JIMCT Ha  aapecy
Ethics@DAI.com

Odic rapstuoi ninii ['enepanbroro iHcekropa USAID
3a aapecoto hotline@usaid.gov.

[Mignucyroyn 110 IpONo3ullito, opepeHT miATBEPIKYE
JOTPUMaHHA IBOTO CTAHAAPTY Ta rapaHTye, IO HE
OyayTh 3pobinieHi crnpobu BrumHyTH Ha DAI abo
YPSLIOBHIL TTEPCOHAI 3a JOTIOMOI00 Xa0apiB, 4alOBHX,
BUIUIAT 3a CHOPUSHHS, BigKaTy 4YM IIaxpaicrsa.
Y4acHUK TOPTiB TakOX BU3HAE, 110 MOPYIICHHS i€l
MOJITHKH ~ MOXE€ TPU3BECTH JIO  IPHITUHEHHS,
MOBEPHEHHS KOIUTIB, 3a00pPOHEHUX KOPYNLIHHUMH
JisIMH, Ta MOXJIMBOTO TPHU3YNHHEHHsS Ta 3a00pOHU
ypsy CHIA.
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possible suspension and debarment by the U.S.
Government.

Offeror’s Agreement with Terms and Conditions

3roga YyacHuKa TeHepy 3 BAMOTaMH

The completion of all RFP requirements in accordance
with the instructions in this RFP and submission to
DAI/Preparedness & Response of a quotation will
constitute an offer and indicate the Offeror’s
agreement to the terms and conditions in this RFP and
any attachments hereto. Issuance of this RFP in no
way obligates DAI to award a purchase order, nor does
it commit DAI to pay any costs incurred by the Offeror
in preparing and submitting the proposal.

Buxonanus ycix BuUMOr 3amdTy BIANOBITHO 110
IHCTPYKIIiH, 3a3HaYEHNX B HOMY, Ta [TOJaHHS ITPOITO3UIIiT
no Bigminy wommanii DAI/Preparedness & Response
CKJIaJlaTUMe TIPOTO3UINI0 Ta 3acBITYyBaTUME 3TOJY
YyacHrka TeHAepy 3 BUMOTaMH IHOTO 3allUTy Ta yCix
JoJaTKiB 0 Hboro. HaganHs mporo 3amuty B KOIHOMY
pasi He 3000B’s13ye koMmmaHito «DAI» HagaBaTu JOTOBIp
Ha 3aKyIIiBIO a00 BiAIIKOJOBYBaTH YYaCHUKAM TEHIIEPY
OyJIb-sIKi BUTPATH, ITOB’sI3aHi 3 I IFOTOBKOFO Ta MOTAHHIM
MIPOTIO3HIIII.

Attachments

See the list of official RFP attachments below.

Jonarku

JAuBuch mnependik ogiuiiinux gogaTKIB 10 UBLOrO
JOKYMEHTY HUKYeE.
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Attachment A: SCOPE OF WORK/TERMS OF
REFERENCE / OopaTtok A: TEXHIMHE SABOAHHA

The below contains the technical requirements of the services. Offerors are requested to provide proposals
containing the information below on official letterhead or official proposal format.

VY tabnuii HIbKYe HaBeACHI TEXHIYHI BUMOTH JI0 TTOCTYT. YYaCHUKU TeHepy IMOBUHHI IOJIATH MPOTO3HIIii,
IO MICTSTh BiINOBiAHY iH(popManito Ha (ipMoBOoMy OJaHKy abo BiANOBIAHO A0 odimiiHOrO (Qopmaty

TIPOTIO3HIII1.

Background

The USAID Cybersecurity for Critical Infrastructure
in Ukraine Activity (the Activity) is a program
funded by USAID and implemented by DAI. The
overall goal of the Activity is to reduce and
potentially eliminate cybersecurity vulnerabilities in
Critical Infrastructure (CI), and to transform Ukraine
from a compromised, reactive cybersecurity actor to
a proactive cybersecurity leader.

Over a five-year period, the Activity will increase
resilience and build capacity to prevent, detect, and
respond to cyberattacks against CI in Ukraine. To
achieve this goal, the Activity is implementing the
following components:

Component 1: Strengthening the cybersecurity
enabling environment

This component will strengthen the cybersecurity
resilience of Ukraine’s CI sectors by addressing
legislative gaps, promoting good governance,
enabling collaboration between stakeholders, and
supporting  cybersecurity  institutions.  This
component will also build the technical capacity of
key sectors through increased access to cybersecurity
technology and equipment.

Component 2: Developing Ukraine’s cybersecurity
workforce

This component of the Activity will address
workforce gaps through interventions that develop
new cybersecurity talent and build the capacity of
existing talent. These interventions will address the
entire workforce pipeline, the quality of education
received by cybersecurity specialists, and industry
training programs to rapidly upskill Ukraine’s

IlepeaymoBu

[poext USAID «KibepOe3neka KpUTUIHO BAKIUBOT
inppactpykrypu VYkpainm» (mami  — IIpoexT)
¢dinancyerscss USAID Tta peanmizyetbess DAL
Kinnesa mera IlpoekTy — pO3BUTOK HalliOHaJIBHOT
CUCTeMH KiOepOe3meKkr Ta 3MCHIIEHHS KUIbKOCTI
BPa3JIMBOCTEH KPUTHYHO BaKIIMBOL
iH(paCTPYKTYpH.

[potsirom mwsartu pokiB [IpoexT 3MinHIOBaTHME
CTIHKICTB 1 pO3BUBATHME CIIPOMOXKHICTP 3a1100iraTH,
BHSABIIATH U OOpoTHCA 3 KibepaTakamu, HAIJICHUMH
Ha KpuTuuHy iHppacTpykTypy (mami — KI) Ykpainu.
s uporo [IpoexT peanizoBye Taki CKIIAIOBI:

KommnoneHr 1: ITocunenns
cepeoBHINa I KibepOe3neku

CIIpUATIIMBOTO

Le#t KOMIIOHEHT MOCWIUTH CTiHKicTh cekTopiB Kl
Vkpainn g0 kiOepOe3nekn MUIIXOM YCYHEHHS
NPOTAIVH Y 3aKOHOJABCTBI, CIIPUSHHS HAJIE)KHOMY
yIpaBIiHHIO, CIIPUSHHSA cHiBIpari MiX
3aI[iKaBJICHUMH CTOPOHAMH Ta IIATPHUMKH yCTaHOB
kibepOesneku. lleli KOMIOHEHT TaKOoX PO3IIUPUTH
TEXHIYHY CHPOMOXHICTh KIIFOUOBHX CEKTOpiB 3a
pPaxyHOK PO3MIMPEHHS JIOCTYIy A0 TEXHOJIOTiIH Ta
oOnaHaHHs KibepOe3neKH.

KomnonenT 2: Po3BuTok KajpiB 3 KibepOesnekn B
VYxpaini

Lei#i KOMIOHEHT MisTIBHOCTI CHPSIMOBaHMK Ha
YCYHEHHSI HEIOJIKIB po00UYoi CHIM 3a JOIOMOTO0
BTpPy4YaHb, CIPSIMOBaHMX Ha PO3BUTOK HOBHX
creuiamicTiB 13 kibepOe3neku Ta HapOLIyBaHHS
MOTeHIialy HasBHUX cremiamictiB. [li 3axomm
CTOCYBaTHMYThCS BCHOTO KaJIPOBOTO TOTEHINIANY,
SKOCTI  OCBITH,  OTpHMaHOi  (axiBIsMH 3
KiOepOe3neku, 1 Tamxy3eBUX HABYAJIbHHUX HpPOrpam
JUIS IIBUJIKOTO MiJIBUIIEHHS HABUYOK YKpaiHCHKOT
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workforce to respond to immediate cybersecurity
vulnerabilities.

Component 3: Building a resilient cybersecurity
industry

A growing cybersecurity industry in Ukraine will
contribute directly to national security and
prosperity. This component will seek to build trust
and collaboration between the public and private
sector to develop innovative solutions for future
cybersecurity challenges; spur investment and
growth in the broader cybersecurity market in
Ukraine through greater access to financing; support
smaller cybersecurity companies to rapidly increase
the number of local cybersecurity service providers;
and offer mechanisms for Ukrainian firms to connect
with industry partners to enable better access to
innovations and business opportunities.

Context

The Activity provides assistance to critical
infrastructure objects in the energy and other sectors
(hereinafter - OCI - within the meaning of the Law of
Ukraine "On Critical Infrastructure” or officially
included in the list of critical infrastructure objects)
in strengthening their resistance to cybersecurity
incidents.

At the request of OCI, the Activity plans to conduct
diagnostics of their cybersecurity systems. The result
of the diagnosis will be an assessment of the current
level of maturity of the OCI. The diagnosis is carried
out in accordance with the NIST Cybersecurity
Framework, and based on the results,
recommendations will be developed to improve the
cyber resilience of the organization in accordance
with the NIST Cybersecurity Framework.

The results of the diagnostic will also establish a
basis for measuring the progress of strengthening the
cyber resilience of the OCI after the implementation
of the recommendations provided after the diagnosis
Objectives

The overall goal of the task is to conduct a diagnosis
of the cybersecurity system of OCI to assess the level
of cyber maturity in accordance with the
requirements of the NIST Cybersecurity Framework

poOouoi cuiam Uil pearyBaHHS HAa MHTTEBI
Bpa3JIMBOCTI KibepOesneKu.

Komnonent 3: CrBopeHHs cCTiiikoi  Tamysi
KibepOe3nexku
3poctanHa Tamy3i kibepbesmeku B YKpaiHi

0e3nocepeTHLO CIPUATHME HalllOHATIBHIH Oe3melti Ta
npongiTanHio. Lleli kommoneHT Oyne cnpsMOBaHHN
Ha 3MIITHEHHS JIOBIpH Ta CIBIpAIl MK ACpKaBHUM
i  [pUBaTHUM  CEKTOpaMH  JUIi  PO3POOKHU
IHHOBAIIfHUX pilleHb I MalOyTHIX TpoOsIeM
KibepOe3mekn;  CTUMYNIIOBAaTH  IHBECTHIIi  Ta
3pOCTaHHS MIUPIIOT0 PUHKY KidepOesneku B YKpaini
3a paXyHOK PO3IINPEHHS IOCTYITy 10 (hiHAHCYBaHHS;
MiATPUMYBAaTH HEBENWKI KoMIaHii 3 KibepOesmekn
JUIA IMIBUOKOTO 30UIBMIEHHS KIIBKOCTI MIiCIIEBUX
NOCTAaYILHUKIB TOCIYT 3 KiOepOesmeku; a Takox
3aIpONOHYBaTH YKPaTHCHKUM KOMITaHisIM MEXaHi3MHU
3B’A3Ky 3 Tally3eBUMU  [apTHepamy, 100
3a0e3MeynT Kpamuii JOCTyn 10 IHHOBAIliil Ta
MOKJITMBOCTEH 1151 Oi3HeCY.

Konrekcer

[Ipoektr Hamae momomory o00’€KTaM KPUTHYHOL
iHOPAaCTPYKTypu B EHEPreTHYHOMY Ta IHIIMX
cektopax (mam — OKI — y posyminai 3akoHy
VYkpaian «lIpo kputwuny iHGpacTpykTypy» abo
odimiiiHO  BKIIOYEHI 70 Tepeniky 00 €KTiB
KPUTUYHOI 1HQpACTPyKTypH) Vy TIOCHICHHI iX
CTIMKOCTI JIO 1HIMJICHTIB KiOepOe3meKH.

Ha 3amutr OKI Ilpoext 1utaHye MpOBEIAEHHS
niarHocTyBaHHsT — KibepOe3mekd  iX ~ CHCTEM.
Pesynmbrarom  gmiarHOCTyBaHHST ~ OyJe  OIliHKA
noroyHoro piBHA 3pinocti OKI. JliarHoctyBaHHS
3IIACHIOETCS y BIJIOBITHOCTI bi (s} NIST
Cybersecurity Framework, a 3a pe3yjibraTamu
OynyTh po3pobieHi pexomMeHmarii I00
I IBUTIIEHHS KiOEpCTIUNKOCTI opraHizallii Bi[IOBIIHO
no NIST Cybersecurity Framework.

Pesynbratn AiarHOCTYBaHHSI TaKOX BCTaHOBISATH
OCHOBY [UIl BHMIPIOBaHHS IPOTrPECY ITOCHICHHS
kibepcrifikocti  OKI  micnms  BIpoOBapKEHHS
pEeKOMeH Iallii, HaJaHKUX MICJIs A1arHOCTYBaHHS.
i

3arasibHa MeTa 3aBJaHHA MOJSAra€e B TOMY, IOO
MIPOBECTU JIaTHOCTYBaHHA CHUCTEMH KiGepOesreku
OKI a5t OLIHKY PiBHS KIOEP3PLIOCTI BIAMOBIIHO J0
suMor NIST Cybersecurity Framework ta "Hagatu

and provide recommendations for improving the pexomenmanii (Y MOKpAaILEeHHS CTaHy
state of cyber readiness KiOeproToBHOCTI
Tasks 3anaui
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Carrying out diagnostic of State Specialized
Enterprise Association Radon (see Appendix H)
cybersecurity systems, which will include the
following steps performed in accordance with the
NIST Cybersecurity Framework:

a. Assessment of the current level of OCI
cybersecurity maturity according to the NIST
Cybersecurity Framework.

b. Defining OCI target maturity levels according
to the NIST Cybersecurity Framework.

c. Development of recommendations for the
transition from the current level to the target
level of maturity.

Recommendations should contain a list of
necessary policies and processes of
information (cyber) security, calculation of
necessary resources, definition of personnel
competencies, organizational structure. In
addition, the recommendations should include
a high-level draft (HLD) of the OCI's
cybersecurity architecture (technical and
organizational), drafts of 10 information
security policies and an estimate of the cost of
implementing the architecture in the form of a
technical specifications.

d. Development of a roadmap for the
implementation of the developed
recommendations for 4 months.

The roadmap must contain a list of actions
which OCI should provide to achieve the
target maturity level with a detailed
description each of actions and required
resources.

e. Provision of six days of advisory support to
OCI in the process of implementation by OCI
of developed recommendations, which will
include, but not be limited to: consultation on
adaptation and verification of procedures and
policies, equipment settings.

f. Development of a monthly report on the
progress of implementation of the
recommendations provided by the OCI.

[poBeneHHs JarHOCTyBaHs CUCTEMHU
KibepOesmekn  JlepkaBHOTO  CIICITiai30BaHOTO
mignpuemctBa  "OO'emnanHs  "Pamon"  (ams.
Jonatok I), mo Oyzae BKIouath B ceOe HACTYIHI
Kpoki BukoHaHi BimmosigHo mo NIST Cybersecurity
Framework:

a. OuiHOBaHHS TIOTOYHOTO PIiBHSA  3pLIOCTI
kioepOesmekn OKI  BigmoBigHo mo NIST
Cybersecurity Framework.

b. Bwusnauyenns uineoBoro piBHs 3pimocti OKI
Bignosinuo mo NIST Cybersecurity Framework

C. Po3poOka pekoMeHmamid MIOAO0 MEPEXOIy Bil
ITOTOYHOTO PiBHA J0 IIIBOBOTO PiBHS 3PLTIOCTI.

PexoMenmamii TOBWHHI MICTHUTH  TeEpeiiK

HEOOX1THAX TOJTITHK Ta MIPOIIECiB
iHpopmariitHoi (kibep) Oe3reku, MiApaxyHOK
HEOOXiTHUX pecypcis, BHU3HAUEHHS

KOMIIETEeHINIH  TEepCOHAy,  OpraHi3aiiiHy
CTpykTypy. OKpiM 1BOTO, peKOMEeHIAIl
NOBUHHI BKIIIOYaTH BHCOKOPIBHEBUH MPOEKT
(HLD)  apxitektypu  kibepOsmexkn  OKI
(TexuiyHO1 Ta opradizamiitHOi), mpoektn 10
MOJIITUK 1H(OPMAIliiHOT OE3MEeKH Ta OIIHKY
BapTOCTi  BIPOBA/PKEHHS  apxXiTeKTypu y
BUTJISA/I TEXHIYHOT crienugikartii.

d. Po3pobka J0OpoXHBOI  KapTH  peasizarii
PpO3po0IeHNX peKOMeHAaMii Ha 4 MiCsIIi.

JlopoxHs KapTa TIOBHHHAa MICTUTH CITHCOK
3ax0/iB, 1110 Mae BxxuTu OKI miIsg nqocarHeHHs
[JILOBOTO PiBHS 3pIIOCTI 3 IETATBHUM OITUCOM
KO’KHOI'O 3 HUX Ta BUSHAYEHUMH JJI 1X BXKUTTS
HEOOXI1IHUX PECYPCIB.

e. HamanHsa 1mectm JHIB ~ KOHCYJBTaTHBHOI
migrpumku OKI B mporieci BupoBamxenHs OKI
HaJIaHUX PEeKOMEHJaLii, mo Oye BKIOYaTH B
cebe, ae He 0OMEXYIOUNCh: KOHCYJIbTAMIi 110
amanTamii Ta Bepudikamii mpomenyp Ta
MOJIITHK, HAJIAIITYBaHb 001 THAHHSI.

f. Po3poOka mIOMicSYHOTO 3BITY MpPO  XiA
BHKOHaHHS pekomenaniii Haganunx OKI.

0. OuiHoBaHHS  pIBHA  3plIOCTI  CHCTEM
kibepoesnmekun OKI BigmoBimHo g0 NIST
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g. Evaluation of the maturity level of OCI's
cybersecurity systems according to NIST
Cybersecurity Framework after 4 months from

the date of receipt of recommendations by

OCl.

Deliverables schedule

Task A Report: Assessment of
the current OCI cybersecurity
maturity level according to the
NIST Cybersecurity Framework
Task B Report: Determination
of the OCI target maturity level

according to NIST
Cybersecurity Framework.

Task C Report:
Recommendations for  the

transition from the current level
to the target level.

Task D Report:
The Road map for the
implementation of the

developed recommendations for
a period of 4 months

Task E - F Monthly Report: The
progress of implementation of
the recommendations by the
recipient

Task G Report: Reassessment of

the  current  cybersecurity
maturity level according to the
NIST Cybersecurity
Framework.

30 working days
from the
beginning of the
assessment

10 working days
after the
completion of
Task A

20 working days
after the
completion of
Task B

10 working days
after the
completion of
Task C

Monthly  report
during 4 months
of realization
tasks E and F.

20 working days
after the
completion of
Task F

Minimum qualifications, skills and experience
1. The supplier must be registered and provide
auditing, assessment and consulting services
in the field of cybersecurity in Ukraine

within the last 3 years;

2. Employees of the supplier must have
experience in conducting at least 4 similar
information security diagnostic projects

during the last 3 years;

3. The qualification of at least 2 employees of
supplier must be confirmed by
internationally recognized certificates, such
as: CISA, CISM, CISSP, I1SO 27001 Lead

Cybersecurity Framework uwepes 4 wmicsmi 3

natu otpumanHs OKI pekoMenaarriid.

I'padix HagaHHs pe3yabTaTiB
3eiT npo 3aBaanHs A: OriHka
piBas 3pinocti OKI BiamosimHO

o NIST Cybersecurity
Framework
3BIT po 3aBIaHHS B:

BuzHaueHHS ITIILOBOTO PiBHS

3pinocti OKI BiamoBigHO 10
NIST Cybersecurity
Framework.

3Bitr mpo 3aBmamHa C:

PexoMenpaiii o0 nepexomy
Bl TOTOYHOTO PIBHI JIO
LIJTFOBOTO PIBHS 3PiIOCTI.

3BiT mpo 3aBmaHHa D:
Hopoxus Kaprta
BIIPOBAKCHHSI  pO3pOOIEHUX
pexomeHnanii Ha 4 micsii

I{oMicsunuit 3BIT o
3apmanaro E ta F: Hamanus
KOHCYJIFTATHBHOI  IMIITPUMKH
miapsgaukom st OKI

3BitT mpo 3aBmanHs G
IIOBTOPHA  OIliHKa  piBHA
3pinocTi KibepOe3nekn
BIAIIOBITHO o NIST

Cybersecurity Framework.

30 pobouux JHIB 3
MOMEHTY TOYaTKy
OLIIHIOBAaHHS

10 poGoumx naHIB
miciisT BUKOHAHHS
3aBIaHHg A

UYepes 20 poboumnx
JIHIB ICIIs
BUKOHAHHS
3aBaanHg B
10 pobGounx naHIB
micias BHUKOHAHHSA
3aBaanHg C

[lomMicsiunuii 3BIT
POTATrOM 4x
MICHLIIB
BUKOHAHHS

3aBjads E ta F.

20 poboumx AHIB
MiCJIsI BHKOHAHHSA
3asganus F

MiniMmanbHa kBaJigikailis, HABUYKH Ta 10CBi
1. TlocrayanbHUK Ma€ OyTH 3apEECTPOBHIA Ta
HaJaBaTH MOCIYTH 3 ayAHUTY, OI[iHIOBAaHHS
Ta KOHCYJIBTYBaHHS B chepi KibepOesneku B
VYkpaiHi IpoTAroM OCTaHHIX 3 POKIB;

2. CniBpoOiTHHKH OCTavaIbHUKA MOBUHHI
MaTH JIOCBiJI y IpOBEJICHHI HEe MeHIe 4
O1I0HUX MPOEKTIB A1arHOCTYBaHHS
iH(pOpMaIliiiHOT Oe3MEeKH MPOTITOM

OCTaHHIX 3 pPOKiB;

3. Kramidikaris npuHaiiMHi 2 criiBpoOITHHKIB
rocTadaibHUKa Ma€e OyTH i TBEP/KEHA
MI>KHAPOIHO BU3HAHUMH CepTH(DIKaTaMH,
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Assessor, 1ISO 27001 Lead Implementer,
Certified NIST Cybersecurity Framework
Lead Implementer;

4. The supplier and its employees must have
experience working with critical
infrastructure facilities.

5. Confirmed experience of the proposed
personnel (qualifications, resume) in the
field of conducting cyber security
diagnostics of critical infrastructure objects
with an indication of the projects in which
the personnel participated (a list of relevant
projects of each proposed specialist)

DIAGNOSTIC STRATEGY
Before starting the first stage of work, the
supplier must provide to the Activity and OCI
an diagnostic strategy, which should include:
e Communication protocols with the OCI
and the Activity
e Format for transferring and receiving
documents between supplier, OCI and
the Activity.
e Project manager on the part of the
supplier was defined
REPORT STRUCTURE
Each report should consist of five parts:
1. Introduction
2. Goals and tasks performed at the described
stage of work
3. Description of mechanisms and approaches
used in the report
4. Key Observations - The structure of key
observations should follow the structure of
the functional areas and domains described
in the NIST Cybersecurity Framework. The
report should describe the approach used to
determine the current and target maturity
level according to the NIST Cybersecurity
Framework.
5. Results of the stage

PROCEDURE FOR DIAGNOSTICS AND
IMPROVEMENT OF THE CYBERSECURITY
MATURITY LEVEL ACCORDING TO THE
NIST CYBERSECURITY FRAMEWORK

takumu gk: CISA, CISM, CISSP, ISO
27001 Lead Assessor, ISO 27001 Lead
Implementer, Certified NIST Cybersecurity
Framework Lead Implementer;

4. TlocTayanpHHK Ta HOTO CHiBPOOITHUKH
MTOBUHHI MaTH JIOCBi po0OOTH i3 00’€KTaMu
KPUTHUYHOT iHPPACTPYKTYPH.

5. TligTBepmKeHUI MOCBII 3alpOIIOHOBAHOTO
niepcoHany (kBamidikaris, pestome) y chepi
MPOBEJICHHS  JIIarHOCTUK  KibepOe3mneku
00’€KTIB KpUTHYHOI 1HGPACTPYKTYpH 3
BKa3aHHSM MPOETKIiB, Jie IECpOHAJ puiiMaB
yuacTh (Tiepeslik BiJMOBIAHUX MPOEKTIB
KOXXHOT'O 3aIlTpOITOHOBAHOIO CIEIliallicTa)

CTPATETI'ISI JIATHOCTYBAHHS
[Tepen moyaTkoM poOIT MOCTaYaIbLHUK TOBUHEH
Hanatu [Ipoekry ta OKI ctpareriro
JIarHOCTYBaHHSI, KA TOBUHHA BKITFOUATH:
e [Iporokomnu 38's13ky 3 OKI i [IpoekTom.
e  ®dopwmar niepesadi Ta OTPUMYBaHHS
JIOKYMEHTIB Mk roctadansHukom, OKI
ta [IpoekTom.
e Busnauenuii KepiBHuK npoekTy 3 60Ky
nocTavyaibHUKa

CTPYKTYPA 3BITY

KoskeH 3BiT IOBMHEH CKIJIAJATUCS 3 II'ITH YaCTHH:

1. Beryn

2. ixni Ta 3aBmaHHs, 0 BUKOHYIOTHCS Ha
OIMCAaHOMY €TaIli poOOTH

3. Omuc MexaHi3MiB 1 MIX0iB,
BUKOPUCTAHUX Y 3BITI

4. OcHoBHI criocTepexxeHHs - CTpyKTypa
KJIIOYOBHX CIIOCTEPESKECHb TTOBUHHA
BIZIMIOBiIaTH CTPYKTYPi QYHKIIOHATBHUX
obxacreii 1 momeHiB, onrcanux y NIST
Cybersecurity Framework. V 3Biti mosunen
OyTH ONUCAHUM MIIXIJ, SKUH
BHKOPHCTOBYBABCS ISl BU3HAUCHHS
MMOTOYHOT'O Ta LIJILOBOTO PiBHS 3piIOCTi
Bignosigao 1o the NIST Cybersecurity

Framework.
5. Iligcymku etammy
norPAAOK  TMPOBEJAEHHA  POBIT 3

JIATHOCTHUKH TA INOKPAIEHHSA PIBHSA
3PIVIOCTI KIBEPBE3INEKHM 3I'IITHO NIST
CYBERSECURITY FRAMEWORK
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Stage 1 — Determining the Recipient's current
cybersecurity maturity level

Step 1.1 — Determination of the means and methods
Step 1.1 — Determination of means and methods of
communication (letter, e-mail, telephone or other
methods) and responsible persons on the part of the
Recipient and the Contractor — Project Managers
Step 1.2 — Determination of the list of departments,
departments and other structural units that will be
involved in the project on the part of the Recipient
and will be included in the scope of the project -
information can be obtained including, but not
limited to, from the HR department, specialized
information systems and directories of the
Recipient, and other.

Step 1.3 — Determination of strategic goals and
objectives of the organization in the field of IT and
Cybersecurity. - information can be obtained,
including, but not limited to, from the adopted
strategic documents of the Recipient, which define
the goals and objectives of the organization,
interviews with the Recipient's stakeholders

Step 1.4 - Collection of information on the current
state of cybersecurity in accordance with the
domains and subdomains of the NIST Cybersecurity
Framework - information can be obtained including,
but not limited to, interviews with interested
representatives of the Recipient, collection of
documentary evidence - "artifacts" (acts,
procedures, policies, downloads of software
settings, contracts, regulatory documents,
screenshots)

Step 1.5 - Analysis of the information collected in
steps 1.2-1.4 for compliance with the requirements
of the cyber security domains and subdomains of
the NIST Cybersecurity Framework - the analysis
should include a description of the procedure for
checking compliance with the requirements of each
subdomain and providing evidence (artifacts) used
Step 1.6 — Based on the information analyzed in
step 1.5, determine the current cybersecurity
maturity level in accordance with the NIST
Cybersecurity Framework. The maturity level is
determined as follows - each subcategory is
evaluated on a scale from 1 to 5 points (O level - 0
points, 1 level - 1 points, 2 level - 2 points, 3 level -
3 points, 4 level - 4 points, the point is assigned in
that case - if the sub-domain fully meets the
requirements of the maturity level), after which if 0
to 107 points are scored - it is O level for the
organization as a whole, from 108 to 215 - 1 level,

Etan 1 — BuzHaueHHsI TOTOYHOTO PiBHS 3pijocTi
KidoepOe3nexku Peuumienta

Kpox 1.1 — BusznauenHs 3aco0iB Ta METO/IiB
KOMYHIKaIlii (JIMCTyBaHH, EJIeKTPOHHA TOIITa,
TenedhOHOM YH 1HIIMMHE cTIoco0aMmu) Ta
BIJIMOBIAaIbHUX 0Ci0 31 cTOpOHU PenumienTa ta
[Migpsinauka — Menexepis [Ipoekty

Kpox 1.2 — BuznaueHHs niepeniKy BiiiB,
JICTIAPTAMEHTIB Ta 1HIIUX CTPYKTYPHUX OJIUHUIIb,
o OyIyTh 3aIydeHi O IPOEKTY 31 CTOPOHH
PenmmiienTa Ta BBIHAYTH B CKOYH MPOEKTY —
iH(hopMaris Moxe OyTH OTpHIMaHa y TOMY YHCII,
ase He OOMEKYIOUHCh - 3 BIJIITY KaIpiB,
crierfianizoBaHuXx iH(OpMAIiTHIX CHCTEM Ta
JIoBiaHMKIB PerumienTa, Ta iHIIIE.

Kpok 1.3 — BusHaueHHs cTpaTeriyHuX LileH Ta
3agau opranizauii B oonacti IT Ta KibepOesneku. -
iH(hopMartist Moxe OyTH OTpHMaHa y TOMY YHCII,
aje He OOMEXYIOUHCh — 3 MPUHHATUX CTPATETIIHNX
JIOKYMEHTIB PerurmienTa, 0 BU3HAYAOTh LU Ta
3a/1a4i opraHizartii, iHTepB 0 31 CTeHKXoIAepaMu
Penumienta

Kpok 1.4 — 36ip indopmariii mpo moTouHu cTan
kiOepOe3neKku BiJIIOBIIHO /IO JOMEHIB Ta
cyomomenis NIST Cybersecurity Framework—
iHpopMallist MOKe OyTH OTpUMaHa y TOMY YHCIi,
asie He 0OMEKYIOUHCh — 3 IPOBECHHS THTEPB 10 3
3aIliKaBICeHUMU TIpeAcTaBHUKaMu Perumienra, 30ip
JIOKYMEHTAIIbHUX JIOKa3iB — «apTe(axTiB» (aKTiB,
npoIeyp, NOMITHK, BABAHTA)KEHb HAJIAIITYBaHb
MPOrPaMHOro 3a0e3MeUYeHHsI, J0rOBOPIB,
HOPMAaTUBHUX JOKYMEHTIB, 3HIMKIB €KpaHiB)

Kpoxk 1.5 — Anauni3 3i0panoi Ha kpokax 1.2-1.4
iH(opMaIlii Ha BIJIMOBIIHICTE BUMOI'aM JIOMEHIB Ta
cyonomenis kibepoesnexu NIST Cybersecurity
Framework— anasi3 moBHHEH BKIIFOYATH B ceOe
OITHC TIPOIIEYPHU TIEPEBIPKU HA BIIMOBIAHICT
BUMOT'aM KOXKHOTO Cy0IOMEHA Ta HABEICHHIM
BHKOPHCTAHUX JI0Ka3iB (apTedaKTiB)

Kpox 1.6 — Ha ocHOBI nipoaHajii3oBaHOI Ha KPOIT
1.5 indopmarii BU3HaUCHHS TOTOYHOTO PiBHSI
3pinocTi kibepOe3neku y BianosimHocti 3 NIST
Cybersecurity Framework. Busxa4enHst piBHs
3pUTOCTI BiAOYBAETHCS HACTYITHAM YHHOM — KOXKHA
cyOKaTeropist OIiHIOEThCS 0 IIKaumi Bix 1 10 5
6aniB (0 piBens — 0 6an, 1 piBens — 1 6anu, 2 piBeHb
— 2 Gauu, 3 piBeHsb - 3 0anu, 4 piBeHb — 4 Oaiu, Oa
MIPUCBOIOETHCS B TOMY BUIIAJIKY — SIKIIO CyO0MEH
ITOBHICTIO Bi/IMTOBiZla€ BUMOTaM piBHS 3pLJIOCTi),
micjst yoro skino Haopano Bijx 0 qo 107 Ganis — e 0
piBeHb 151 oprauizaiii B 1iiiomy, Big 108 1o 215 —
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from 216 to 323 - 2 level, from 324 to 431 — 3 level,
432 — 4 level). All points are included when filling
(tab Diagnostics (diarnoctuka)) to the spreadsheet
(Forma_Diagnostyky OKI.xlIsm file) provided by
the Activity and filled by the Contractor.

Step 1.7 — Preparation of the Report based on the
results of Stage 1, which includes a completed
spreadsheet based on the results of Step 1.6

Step 1.8 — Agreement with the Recipient and the
Activity of the Report based on the results of the
Stage

Stage 2 — Determination of the Recipient's target
cybersecurity maturity level

Step 2.1 - Conducting interviews with management
and key stakeholders to determine key areas for
improving cyber security in terms of the
organization's goals and objectives - information
may be obtained including, but not limited to, the
Recipient's adopted strategic documents defining
the organization's goals and objectives , interviews
with the Recipient's stakeholders

Step 2.2 — Determination of the available resources
of the Recipient in the field of cyber security -
information can be obtained, including, but not
limited to, from existing regulatory and legal
documents, a description of the organizational
structure, a description of projects, inventory
documents, interviews with stakeholders of the
Recipient

Step 2.3 — Analyze and identify priority
cybersecurity categories and subcategories for
improvement according to the NIST Cybersecurity
Framework based on, but not limited to, the results
of Step 1 and Steps 2.1, 2.2.

Step 2.4 - Determination of the target maturity level
of cyber security based on the goals, objectives,
available and minimum required resources and the
results of Steps 2.1-2.3 and Stage 1. The target
maturity level should be no more than one greater
than the existing one.

Step 2.5 — Preparation of the report based on the
results of Stage 2

Step 2.6 — Agreement with the Recipient and the
Activity of the Report based on the results of Stage
2

Stage 3 — Stage 3 — Development of
Recommendations for acquiring the Recipient’s
target cybersecurity maturity level in accordance
with the NIST Cybersecurity Framework

1 piBensb, Bix 216 10 323 — 2 piBeHb, Big 324 no 431
— 3 piBeHb, 432 — 4 piBens). Bci Oanu BKIIIOYArOTHCS
npy 3aroBHeHHI (BkiIaaka Diagnostics
(MliarHocTmka) 10 exekTpoHHOoi TadmuIi (aiin
Forma_Diagnostyky OKI.xlsm), o Hamgae
3aMOBHUK Ta 3amoBHIOE [liapsaHuK.

Kpoxk 1.7 — IligrotoBka 3BiTy 3a pe3yibTaTaMu
Erany 1, mo BKiIfo4ae B ceOe 3a1I0OBHEHY
CJICKTPOHHY Ta0JIHUITIO 3a pe3yibraramu Kpoky 1.6
Kpok 1.8 — IToromkenns 3 Penumientom ta
3amoBHUKOM 3BiTy 3a pesynsraTamu Etamy 1.

Eran 2 — BuzHayeHHs HiJIb0BOro piBHA 3pijgocTi
Ki0oepOe3nexu Peuunienra

Kpox 2.1 — IlpoBeneHHs iHTEpB 1O 3 KEPIBHUIITBOM
Ta KIIFOYOBUMH CTEHKXOJIIEpaMu [l BU3HAUCHHS
KJTIOUYOBHX HAIPSMKIB MOKpAICHHS KibepOe3neku 3
TOYKH 30pY IIiJIeH Ta 3a/1a4 opraHizariii -
iH(hopMartist Moxe OyTH OTpHMaHa y TOMY YHCII,
asie He OOMEKYIOUUCh — 3 MPUHHITUX CTPATETIYHUX
JIOKYMEHTIB PerumienTa, o BU3HAYAIOTh MU Ta
3a/1a4i opraHi3ariii, iHTepB 0 31 CTeHKXoIepaMu
Peuunienra

Kpok 2.2 — BusHaueHHs1 HassBHUX PECypCiB
PennmiienTa B cdepi kibepOesrekn - iHGpopmaIis
MoYKe OyTH OTpUMaHa y TOMY YHCIIi, ajie He
00MEXYIOUUCH — 3 HASIBHUX HOPMAaTHBHO-TIPABOBUX
JIOKYMEHTIB, OITUCY OPTaHi3alliifHOT CTPYKTYPH,
OIIHCY TPOEKTIB, IHBEHTapU3allIHHUX JJOKYMEHTIB,
IHTEpB 10 31 cTeiikxonaepamu Perunienrta

Kpox 2.3 — Anani3 Ta BU3HauSHHS MEePIIOYEProBUX,
JUTSI TIOKPAIIEHHsI, KaTEeropiii Ta cyokaTeropin
kibepOesneku 3rigno NIST Cybersecurity
Framework Ha ocHOBI, ajie He 0OMEKYIOUHCh,
pesynbratiB Etamy 1 ta kpokis 2.1, 2.2.

Kpok 2.4 — BusHaueHHs IJIbOBOT'O PiBHS 3p1JIOCTI
kiOepOe3neKku BUXOSUH 3 IIJICH, 3aj1a4, HASIBHUX Ta
MiHIMaJTbHHUX HEOOXIJHUX PECYPCiB Ta Pe3yJIbTaTiB
Kpoxkis 2.1-2.3 Ta Etany 1. LlineoBuii piBeHb
3pijocTi Mae OyTH He OUIBIIE HIXK HAa OJIUH OUTBIINN
3a HasBHUI.

Kpok 2.5 — IligroroBka 3BiTy 3a pe3yJibTaTaMu
Eramy 2

Kpoxk 2.6 — Iloromkenns 3 PenumienTom Ta
3amoBHMKOM 3BiTY 3a pe3yibratamu Etamy 2.

Eran 3 — Po3po0xa Pexomennaniii nist Ha0yTTS
HiILOBOTO PiBHA 3piyocTi KidepOe3nexkn
Penumnicnra Bignosinuo NIST Cybersecurity
Framework
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Step 3.1 — Development of Recommendations for
increasing the level of maturity of selected cyber
security domains and subdomains according to the
NIST Cybersecurity Framework based on the
results obtained in Steps 1 and 2

Step 3.2 — Development of templates of necessary
documents (including, but not limited to, policies,
procedures, instructions)

Step 3.3 — Determining the resources required to
implement the Recommendations developed in Step
3.1 and the documents developed in Step 3.2
(including, but not limited to, time, personnel,
equipment)

Step 3.4 — Development of a report based on the
results of Stage 3

Step 3.5 — Agreement with the Recipient and the
Activity of the Report based on the results of Stage
3.

Stage 4 - Development of the Roadmap for the
implementation of the Recommendations for the
acquisition of the target level of the Recipient's
cybersecurity maturity in accordance with the
NIST Cybersecurity Framework

Step 4.1 — Development of a 4-month Roadmap for
the implementation of the developed
Recommendations, based on the results of Stage 3
and, but not limited to, interviews and discussions
with stakeholders from the Recipient side

Step 4.2 — Developing a report based on the results
of Stage 4 and filling in the Recommendation Plan
tab (TTnan BipoBamkenns pekomenmaitii) of the
spreadsheet (Forma_Daignostyky_ OKI.xIsm file)
provided by the Activity and completed by the
Contractor. The completed spreadsheet tab must be
included in the Stage report.

Step 4.3 — Agreement with the Recipient and the
Activity of the Report based on the results of Stage
4

Stage 5 — Consultative and methodological
support of the Recipient at the stage of
implementation of the Road Map
Recommendations

Step 5.1 — Provision of monthly advisory support (to
the Recipient by the Contractor at the stage of
implementation of the Recommendations obtained
as a result of Stage 3 and the Road Map obtained as
a result of Stage 4

Step 5.2 — Monitoring by the Contractor of the
progress of the implementation of the

Kpoxk 3.1 — Po3pobka Pexomennartiii mist

T IBUIIICHHS PiBHS 3piJIOCTI 0OpaHUX TOMEHIB Ta
cyonomenis kibepoesnexku NIST Cybersecurity
Framework, Ha ocHOBI pe3yJIbTaTiB OTPUMaHHUX
Ha Eramax 1 Ta 2

Kpox 3.2 — Po3po0Oka 11abinoHiB He0OXiTHUX
JIOKYMEHTIB (BKJIFOUAIOUYH, Ta HE 0OMEKYIOUUCH -
TMIOJTITHK, TIPOTIETYP, IHCTPYKIIiN)

Kpok 3.3 — BusHaueHHs1 pecypciB HEOOXiTHUX st
BIIPOBa/’KEHHsI PexoMeHani po3podiaeHnx Ha
Kpomi 3.1 Ta moxkymeHTiB, po3pobinenux Ha Kporri
3.2 (BxITIOYAIOYH, aje He 0OMEXYIOUHNCh - Yac,
[epCcoHa, 00JIaTHAHHSI)

Kpox 3.4 — Po3po0Oka 3BiTy 3a pesynpratamu Etamy
3

Kpoxk 3.5 — Ilorompkenns 3 PerumienTom ta
3aMoBHUKOM 3BiTY 3a pe3ynbraTamu Etamy 3.

Etan 4 — Po3pooka lopo:xxuoi KapTu
BIPoOBaI:KeHHs1 Pexomennauiii 1y Ha0yTTst
HiJ1bOBOI0 piBHA 3piyIocTi KidepOe3nexku
Penumnicnra Bignosinmo xo NIST Cybersecurity
Framework

Kpox 4.1 — Po3poOka 4-micstanoi Jopoxuaboi Kaptu
BIIPOBAKCHHS po3po0iieHnx PexoMennaniii, Ha
OCHOBI pe3ysbrariB ETamy 3 Ta, ane He
00MEXYIOUHUCh, IHTEPB 10 Ta OOTOBOPEHHSIMH 3i
cTeKxoiiepamMu 31 croponu PenenienTa

Kpoxk 4.2 — Po3zpoOka 3Bity 3a pe3ynbratamu Etamy
4 ta 3anmoBHeHHS BKJIanaku Recommendation Plan
(I'lman BpoBaPKEHHS pEKOMEHIAIii) eJIeKTPOHHOT
taonuii (daitn Forma Daignostyky OKI.xIsm), 1o
Haslae 3aMOBHHK Ta 3aroBHIO€ [1iIpsTHIK.
3anoBHEHA BKJIAJKa €JIEKTPOHHOT Ta0IUL TOBUHHA
OyTH BKITFOUEHa [0 3BiTy 3a Etar.

Kpox 4.3 — Iloropxenns 3 Perumientom ta
3aMoBHMKOM 3BiTY 3a pe3yibratamu Etamy 4

Etan 5 — KoHcy1bTaTUBHO-METO0JIOTiYHA
nigTpuMka PenunienTa Ha eTani BIpoBajgKeHHs
Pexomenaauiii 3a lopo:xxkuboro Kaproro

Kpok 5.1 — HajgaHHs IoMicsS/9HOT KOHCYJIbTaTHBHOT
nigrpuMkn Perumienta [TigpsiiHukom Ha eTani
BIIPOBaJKeHHs PekoMeHaIliii oTpuMaHuX 3a
pesynsratamu Etany 3 Ta /loposxkupoi Kaptu
OTpUMaHOI 3a pe3yibpratamu Etamy 4

Kpox 5.2 — BiagcniakoByBanus [linpsaaukom
IIpoOrpecy BIPOBaKeHHsS PekoMenaarin
PeriumieHTOM Ha IIOMICSYHIN OCHOBI B paMKax
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Recommendations by the Recipient on a monthly
basis within the framework of the schedule
determined by the Road Map based on the results of
Stage 4

Step 5.3 — Submission of a monthly report within 6
months of the implementation of the
Recommendations provided as a result of Stage 3
and the Road Map, describing the Recipient's
progress and identified problems and backlogs (if
any)

Step 5.4 — Agreement with the Activity of monthly
reports based on the results of Stage 4.

Stage 6 — Re-diagnostics to confirm the
Recipient's achievement of the target
cybersecurity maturity level according to the
NIST Cybersecurity Framework

Step 6.1 - Gather information on the current state of
cybersecurity of NIST Cybersecurity Framework
domains and subdomains identified in Step 2 as
high priority for Improvement - information may be
obtained including, but not limited to, conducting
interviews with interested Recipient representatives,
collection of documentary evidence - "artifacts"
(acts, procedures, policies, downloads of software
settings, contracts, regulatory documents,
screenshots)

Step 6.2 — Analysis of the information collected in
Step 6.1 for compliance with the requirements of the
cyber security domains and subdomains of the NIST

rpadixy BuzHagenoro Jlopoxxaporo Kaproro 3a
pesyneraTamu Etamy 4

Kpox 5.3 — HajjanHs OMiCS/YHOTO 3BITY IPOTSTOM
6 MicsIIiB BIIpOBaKeHHS PexoMenmamiin Hamanux
3a pe3ynpratamu Etamy 3 Ta Jlopoxnoi Kaptu 3
OIHCOM Tporpecy PenurieHTa Ta BUSBICHUX
po0JIeM Ta BiJicTaBaHb (32 HASIBHOCTI)

Kpoxk 5.4 — IloromkenHs 3 3aMOBHUKOM
LIOMICSIYHUX 3BITiB 3a pe3yIbTaTaMHi BUKOHAHHS
Erany 4.

ETan 6 — [loBTOpHA AiarHoCTHKA AJIs1
NiATBepAKeHHs AocArHeHHs PenunienTom
HiTbOBOI0 piBHA 3piyiocTi KidepOe3nmexku 3riiHO
NIST Cybersecurity Framework

Kpoxk 6.1 — 36ip inpopmariii npo nmoToYHUN CTaH
kiOepOe3neku JoMeHiB Ta cyoqomeniB NIST
Cybersecurity Framework, 110 Oyiu Bu3HaueHi Ha
Erani 2, sx neproveprosi ams [lokparienas —
iHpopMallis MOKe OyTH OTpUMaHa y TOMY YHCII,
ajie He OOMEKYIOUHCh — 3 TPOBEJICHHS IHTEPB 10 3
3aIliKaBICHUMU TIpeAcTaBHUKaMu PerumienTa, 30ip
JOKYMEHTAIIbHUX JI0Ka3iB — «apTedakTiB» (aKTiB,
MPOIEYP, OJTITUK, BABAHTAXKCHD HAJIAIITYBaHb
MIPOTPaMHOT0 3a0e3MeYeHHs, IOTOBOPIB,
HOPMAaTUBHHX JJOKYMEHTIB, 3HIMKIB €KpaHiB)

Kpok 6.2 — Anani3 3i6panoi Ha Kpori 6.1
iH(opMarrii Ha BiITOBIAHICTF BUMOTAM JIOMEHIB Ta
cyonomenis kibepoesneku NIST Cybersecurity
Framework — anasi3 HoOBHHEH BKJIFOYAaTH B ce0e

Cybersecurity Framework — the analysis should
include a description of the procedure for checking
compliance with the requirements of each
subdomain and providing evidence (artifacts) used.
Step 6.3 - Based on the information analyzed in
Step 6.2, determine the confirmation of the
Recipient's achievement of the target level of
cybersecurity maturity in accordance with the NIST

OITHC TIPOIIETYPH TIEPEBIPKU HA BiJIMTOBIAHICTH
BUMOT'aM KOXKHOTO Cy0IOMEHA Ta HABE/ICHHIM
BUKOPHUCTaHUX JIOKa3iB (apTedaKTiB)

Kpox 6.3 — Ha ocHoBi nipoanaitizoBanoi Ha Kporti
6.2 iHopMarlii BU3HAUEHHS ITiITBEPKSHHS
JIOCSITHEHHsI PeluIieHTOM HUJILOBOTO PiBHS 3PiI0CTI
kiOepOe3srneku y BijanosigHocti 3 NIST
Cybersecurity Framework — ananis noBunen

Cybersecurity Framework - the analysis should
include a description of the procedure for checking
compliance with the requirements of each
subdomain and providing evidence (artifacts) used.
The maturity level is determined as follows - each
subcategory is evaluated on a scale from 1 to 5
points (O level - 0 points, 1 level - 1 point, 2 level -
2 points, 3 level - 3 points, 4 level - 4 points, the
point is assigned in that case - if the sub-domain
fully meets the requirements of the maturity level
level), after which if 0 to 107 points are scored - it is
0 level for the organization as a whole, from 108 to
215 - 1 level, from 216 to 323 - 2 level, from 324 to

BKJIIOYATH B ceOe OIUC MPOLeYpH NepeBipKU Ha
BIJIIIOBIJIHICTH BUMOT'aM KOXHOT'O Cy0/IoMeHa Ta
HaBE/ICHHSIM BUKOPUCTAHUX J10Ka3iB (apTeakxTiB).
Busnauenns piBHs 3pinocTi BigOyBa€eThCs
HACTYITHUM YHHOM — KOXKHA CyOKaTeropist
OIIHIOETHCS 110 1iKauti Bij 1 10 5 6anis (0 piBers — 0
OaniB, 1 piBenb — 1 Gan, 2 piBenb — 2 6anu, 3 piBeHb
- 3 Gaun, 4 piBeHb — 4 GaiB, Oasl IPUCBOIOETCS B
TOMY BUTIQJIKY — SIKIIIO Cy0JJOMEH TIOBHICTIO
BiJIIIOBiZ]a€ BAMOTaM PiBHS 3p1I0OCTI), MiCJIs 4OT0
sixrio Habpano Big 0 1o 107 6aniB — e 0 piBeHb aiist
oprasizariii B uijiomy, Bijg 108 10 215 — 1 piBeHs,
Bij 216 10 323 — 2 piBens, Bijg 324 n0 431 -3
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431 — 3 level, 432 4 level). All points are included
when filling (Re-diagnostics tab) into the
spreadsheet (Forma_Diagnostyky_OKI.xIsm file)
provided by the Activity and filled by the
Contractor.

Step 6.4 — Preparation of a report based on the
results of Step 6, which includes a completed table
based on the results of Step 6.3

Step 6.5 — Agreement with the Recipient and the
Activity of the Report based on the results of Stage
6.

piBeHb, 432— 4 piBenn). Bei 0anu BKIHOYAOTHCS IIPH
3armoBHeHHi (Bkaamka Re-diagnostics (ITosropaa
JiarHOCTHKA) 10 eJIEKTPOHHOI Tabnui ((aiin
Forma_Diagnostyky OKI.xlsm),, o namae
3aMOBHUK Ta 3armoBHIOE [limpsaaHuK.

Kpok 6.4 — IligrotoBka 3BiTy 3a pe3yibTaTaMu
Etamy 6, mo Britoyae B cebe 3aroBHEHY TaOJIUIIO
3a pe3ynpTatamMu Kpoky 6.3

Kpok 6.5 — IToromkenns 3 Penumientom ta
3aMoBHUKOM 3BiTY 3a pe3ynbraTamu Etamy 6
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Attachment B: Proposal Cover Letter/ JopnaTok B

CynpoBigHun nuct

We, the undersigned, provide the attached proposal
in accordance RFP No. REQ- dated

, 2023. Our attached proposal is for the total
price of (figure and in

words).

We certify a validity period of 60 (sixty) calendar
days for the prices provided in the attached Price
Schedule.

We certify our financial responsibility and
acceptance of DAI payment terms, which is payment
upon delivery and acceptance of the provided
services.

Our proposal shall be binding upon us subject to the
modifications.

We understand that DAI is not bound to accept any
proposals it receives.

Authorized Signature:

Name and Title of Signatory:
Name of Firm:

Address:

Telephone:

Email:

Company Seal/Stamp:

Mu, 1o mignucanucs HIxK4Ie, HaJAEMO TIPOTIO3HUIIIIO 13
3arajxpHOIO I[IHOIO

(BKaxiTh WiHy HU(paMU i TPOITUCOM), SIKA TOJAETHCS,
BIJIMOBIAHO 10 3anuTy Ha HajaHHs npono3uiii RFP Ne
REQ- BIJ 2023 poky.

Mu 3acBiguyemo, 1o IiHu 3a3HadeHi y [Ipaiic-nucri, mo
TOJTAETHCS, AIMCHI TPOTATOM Tiepiony 60 (mricTaecsT)
KaJleHIapHUX JIHIB.

Mu 3acBiguyemMo Hairy (iHAaHCOBY BiATIOBIIANBHICTD 1
MpUMaeMO YMOBH oriaT kommaHii « DAy, ski €

OILJIATOXO MICJIS IOCTABKU Ta MPUHHATTS HaJaHUX MOCIYT.

Harmra mpomo3uttist € 000B’SI3K0BOIO TS HAC 3
ypaxyBaHHAM 3MiH B Pe3yJbTaTi OyAb-IKINX 00TOBOPEHb.

Mu pozymiemo, o komnasist «KDAID» He 3000B’s13aHa
pUMaTH OyAb-AKi MPOTIO3UILil, sIKi BOHA OTPUMYE.
[Tigmic ynoBHOBaXkeHHOT 0COOH:

Im’st Ta IOCa1a yOBHOBaXXEHHOT 0COOU:

Haspa opranizariii:

Anpeca:

Tenedon:

Email:

ITeuaTka KOoMIaHii:
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Attachment C: Price Schedule / Oopatok C:
Mpanc-nuct

Item Item Name Description/Specificati | Quantity Unit Price | Total Price
Number Haszga ons Kinbkicth Iina 3a o | Beworo
Omnuc/Crenudikarmii

1

2

3

4

5

6

7
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Attachment D: Representations and Certifications

of Compliance / [Ooapatok D:

3aaBU Ta

NMiaTBepaxeHHAM npo BianoBigHICTb

1. Federal Excluded Parties List - The Offeror Select is not
presently debarred, suspended, or determined ineligible for an
award of a contract by any Federal agency.

2. Executive Compensation Certification - FAR 52.204-10
requires DAI, as prime contractor of U.S. federal government
contracts, to report compensation levels of the five most highly
compensated subcontractor executives to the Federal Funding
Accountability and Transparency Act Sub-Award Report System
(FSRS).

3. Executive Order on Terrorism Financing - The Contractor is
reminded that U.S. Executive Orders and U.S. law prohibits
transactions with, and the provision of resources and support to,
individuals and organizations associated with terrorism. It is the
legal responsibility of the Contractor/Recipient to ensure
compliance with these Executive Orders and laws. Recipients may
not engage with, or provide resources or support to, individuals
and organizations associated with terrorism. No support or
resources may be provided to individuals or entities that appear on
the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov ) or the
United Nations Security Designation List (online at:
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ).
This provision must be included in all subcontracts/sub awards
issued under this Contract.

4. Trafficking of Persons — The Contractor may not traffic in
persons (as defined in the Protocol to Prevent, Suppress, and
Punish Trafficking of persons, especially Women and Children,
supplementing the UN Convention against Transnational
Organized Crime), procure commercial sex, and use forced labor
during the period of this award.

5. Certification and Disclosure Regarding Payment to Influence
Certain _Federal Transactions — The Offeror certifies that it
currently is and will remain in compliance with FAR 52.203-11,
Certification and Disclosure Regarding Payment to Influence
Certain Federal Transactions.

6. Organizational Conflict of Interest — The Offeror certifies that
will comply FAR Part 9.5, Organizational Conflict of Interest.
The Offeror certifies that is not aware of any information bearing
on the existence of any potential organizational conflict of interest.
The Offeror further certifies that if the Offeror becomes aware of
information bearing on whether a potential conflict may exist, that
Offeror shall immediately provide DAIlI with a disclosure
statement describing this information.

1. denepanbHU CHHCOK BHKIIOYEHHX o0ci0 — OOpaHHWil y4acHHK
TEeHJepa Hapasi He € BIIICTOPOHEHUM, TUMYACOBO BiJICTOPOHEHHUM abo
BHU3HAHMM TaKHM, IO HE Ma€ MpaBa YKIAAaTH KOHTPAKT 3 OyIb-sIKHM
(enepanbHUM OPraHOM.

2. IlinTBep/pKeHHS 3apo0iTHOT mIaTh kepiBHULTBA — [TonoxkenHs FAR
52.204-10 Bumarae Bix kommaHii «DAID» sk reHepaIbHOTO MiPSTHAKA
3a KoHTpakTtamu (enepansHoro ypsimy CIIA 3BityBatm mpo piBHI
3apoOiTHOI IUIATH M'SATH KEepiBHHKIB CyONiApSIHUKA 3 HaWBHIUM
piBHeM 3apoOiTHoi Iwatm B CHcTeMy 3BITHOCTI 3a JOTOBOPaMH
CcyOmiapsty BiMOBIIHO N0 3aKOHY PO MiA3BITHICTB 3a (eepaTbHUM
¢inancyBaHHsM Ta mpo3opicts (FSRS).

3. Yka3 IIpesunenra CIIA npo 3a6opoHy diHaHCYBaHHS TEPOPUZMY -
Bukonasimio Haragyerbes, mo ykasu Ilpesmmenta CHIA Ta
3akoHonaBcTBO CIIIA 3a0opoHsIOTH 3xiiicHIOBaTH omeparii 3
¢bi3nuHIME 0cO0aMU Ta OpraHi3allisiMH, OB’ I3aHUMH 3 TEPOPHU3MOM, a

TaKOXX HagaBaTH IM  pecypcH Ta MATpUMKY. IOpuanmuny
BIANMOBIiTANBHICT, 32 3a0e3NedYeHHs JOTPUMAaHHA IHX yKa3siB
IIpesuneHTa Ta  3aKOHOAABCTBa Hece BuKoHaBelb/PerumieHT.

Peuumnienty He NO3BOJSETHCSA MpamioBaTd 3 (i3MYHUMH O0cOOaMH Ta
oprasizaiisiMy, IMOB’SI3aHUMH 3 TEPOPH3MOM, a TaKOXX HaJaBaTH iM
pecypcu Ta miaTpuMmky. JKomHa momomora abo pecypcH HE MOXKYTh
HaJaBaTUCh (Gi3WYHUM a00 IOPHANYHHM 0co0aM, AKi 3HAXOHATHCS Y
Cnucky rpomajsiH 0coOMMBHX KaTeropiii Ta 3a00poHEHHX OCi0, KWt
Bee Kasnaueiicteo CIHA (mmB. Www.SAM.gov ), a6o y Cnmcky
0COOIMBHX KaTeropii OOH (muB.
http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml ). Ile
MTOJIOXKEHHS 000B’13KOBO BKIIIOYAETHCS JI0 BCIX JOTOBOPIB CyOImiapsmy /
pillleHs PO HaJaHHA CyOMiAPsIy, SKi BUKOHYIOTBCS B PaMKaxX IEOTO
JIOTOBODY.

4. Topriens gronpMu — BuKoHaBIIO 3a00pOHSETHCSA MPOTATOM CTPOKY
Iii IbOTO KOHTPAKTY 3/AiHCHIOBATH TOPTIBIIIO JIFOJbMH (SK BU3HAUYEHO Y
IIporokoni miomo 3amoOiraHHs, MPOTHIIl Ta IOKapaHHS TOPTIBII
JIIOJIBMH, OCOOJMBO JKIHKaM¥ Ta JITBMH, SIKMH J0MoBHIOE KOHBEHIIi0
OOH m1o0 npoTHIIT TPAaHCHAIIOHAILHOT OPTraHi30BaHOT 3JIOYHHHOCTI),
OIIadyyBaTH KOMEpIIHHI CEeKCyallbHi MOCIYyTH Ta BUKOPHUCTOBYBATH
MIPUMYCOBY HPALIIO.

5. [linTBep/uKEHHS Ta PO3KPUTTS iHGOPMAITIT MIOJI0 TIATEXIB 3 METOIO
BIUIMBY Ha JesKi QenepaibHi TOCIMONapchKi omeparii — YdYacHUK
TeHJIepa MiATBEPKYE, IO JOTPUMYETHCS 3apa3 Ta JOTPUMYBATHMEThCS
i namami Bumor FAR 52.203-11 «IliaTBep/ukeHHS Ta PO3KPUTTS
iHpopManii MO0 IJIATEXKIB 3 METOI BIUIMBY Ha JAesKi (enepanbHi
rOCIIOAAPChKI oneparii».

6. Opraxizaniiianii KOHQUIKT _iHTepeciB — VYYacHHK TEHAEPY
MATBEPDKYE, MO oMy He BimoMo mpo OyIb-iKy iH(opMmaliro, ska
CTOCY€ThCS iICHYBaHHS Oy/Ib-SKOTO MOTEHIIIITHOTO KOH(IIIKTY iHTEepeciB
opranizarii. Y4acHUK TeHIEpY TaKoX MiJTBEPIKY€E, IO SKII0 HOoMy
CTaHe BiIOMO Mpo iH(GOPMAILiI0, iKa Ma€ BiTHOIICHHS 10 MOKIHBOCTI
iCHyBaHHS MOTEHIIMHOTO KOH(DIIKTY, Y4YacHUK TCHAEPY HEBiJKIIAJHO
Hajae kommnaHii « DAl» 3BiT, 1e po3KpHuBaeThes Taka iHpopMaILis.
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7. Prohibition of Segregated Facilities - The Offeror certifies that
it is compliant with FAR 52.222-21, Prohibition of Segregated
Facilities.

8. Equal Opportunity — The Offeror certifies that it does not
discriminate against any employee or applicant for employment
because of age, sex, religion, handicap, race, creed, color or
national origin.

9. Labor Laws — The Offeror certifies that it is in compliance with
all labor laws.

10. Federal Acquisition Regulation (FAR) — The Offeror certifies
that it is familiar with the Federal Acquisition Regulation (FAR)
and is in not in violation of any certifications required in the
applicable clauses of the FAR, including but not limited to
certifications regarding lobbying, kickbacks, equal employment
opportunity, affirmation action, and payments to influence Federal
transactions.

11. Employee Compliance — The Offeror warrants that it will
require all employees, entities and individuals providing services
in connection with the performance of a DAI Purchase Order to
comply with the provisions of the resulting Purchase Order and
with all Federal, State, and local laws and regulations in
connection with the work associated therein.

By submitting a proposal, offerors agree to fully comply with the
terms and conditions above and all applicable U.S. federal
government clauses included herein and will be asked to sign these
Representations and Certifications upon award.

7. 3abopoHa cerperamnii MicIlb CHIIbHOIO KOPHUCTYBAaHHA — YYacCHUK
TeHJepa MiATBEepIKYe, Mo noTpuMyeThest FAR 52.222-21 «3abopoHa
cerperamii MiCIlb CITITEHOTO KOPHCTYBAaHHSD).

8. PiBHI MOXIMBOCTI — YYacHHK TEHAEPY IMIATBEPIIKYE, IO HE
3IIMCHIOE TUCKPUMIHAIIIIO TPOTH OY/b-SIKOTO MpaIliBHUKA a00 3asiBHUKA
3a BIKOM, CTaTTIO, PEJri€lo, iHBAIITHICTIO, pacolo, MEPeKOHAHHSIMM,
KOJIbOPOM IIKipH 200 HalliOHAIBHICTIO.

9. TpynoBe 3aKOHONABCTBO — YYacHHK TEHIEPY IiATBEPIKYE, IIO
JIOTPUMYETBCS BCiX BUMOT TPYAOBOTO 3aKOHOJIABCTBA.

10. Honoxenns npo denepanbhi 3akynieai (FAR) — YyacHuk TeHaepa
MATBEPIUKYE, IO o3Haifomnenuid 3 IlomokeHHsAM Tpo (enepaibHi
sakymiBii (FAR) 1 He mopyliye 3>KOIHOTO MiATBEPHKCHHS, IO
BHMAraeThCsl 3TiIHO 3 BiAnoBigHuMH HopMaMu FAR, y Tomy uucii, ane
He 00MEXYIOUHUCH MiATBEP/HKCHHSIMU CTOCOBHO JIOOiFOBaHHS, XabapiB,
MOJKJIUBOCT1 piBHOTO MpaleBIalTyBaHHS, KOMIIEHCaIliifHOT
QUCKpUMiHALii, Ta IUIaTeXIiB 3 METOI BIUIMBY Ha (dexepanbHi
rOCIIOJapchKi omepartii.

11. JloTpuMaHHs BHMOT MPAIliBHUKAMHU — YYaCHUK TCHAEPY TapaHrye,

110 BUMaraTHMe BiJl YCiX IpaliBHUKIB, FOPHINYHUX Ta Gi3UIHHX OCi0 —
HaJaBayiB MOCIYT y 3B’s3Ky 3 BHKOHaHHSIM J[OroBOpy Ha 3aKyHiBIIIO
kommanii «DAl» noTpuMyBaTruch BUMOT BiqmoBiaHOTO J[oTOBOpY.

IMojaroun MPONO3MILII, YYaCHUKH TEHACPY UMM IOTODKYIOTHCS
TIOBHICTIO BUKOHYBATH YMOBH Ta ITOJIOKEHHSI BUILE3TaIaHOTO Ta BCHOTO
BifmoBigHOTO QenepansHoro 3akoHoxaBctBa CIIA, mo 3a3Hauene y
OMY JOKYMEHTi, a TaKOX IpU yKJaJeHHi JOTOBOPY MOBHHHI OyTH
TOTOBI MI/IMMUCATH I1i 3asIBU Ta MiITBEPIXKCHHS.
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Attachment E: Instructions for Obtaining an Unique
Entity ID (SAM) for DAI’'s Vendors, Subcontractors &
Grantees/ floaatok E: [HCTpyKUii Wwoao OTPUMaHHSA
YHiKanbHoro igeHTudikaTopy opraHizadii (SAM) -
nocTtavyanbHUKM, cyoniapaaHuku Ta
rpaHTooTpumyBayi komnaHil «DAI»

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique Entity Identifier
(SAM) created in SAM.gov. The Unique Entity ID (SAM) is a 12-character alphanumeric value managed, granted,
and owned by the government. This allows the government to streamline the entity identification and validation
process, making it easier and less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without needing to register.
Ernst and Young provides the validation services for the U.S. Government. The information required for getting an
Unique Entity ID (SAM) without registration is minimal. It only validates your organization's legal business name
and address. It is a verification that your organization is what you say it is.

The Unique Entity ID (SAM) does not expire.
Summary of Previous U.S. Government Requirements — DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and Bradstreet that
assigns a unigue nine-digit identifier to a business entity. It is a common standard world-wide and was previously
used by the U.S. Government to assign unique entity identifiers. This system was retired by the U.S. Government on
April 4, 2022 and replaced with the Unique Entity Identifier (SAM). After April 4, 2022 the federal government will
have no requirements for the DUNS number.

If the entity was registered in SAM.gov (active or inactive registration), an Unique Entity ID (SAM) was assigned
and viewable in the entity registration record in SAM.gov prior to the April 4, 2022 transition. The Unique Entity
ID (SAM) can be found by signing into SAM.gov and selecting the Entity Management widget in your Workspace
or by signing in and searching entity information.

Instructions detailing the process to be followed in order to obtain an Unique Entity ID (SAM) for your
organization begin on the next page.
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THE PROCESS FOR OBTAINING AN UNIQUE ENTITY ID IS OUTLINED BELOW:

1. Have the following information ready to request an Unique Entity ID (SAM)
a. Legal Business Name
b. Physical Address (including ZIP + 4)
c. SAM.gov account (this is a user account, not actual SAM.gov business registration).
i. Asanew user, to get a SAM.gov account, go to www.sam.gov.
1. Click “Sign In” on the upper right hand corner.
2. Click on “Create a User Account”

@‘@ 8-

sam.gov is using Login.gov to allow
you to sign in to your account safely
and securely.

Email address

Show password
Password

Q[ | creteanacoum & ]

3. Choose Account Type:

a. Create an Individual User Account to perform tasks such as register/update
your entity, create and manage exclusion records or to view FOUO level
data for entity records.

b. Create a System User Account if you need system-to-system
communication or if performing data transfer from SAM to your
government database system. Complete the requested information, and then
click “Submit.”

4. Click “DONE” on the confirmation page. You will receive an email confirming you
have created a user account in SAM.

5. Click the validation link in the email that contains the activation code within 48
hours to activate your user account. If the email link is not hyperlinked (i.e.,
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underlined or appearing in a different color), please copy the validation link and
paste it into the browser address bar. You can now register an entity.

NOTE: Creating a user account does not create a registration in SAM, nor will it
update/renew an existing registration in SAM.

2. Once you have registered as a user, you can get an Unique Entity ID by selecting the “Get Started” button
on the SAM.gov home page.

Bl A0 official website of the United States povernment  Mere's how you koow v

Home Search Data Bank Data Services Help

.m_s A M 'GOV. < Official U.S. Government Website

100% Free

The Official U.S. Government System for: 1
Contract Opportunities

Assistance Listings
(was fbo.gov)

Register Your Entity or Get a Unique
(was cfda.gov) Entity 1D

Contract Data Entity Information

Register your entity or get a Unique Entity ID to get

(Reports ONLY from fpds.gov) Entity Registrations, Disaster Response started doing business with the federal government
Wage Determinations Registry, Entity UE! and Exclusions

(was wdol.gov) Entity Reporting Get Started

Federal Hierarchy SCR and Bio-Preferred Reporting

Departments and Subtiers Renew Entity

6/ Check Registration Status

3. Select “Get Started” on the Getting Started with Registration page.

BE An official website of the United States government  Here's how you know ~

I SAM.cov:

[& Requests 4 Notifications BF Workspace [E SignOut

Home  Search Data Bank Data Services Help

Getting Started with Registration Eriyinformatien fome

This the official U.S. government website for entity registration. Entity registration is FREE.

Before You Get Started [wew]

Before you start your registration, there are a few steps you must complete first. Register Your Entity or Get a
Review these steps to help ensure you set aside enough time to complete your N . Y

registration. Unique Entlty ID
Register your entity or get a Unique Entity ID to

Submitand get started doing business with the federal
ubmit an
Account e government.

Request a Prepare Your Get a Login.gov
DUNS Number Data

Get Started

@ Request a DUNS Number

Renew Entity

vernment must have a unique

shich is a unique nine-character @ Check Registration Status
D&B) free of charge, is the

official UEI. D&B assigns UEI (DUNS) for each physical location of a business.

Requesting a UEI (DUNS) takes about 10 minutes. Rece \S) takes 1-2

business days (under nermal circumstances) when using the D&B web form.

Go to D&B web form 2

4. Select “Get Unique Entity ID” on the Get Started page.

= DAl

PAGE 36



REQ-KYI1-23-0137

< Entity Management

Get Started

Register Entity

An entity registration allows you to bid on government contracts and apply for federal assistance. As part of entity
registration, we will assign you a Unique Entity ID (SAM).

Comprehensive and current entity information is an essential part of the federal award process. It is important to prepare
your information and allow sufficient time to understand and accurately complete your registration. You only need to
complete and manage it here to remain eligible for federal awards.

You must renew your registration every 365 days for it to remain active,

Register Entity

Get Unique Entity ID (SAM)

If you only conduct certain types of transactions, such as reporting as a sub-awardee, you may not need to compleX: an
entity registration, Your entity may only need a Unique Entity Identifier,

You can get a Unique Entity ID (SAM) for your organization without having to complete a full entity registration.

ﬁ [ Get Unique Entity ID

5. Enter Entity Information.

Enter Entity Information Validate Information Request UEI Receive UEI

2 3 4

a. If you previously had a DUN Number, make sure your Legal Business Name and Physical Address
are accurate and match the Entity Information, down to capitalization and punctuation, used for
DUNS registration.
6. When you are ready, select “Next”
7. Confirm your company’s information.

Enter Entity Information Validate Information Request UEI Receive UEI

3 4

a. On this page you will have the option to restrict the public search of this information. “Allow the
selected record to be a public display record.” If you uncheck this box, only you and the federal
government users will be able to search and view the entity information and entities like DAI will
not be able to independently verify that you have an Unique Entity Identifier (SAM).
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Allow the selected record to be a public display record.

If you feel displaying non-sensitive information like your registration status, legal business name and

physical address in the search engine results poses a security threat or danger to you or your

orpnlution, you can restrict the public viewing of you record in SAM’s search engine. However, your
non-sensitive registration information remains available under the Freedom of Information Act to

ose who download the SAM public data file. Learn more about SAM public search results .

1

8. When you are ready, select “Next”

9. Once validation is completed, select “Request UEI” to be assigned an Unique Entity ID (SAM). Before
requesting your UEI (SAM), you must certify that you are authorized to conduct transactions under penalty
of law to reduce the likelihood of unauthorized transactions conducted for the entity.

Enter Entity Information Validate Information Request UEI Receive UEI

4

Request UEI

You have completed validation. Select Request UEI to be assigned a Unique Entity ID.

VERIFIED MATCH:

US TEST COMPANY 999 « public

UNIQUE ENTITY ID:
362267515

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

Before requesting your UEI, please wufy that you are authorized to conduct transactions under
A uuuuymma 7 mdmmcﬁommdum fornmnﬁg.'rhm

10. The Unique Entity 1D will be shown on the next page. SAM.gov will send an email confirmation with your
Unique Entity ID.
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Enter Entity Information Validate Information Request UEI Receive UEI

Receive UEI

Congratulations! You have been assigned the following Unique Entity ID.

EH4HGOMLR7Q6

VERIFIED MATCH:

US TEST COMPANY 999 » public

UNIQUE ENTITY ID:
362267515

[ SAM | UNIQUE ENTITY ID:
EHAHGIMLRTQ6

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

11. If you need to view the Unique Entity ID from SAM in the future or update the organization’s information,
sign into SAM.gov and go to “Entity Management” widget.
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11 @ 5 Notif & wor
== SAM.Gov > B W B
Home Search Data Bank Data Services Help
Workspace Profile
Entity Management
what d eed for registratios Get Started
Entity Registration -+ﬂl Q

Downloac Saved Searche

0 0 0 0

Pending Requests
Next Update Due Due in Next 30 days: 0 Entity Registrations
No pending requests

Unique Entity ID See All

c 0 Notifications

No available notifications

See All

Add A New Role

System Accounts Select on the options below to request a new role

. If you need a role that you do not see below,
1) 0 0 0 0 i
) | { contact an administrator for your organization
= > directly,
ACTIVE DRAFT CHANGE REQUEST PENDING DEACTIVATED

Select a Role v

3arajabHa iHpopManis:

Crucauii orasg norounnx Bumor ypsiny CIIA — ynikansnuii inentudikarop opuauunoi ocoou (SAM)

[Mounnarouu 3 4 kBiTHA 2022 oKy, IOpUANYHI 0COOH, SIKi BEAYTh JIsUIBHICTD 13 (peaepatbHUM ypsiioM, BAKOPUCTOBYBAaTUMYTh
YHIKaIbHUH ineHTH(ikaTop opuandHoi ocodu (SAM), mo crTBoproeThest Ha caiiti SAM.QOV. YHikanpHuil ineHTH()IKATOD
fopunuaHoi ocobu (SAM) — ne 12-3naunuii andaBiTHO-IMAPOBUIT KO, KU KOHTPOIIOETHCS Ta MPHUCBOIOETHCS YPSIIOM i
HAJICKUTH ypsay. BiH momomarae ypsity CIPOCTHTH MPOLEC iAeHTU(IKAIIT Ta MEPEeBIPKU IOPUIUYHUX OCI0, MONErIIyoun i
pOOIISIUM MEHII OOTSDKIMBUM JJIsL OPUAMYHUX OCI0 BEJIEHHS AISUIBHOCTI 3 (hellepalibHUM YPSIOM.

InenTHdiKaTOp HATAETHCS IOPUIANIHAM 0COOaM IIiJ Yac peecTparii, abo )k Horo MoXkHa oTpuMaTH Ha caiiti SAM.gov Oe3
peectpaii. [Tocnyru 3 miarBep/pkenHs inenTudikatopa i ypsaay CHIA wamgae kommanis Ernst and Young. Iudopmaris,
HEOOXigHa s OTPUMAHHS YHIKAIbHOTO ifeHTHdikaTopa ropumudHoi ocodu (SAM) 06e3 peectparii, — MiHIMaIbHA.
InenTHdikaTop MATBEpUKYE JHMINE IOPUIMYHY Ha3By Ta aapecy Bamoi opraHizamil. Lle miaTBepikKeHHS TOro, IIO Balla
OpraHi3alis € THM, 3a KOro cede BUIaE.

VYHikanpHuii izenTHdiKaTop opuandHoi ocoou (SAM) HanaeTbes 0€3CTPOKOBO.
Crucamii orasa koauuHix Bumor ypsiny CHIA — DUNS

VHiBepcansHa cuctema Hymepariii nanux (DUNS) — e cicrema, pospo6iieHa i KoHTponbpoBaHa kommaniero Dun and Bradstreet,
sIKa TIPUCBOIOE CY0’ €KTY TOCTIOJApIOBaHHS YHIKAIBHUHN JeB’ ATH3HAYHMNA uppoBuUil ineHTH(diKaTop. Taka cucreMa € CBITOBUM
CTaHIAPTOM 1 paHilre BUKOpUCTOBYBadach ypsgoMm CIIIA mis npucBOeHHS YHIKAIBHUX IICHTU(DIKATOPIB FOPUANIHIM 0Cc00aM.
4 xBiTHsa 2022 poky ypsn CILIA nmpunvHAB BUKOPUCTaHHS Li€l CUCTEMH 1 3aMiHUB ii Ha yHIKaJIbHUH i1eHTH(DIKATODP IOPUINIHOT
ocobu (SAM). ITicns 4 kBiTHa 2022 poxy ¢enepanbHuit ypsa He BuMmaratiMe Homep DUNS.

Skmo opuandHy ocoly 0yi0 3apeecTpoBaHo Ha caiiTi SAM.QOV (3 akTHBHOIO 200 HEAKTHBHOKO PEECTPAIIIEIO), YHIKAIbHUIMA
ineHTudikarop wopuaudHoi ocodu (SAM) OyB IPUCBOEHHI 1 TOCTYITHUI /IJIs IEpErisiLy B 00JIKOBOMY 3aluci opraHizamii Ha
caiiti SAM.goV mie mo mepexomy, skuii BimOyBcs 4 kBiTHs 2022 poky. YHiKagbHUN imeHTH(DIKATOp FopHARYHOI 0cobu (SAM)
MOKHA 3HAWTH, YBIHIIOBIIK 10 cucTeMH Ha caiiti SAM.QOV i BuOpaBmm BimkeT «YmpaBiiHHS opranizamiero / Entity
Management» y cBoemy pobodomy mpocTopi abo yBIHIIOBIIN O CHCTEMH i BUKOHABIIM MOITYK iHGOpMaLii Ipo IOpUIANIHY
oco0y.

MPOIIEC OTPUMAHHS YHIKAJIBHOI'O ITEHTU®IKATOPA IOPUIUYHOI OCOBH OITUCAHO
HU/KYE:
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1. II{o6 nomatu 3amuT Ha OTPUMAaHHS YHIKaIBHOTO iIeHTH]IKaTopa puaAndHoi ocodu (SAM), miaroryiite
TaKy iHpopMaIliro:
a. IOpuanyna Ha3Ba miANpPHEMCTBA
b. ®i3uyna agpeca (BKIFOYAOYH TOIITOBUIA iHIEKC + 4)
c. OO6umikoBwuii 3amuc Ha caiiTi SAM.gQOV (1ie 00TIKOBHUI 3amuc KOPUCTYBaYa, a He (pakTH4HA
peectpauis mianpuemcTBa Ha SAM.QOV).
i. SIKII0 BM HOBHi KOPUCTYBa4: 100 CTBOPUTH 00TIKOBHIA 3amuc Ha caiiti SAM.gov,
TIepeHaiTh 3a TOCHIAaHHIM: WWW.Sam.gov.
1. HarucHith «YBiittu / Sign In» y BepXHbOMY IIPaBOMY KYTi.
2. HarucHits «CTBOpHUTH 00IIKOBHI 3amuic kKopuctyBada / Create a User Account».

U LOGIN.GOV .I-L.,SAM.GOV

gow

sam.gov is using Login.gov to allow
you to sign in to your account safely
and securely.

Email address

Show password
Password

A

3. Bubepits THIT 006JIIKOBOTO 3aITUCY:
a. CTBOpiTh OOJIIKOBHIA 3aIMC iHANBIAYILHOTO KOPUCTYBaya, 11100

BHKOHYBATH TakKi 3aBJIaHHS, SIK pEECTpallist / OHOBJICHHS JaHUX 1010
Balllol OpraHi3allii, CTBOPEHHs 3aIKCIB Ta YIPaBIiHHs 3alTUCAMU TIPO
BHKITFOUEHHS 200 MEPerJisil JaHUX PiBHS «UIs CITyKO0BOTO
KOPHUCTYBaHHS» CTOCOBHO OpraHizaiiii.

b. CrBopiTh 001iKOBHI 3aITUC CHCTEMHOT'O KOPUCTYBayYa, SKIIO BaM
noTpiOHO BCTAHOBHUTH 3B’ S30K MK cHcTeMaMH abo SIKIIO B BUKOHYETE
nepenanHs nanux i3 SAM o Bamioi ypsioBoi cuctemu 0a3 TaHuX.
BeeniTh notpibHy iHpoOpMariiro i HatucHITh «IlomaTu / Submity.
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4. Harucuite «'OTOBO / DONE» Ha cTopiHmi migTBepIKeHHs. Bu ogepxure
€JIEKTPOHHUH JIUCT 13 MiATBEPIKEHHSIM CTBOPEHHS 00JIIKOBOTO 3aIHCy
KopucTyBaua B cuctemi SAM.

5. TlepeiiniTh 3a NOCHJIAHHSM i3 KOJOM aKTHBALlil B €IEKTPOHHOMY JIUCTI BIPOAOBXK
48 roauH, MO0 aKTUBYBATH OOJIIKOBUII 3aIHIC KOPHCTYBada. SIKIO MOCKUIaHHS B
JIUCTI HE € TINEPIOCHIaHHAM (TOOTO MiAKPECICHUM a00 BUIUICHUM 1HITUM
KOJBOPOM), CKOTIIOWTE MOCHIIAHHS 1 BCTaBTE HOTO B aipECHU PAIOK Opaysepa.
Temnep Bu MOXeTe 3apeecTpyBaTH OpraHizallio.

[MPUMITKA: CtBOpeHHS 00J1iKOBOTO 3aIHCy KOPUCTYBa4a He IPUBOAUTH JI0
cTBOpeHH: peectparlii B SAM abo 10 OHOBICHHS/TIPOIOBKCHHS HASIBHOT
peectpariii B SAM.
2. Ilicnst cBo€i peecTpallii SIK KOPHUCTyBada BU MOXKETE OTPUMATH YHIKaIbHUN 11eHTH(IKaTOp FOPUANIHOT
ocobwu, BuOpasmu kHomKy «[Touatu / Get Started» Ha ronoHii ctopinii SAM.gov.

Bl A0 oficial website of the United States poverrment Here's how you boow v

Home Search Data Bank Data Services Help

l l I o /F Official U.S. Government Website

.n_SAM.GOV \ 100% Free
o NEW

The Official U.S. Government System for:

Contract Opportunities Assistance Listings Register Your Entity or Get a Unique

(was fbo.gov (was cfda.gov) Entity 1D

Contract Data Entity Information Register your entity or get a Unique Entity 1D to get

{Reports ONLY from fpds.gov) Entity Registrations, Disaster Response started doing business with the federal government.

Wage Determinations Registry, Entity UEI and Exclusions

was wdol.gov) Entity Reporting Get Started
Federal Hierarchy SCR and Bio-Preferred Reporting
Departments and Subtiers Renew Entity

@ Check Registration Status i
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3. Bubepits «Ilouatn / Get Started» Ha cropinmi «Ilouatok peectparii / Getting Started with Registration».

EE An official website of the United States government Here's how you know v

I sAM.cov:

Home

Requests G Motifications 83 Workspace [ SignOut

Search  DataBank  DataServices  Help

Getting Started with Registration I Entity Informaon Home

This the official U.S. government website for entity registration. Entity registration is FREE.

Before You Get Started [new]

Before you start your registration, there are a few steps you must complete first. Register Your Entity or Get a
Review these steps to help ensure you set aside enough time to complete your g o Y
registration. Unique Entity ID

Register your entity or get a Unique Entity ID to

get started doing business with the federal
1 government.

@ Reguest a DUNS Number ‘

Renew Entity ’

All entities wishing to do business with the federal government must have a unique

entity identifier (UE). Currently, the DUNS number, which is a unique nine-character 6/ Check Registration Status
identification number provided by Dun & Bradstreet (D&B) free of charge, is the

official UEI D&B assigns UEI (DUNS) for each physical location of a business.

Requesting a UEI (DUNS) takes about 10 minutes. Receiving a UEI (DUNS) takes 1-2

business days (under normal circumstances) when using the D&B web form.

Go to D&B web form 2

4. Bubepith «OTpumMaru yHiKaJIbHUH ineHTH(iKaTOp ropuauaHoi ocoou / Get Unique Entity ID» Ha cTopinii
«Ilouaru / Get Started».

< Entity Management

Get Started

Register Entity
An entity registration allows you to bid on government contracts and apply for federal assistance. As part of entity
registration, we will assign you a Unique Entity ID (SAM).

Comprehensive and current entity information is an essential part of the federal award process. It is important to prepare
your information and allow sufficient time to understand and accurately complete your registration. You only need to
complete and manage it here to remain eligible for federal awards.

You must renew your registration every 365 days for it to remain active.

Unique Entity ID (SAM)

conduct certain

ch as reporting as a sub-awardee, you may not need to complel: an
 Enti Mjm : :
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5. BseniTs iH(pOpMAaIIifO PO IOPUANIHY 0c00Y.

Enter Entity Information Validate Information Request UEI Receive UEI

2 3 4

a. Sxmo y Bac panime 6yB Homep DUNS, nepekonaiitecs, 1o opuandHa Ha3Ba Ta ¢GizndHa agpeca
BaIIoro MiAIPUEMCTBA € TOYHUMH 1 BIATIOBIAAIOTH iH(OpMAILii TPO IOPUAUIHY 0CO0Y, aXK 10
BEJIMKHX JIITEp Ta MMyHKTYallii, 110 BUKOPUCTOBYBanacs mij yac peectpanii B DUNS.
6. Komu Oyzaere rorosi, Bubepith «Jami / Next».
7. IlinTBepapTe iH(OpPMAILiIO PO BalTy KOMIAHIIO.

Enter Entity Information Validate Information Request UEI Receive UEI

3 4

a. Ha miif cropiHIi BM MOXKEeTe OOMEXKUTH TOCTYIHICTD 1€l iHPopMarlii 1y1st myOIigHOro MOIIYKY.
«Jlo3BonmuTH myOiuHe BiqoOpaxkeHHs BuOpanoro 3anucy / Allow the selected record to be a public
display record». SIkmro Bu 3HiMeTe IIe# MTparopelb, JIUIIe BU 1 TpeACTaBHUKA (heaepasbHOTO
YpAOy 3MOXKYTh IIYKATH 1 IepeTysiIaTi iHPOpMAaIliio PO KOMITAHiI0, TOA1 SK Taki opraHizarii, sSK
DAL He 3MOXyTh CaMOCTIHHO IEPEBIPUTH HASIBHICTh Y BAaC YHIKaIbHOTO ineHTH(]iKaTopa
opuanyHOi ocodu (SAM).

. Allow the selected record to be a public display record.

If you feel displaying non-sensitive information like your registration status, legal business name and
physical address in the search engine results poses a security threat or danger to you or your
organization, you can restrict the public viewing of you record in SAM’s search engine. However, your
non-sensitive registration information remains available under the Freedom of Information Act to
those who download the SAM public data file, Learn more about SAM public search results 2,

© ® O

Previous Cancel Next

8. Kounu 6ynere rorosi, Bubepith «/Jlami / Next».
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9. [Tlicns 3aBepieHHS IepeBipKU BHOEPITh «3aMuT yHIKaIbHOTO ineHTUdiKaTopa / Request UEIy, mo6
OTpPHMATH YHIKaJTbHUH 11eHTHIKaTOp PopuaudHoi ocodu (SAM). Tlepin HiXk MOIABATH 3aITUT HA
OTpPHMAaHHS yHIKaJIbHOTO ifeHTUdiKaTOpa ropuanyHoi ocoou (SAM), BU OBHMHHI 3aCBIAYUTH (MIaM'SITal0YH
PO TIOKapaHHs, epedadeHe 3aK0OHOM ), IO YITOBHOBaXKeH1 poBoAnTH orepartii. Lle moTpidHo, 1106
3MEHIITUTH HMOBIPHICTh HECAHKIIIOHOBAHUX OIEpallii CTOCOBHO OpraHizaiiii.

Enter Entity Information Validate Information Request UEI Receive UEI

4

Request UEI

You have completed validation. Select Request UEI to be assigned a Unique Entity 1D.

VERIFIED MATCH:

US TEST COMPANY 999 e public

[ DUNS | UNIQUE ENTITY ID:
362267515

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

Before requesting your UEI, please certify that you are authorized to conduct transactions under
penalty of law to reduce the likelihood of unauthorized transactions conducted for my entity. Then
select Request UEL.

[:] | certify that | am authorized to conduct transactions on behalf of the entity.
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Attachment F: Self-Certification for Exemption from
SAM Requirement/ [HOopatok F: Popma
cCaMOBMU3Ha4YeHHA Ha 3BiNbHEHHA BiA4 BUMOTIU
otpumaHHAa SAM Homepy

L egal Business Name:/ Ha3a kommaHii:

Physical Address:/ ®izuuna anpeca:

Physical City:/ Micto:

Physical Foreign Province (if applicable):/ Perion (sixiro
3aCTOCOBYETHCS):

Physical Country:/ Kpaina:
Signature of Certifier/ ITinmuc 3asBHUKA:

Full Name of Certifier (Last Name, First/Middle Names):/ [ToBue
iM’s1 3asiBHHKA (TIPi3BHIIE, IM’sI, IO OATEKOBI/CEPEHE iM’sI:

Title of Certifier:/ ITocana 3asiBHUKA:
Date of Certification (mm/dd/yyyy):/ [lata 3asiBu (MM.II1.pppp):

The sub-contractor/vendor whose legal business name is provided herein, certifies that we are an organization
exempt from obtaining a SAM number, as the gross income received from all sources in the previous tax year is
under USD $300,000.

CyOmiipsTHUK/TIOCTaYaIbHUK, YKa3aHUH Y 11iH 3asBi, UM 3asBJIS€E, 10 € OpraHi3alli€ro, sKa MiIsIrae 3BiIbHCHHIO
BiJl BUMOTH OTpUMaHHS HoMepa SAM, ockibku ii BaOBWI A0XiA, OTpUMaHHUM i3 yCiX JpKepen 3a MorepenHin
moaTkoBui pik, 0yB HInk4de 300 000 momapis CIIIA.

*By submitting this certification, the certifier attests to the accuracy of the representations and certifications
contained herein. The certifier understands that s/he and/or the sub-contractor/vendor may be subject to penalties,
if s/he misrepresents the sub-contractor/vendor in any of the representations or certifications to the Prime
Contractor and/or the US Government.

The sub-contractor/vendor agrees to allow the Prime Contractor and/or the US Government to verify the company
name, physical address, or other information provided herein. Certification validity is for one year from the date
of certification.

* [Tomarouu 1110 3asIBY, 3asBHUK ITIITBEPKYE AOCTOBIPHICTh MOAAHOI B Hili iH(opMaIlii. 3assBHUK pO3yMi€, 0 JI0
HBOTO/Hei Ta/abo cyOmimpsHUKa/  MOCTadalbHHKA MOXYTh OYTH 3aCTOCOBaHI CaHKIII, SKIIO BiH/BOHA
HENPaBUIIHHO MTPEICTAaBUTh 3asBU a00 ITiATBEPKEHHS CyOIipsTHIKa/ TOCTaYaTbHIKA TeHePATLHOMY TiAPSIHUKY
ta/abo Ypany CLIA.

CyOniapsaHuK/ TOCTadalbHHUK IOTODKYETHCS JO3BOJIMTH TEHEpPaJbHOMY HiApSOHUKY Ta/abo Ypsay CILIA
TIEPEeBipSATH HA3BY, (hi3MUHY ajpecy a0o 1HIII 1aHi PO KOMITaHito, HaBeleHi B 11 3asBi. L1 3asBa giiicHa mpoTAroM
POKY i3 naTH ii BUAadi.
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Attachment G: Past Performance/ flopaTtok G: [locBig po6oTtu

Please indicate orders that best illustrate your work experience relevant to this Request starting from the most recent. The services performed over the past three years

will be considered.

[TpocuMO BKJIFOUMTH 3aMOBJICHHS, SIKi HAHKpallle UTI0CTPYIOTh Balll IOCBiJ POOOTH, aKTyallbHUHN IS IOTO 3aNHUTY, IOYWHAIOYH 3 OCTAHHBOT'O 3aMOBJICHHS. bepyTbes
JI0 YBard MOCTYTH 3[IHCHEH] MPOTATOM MUHYJINX TPHOX POKIB.

Ne Project | Description Client name/ Price in Period of works Completed in Transfer and Type of agreement, subcontract,
Title/ | of Activities/ | phone number, e- UAH/ (Start-End Dates)/ | time (yes/no)/ | acceptance act signed | grant, order (fixed price, with
HasBa Ormuc mail/ Bapricte y | artu movatky i 3aBepIieHo y (yes/no)?/ reimbursement of expenses)/
NPOEKTY | [isSUTBHOCTI Hassa kmienra/ TpH. 3aBepIICHHS crpok (Tax/Hi) | Ywm mignucaHo aktu Tun yroau, noroBopy
HOMeEp pooiT npuiMaHHs-TIepeadi | cyOmiapsay, TpaHTy, J0rOBOPY
tenedony, e-mail po6it? (Tak/Hi) Ha 3aKymiBIIo (3 (HiIKCOBAaHOO
I[IHO¥O, 3 BIJIIIKO/TyBAaHHSIM
BUTpAT)
1
2
3
4
5
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Attachment H: Information about OCI/ QoaaTtok H: IHdbopmauisa npo OKI

The table below provides basic information about the OCI and its scope.

Y Tabnumi HIK4Ye HaBeneHo 6a30By iHpopMartito mpo OKI Ta ioro macmiTa0.

Name of OCI / Hazsa OKI

JCII «O6’eqnanns «Pagon» / SSE Association Radon

Official Website / O¢iniiinuii Be6-caiit

https://radon.net.ua/

The number of informational systems, administrated or managed by
OKIs / KinbkicTs in(popmanilinux cucrem, agminicrparopamu a6o
po3nopsiiHukamu sikux € OKI

Number of employees / KinbkicTh npaniBHuKiB 370
Number of main divisions (departments) / KiibKkicTh 0CHOBHHX 15
CTPYKTYPHHUX HiAPO3ALIIB (1enapTaMeHTiB)
Number of regional offices / KiibkicTh perioHajbHUX npeacTaBHUITB 5
1
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